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I, A. Jean Mahoney, hereby declare that all statements made herein are of my own
knowledge and are true and that all statements made on information and belief are
believed to be true: and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or
both, under Section 1001 of Title 18 of the United States Code:

1. | am an employee of Association Management Solutions, LLC (AMS), which
acts under contract to the IETF Administration LLC (IETF) as the operator of the RFC
Production Center. The RFC Production Center is part of the "RFC Editor" function, which
prepares documents for publication and places files in an online repository for the
authoritative Request for Comments (RFC) series of documents (RFC Series), and
preserves records relating to these documents. The RFC Series includes, among other
things, the series of Internet standards developed by the IETF. | hold the position of
Director of RFC Production Center (RPC) Communications and Strategy. | began
employment with AMS on 26 August 2019.

2. My responsibilities as Director of RPC Communications and Strategy
include acting as the custodian of records relating to the RFC Series, and | am familiar

with the record keeping practices relating to the RFC Series, including the creation and



maintenance of such records.

3 | have held my position as Director of RPC Communications and Strategy
since 1 January 2025. Immediately prior to becoming the Director of RPC
Communications and Strategy, | was an Associate Director for two (2) years, and prior to
that | held various manager and editor positions with AMS.

4. The RFC Editor function was conducted by the Information Sciences
Institute at the University of California ("ISI") under contract to the United States
government prior to 1998. In 1998, the Internet Society (ISOC), in furtherance of its IETF
activity, entered into the first in a series of contracts with ISI providing for ISl's
performance of the RFC Editor function. Beginning in 2010, certain aspects of the RFC
Editor function were assumed by the RFC Production Center operation of AMS under
contract to 1SOC (acting through its IETF function and, in particular, the IETF
Administrative Oversight Committee (now the IETF Administration LLC)). At the beginning
of 2025, the management of the RFC Production Center fully transitioned to the IETF
Administration LLC. The business records of the RFC Editor function, as it was conducted

by ISI, are currently housed with a cloud vendor under contract with IETF Administration

LLC.

5; | make this declaration based on my personal knowledge and information
contained in the business records of the RFC Editor as they are currently housed by AMS
with a cloud vendor under contract with IETF Administration LLC, or in confirmation with
other responsible RFC Editor personnel with such knowledge.

6. Prior to 1998, the RFC Editor's regular practice was to publish RFCs,

making them available from a repository via FTP. When a new RFC was published, an
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announcement of its publication, with information on how to access the RFC, would be
typically sent out within 24 hours of the publication.

7 Since 1998, the RFC Editor's regular practice was to publish RFCs, making
them available on the RFC Editor website or via FTP. When a new RFC was published,
an announcement of its publication, with information on how to access the RFC, would
be typically sent out within 24 hours of the publication. The announcement would go out
to all subscribers and a contemporaneous electronic record of the announcement is kept
in the IETF mail archive that is available online.

8. Beginning in 1998, any RFC published on the RFC Editor website or via
FTP was reasonably accessible to the public and was disseminated or otherwise
available to the extent that persons interested and ordinarily skilled in the subject matter
or art exercising reasonable diligence could have located it. In particular, the RFCs were
indexed and placed in a public repository.

9. The RFCs are kept in an online repository in the course of the RFC Editor's
regularly conducted activity and ordinary course of business. The records are made
pursuant to established procedures and are relied upon by the RFC Editor in the
performance of its functions.

10. It is the regular practice of the RFC Editor to make and keep the RFC
records.

11. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2565 (Internet Printing Protocol/1.0: Encoding and Transport) was no later than May,

1999, at which time it was reasonably accessible to the public either on the RFC Editor



website or via FTP from a repository. An announcement of its publication also would
have been sent out to subscribers within 24 hours of its publication. A copy of that RFC
is attached to this declaration as Exhibit A.

12. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2566 (Internet Printing Protocol/1.0: Model and Semantics) was no later than May, 1999,
at which time it was reasonably accessible to the public either on the RFC Editor website
or via FTP from a repository. An announcement of its publication also would have been
sent out to subscribers within 24 hours of its publication. A copy of that RFC is attached
to this declaration as Exhibit B.

13. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2568 (Rationale for the Structure of the Model and Protocol for the Internet Printing
Protocol) was no later than May, 1999, at which time it was reasonably accessible to the
public either on the RFC Editor website or via FTP from a repository. An announcement
of its publication also would have been sent out to subscribers within 24 hours of its
publication. A copy of that RFC is attached to this declaration as Exhibit C.

14. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2569 (Mapping between LPD and IPP Protocols) was no later than May, 1999, at which
time it was reasonably accessible to the public either on the RFC Editor website or via
FTP from a repository. An announcement of its publication also would have been sent

out to subscribers within 24 hours of its publication. A copy of that RFC is attached to



this declaration as Exhibit D.

15. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2910 (Internet Printing Protocol/1.1: Encoding and Transport) was no later than October,
2000, at which time it was reasonably accessible to the public either on the RFC Editor
website or via FTP from a repository. An announcement of its publication also would
have been sent out to subscribers within 24 hours of its publication. A copy of that RFC
is attached to this declaration as Exhibit E.

16. Based on the business records for the RFC Editor and the RFC Editor's
course of conduct in publishing RFCs, | have determined that the publication date of RFC
2911 (Internet Printing Protocol/1.1: Model and Semantics) was no later than October,
2000, at which time it was reasonably accessible to the public either on the RFC Editor
website or via FTP from a repository. An announcement of its publication also would
have been sent out to subscribers within 24 hours of its publication. A copy of that RFC

is attached to this declaration as Exhibit F.
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Internet Printing Protocol/1.0: Encoding and Transport

Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Copyright Notice

Copyright (C The Internet Society (1999). Al Rights Reserved.

| ESG Not e

Thi s docunent defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
will be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this meno. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defi ned which supports those security neasures. Oher changes to
the protocol are also possible. |Inplementors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features may not be avail abl e.

The | ESG encour ages experinentation with this protocol, especially in
conbination with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS may effectively be used as a security layer for

| PP.
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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docunent defines the
rules for encoding | PP operations and IPP attributes into a new
Internet nminme nmedia type called "application/ipp". This docunent

al so defines the rules for transporting over HTTP a nessage body
whose Content-Type is "application/ipp".

The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]
Internet Printing Protocol/1.0: Encoding and Transport (this
docunent)

Internet Printing Protocol/1.0: Inplenmenter’s Guide [ipp-iig]
Mappi ng between LPD and | PP Protocols [ RFC2569]

The docunent, "Design Goals for an Internet Printing Protocol", takes
a broad look at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenments that
are satisfied in IPP/1.0. Operator and adm nistrator requirenents are
out of scope for version 1.0.

The docunment, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol", describes IPP froma high |eve

view, defines a roadmap for the various docunents that formthe suite
of I PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s nmj or decisions.

The docunent, "Internet Printing Protocol/1.0: Mdel and Semantics"
describes a sinplified nodel with abstract objects, their attributes,
and their operations that are independent of encodi ng and transport.
It introduces a Printer and a Job object. The Job object optionally
supports nultiple docunents per Job. It also addresses security,

i nternationalization, and directory issues.

This docunent "lInternet Printing Protocol/1.0: Inplenmenter’s Guide"
gives advice to inplenmenters of IPP clients and | PP objects.
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The docunent "Mappi ng between LPD and | PP Protocol s" gives sone
advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.

Tabl e of Contents

1. IntroducCti ON. ... o 4
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1

I ntroduction

Thi s docunent contains the rules for encoding | PP operations and
describes two |layers: the transport |ayer and the operation |ayer.

The transport layer consists of an HITP/ 1.1 request or response. RFC
2068 [ RFC2068] describes HTTP/1.1. This docunment specifies the HITP
headers that an | PP inplementation supports.

The operation | ayer consists of a nessage body in an HTTP request or
response. The docunent "Internet Printing Protocol/1.0: Mdel and
Semanti cs" [ RFC2566] defines the semantics of such a nessage body and
t he supported val ues. This docunent specifies the encoding of an | PP
operation. The aforenenti oned docunent [RFC2566] is henceforth
referred to as the "I PP nodel docunent”

Conf or mance Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in RFC 2119 [ RFC2119].

Encodi ng of the Operation Layer

The operation |ayer MJST contain a single operation request or
operation response. Each request or response consists of a sequence
of values and attribute groups. Attribute groups consist of a
sequence of attributes each of which is a name and value. Nanes and
values are ultimately sequences of octets

The encodi ng consists of octets as the nost prinmitive type. There are
several types built fromoctets, but three inportant types are

i ntegers, character strings and octet strings, on which nost other
data types are built. Every character string in this encodi ng MIST be
a sequence of characters where the characters are associated with
sonme charset and sone natural |anguage. A character string MJIST be in
"reading order" with the first character in the value (according to
readi ng order) being the first character in the encoding. A character
string whose associated charset is US-ASCI| whose associated natura

| anguage is US English is henceforth called a US-ASCI | -STRING A
character string whose associ ated charset and natural |anguage are
specified in a request or response as described in the nodel docunent
is henceforth called a LOCALI ZED- STRING An octet string MJST be in
"I PP nmodel docunent order” with the first octet in the value
(according to the I PP nodel docunent order) being the first octet in
the encoding Every integer in this encoding MJST be encoded as a
signed integer using two' s-conplenent binary encoding with big-endian
format (al so known as "network order" and "nost significant byte
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first"). The nunber of octets for an integer MUST be 1, 2 or 4,
dependi ng on usage in the protocol. Such one-octet integers,
henceforth called SI GNED-BYTE, are used for the version-nunber and
tag fields. Such two-byte integers, henceforth call ed Sl GNED- SHORT
are used for the operation-id, status-code and length fields. Four
byte integers, henceforth called SIGNED-| NTEGER, are used for val ues
fields and the sequence nunber.

The following two sections present the operation layer in two ways

- informally through pictures and description
- formally through Augnented Backus- Naur Form (ABNF), as specified
by RFC 2234 [ RFC2234]

3.1 Picture of the Encoding

The encoding for an operation request or response consists of:

| ver si on- nunber | 2 bytes - required
| operation-id (request) |
| or | 2 bytes - required
| status-code (response) |

| request-id | 4 bytes - required
| xxXx-attributes-tag | 1 byte
——————————————————————————————————————————————— |-0 or nore
| xxX-attribute-sequence | n bytes

| end-of -attri butes-tag | 1 byte - required
| dat a | g bytes - optiona

The xxx-attributes-tag and xxx-attri bute-sequence represents four

di fferent values of "xxx", nanely, operation, job, printer and
unsupported. The xxx-attributes-tag and an xxx-attri bute-sequence
represent attribute groups in the nodel docunment. The xxx-
attributes-tag identifies the attribute group and the xxx-attri bute-
sequence contains the attributes.

The expected sequence of xxx-attributes-tag and xxx-attribute-

sequence is specified in the | PP nodel docunent for each operation
request and operation response.
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A request or response SHOULD contain each xxx-attributes-tag defined
for that request or response even if there are no attributes except
for the unsupported-attributes-tag which SHOULD be present only if

t he unsupported-attribute-sequence is non-enpty. A receiver of a
request MJST be able to process as equivalent enpty attribute groups:

a) an xxx-attributes-tag with an enpty xxx-attribute-sequence,
b) an expected but missing xxx-attributes-tag.

The data is omitted from sone operations, but the end-of-attributes-
tag is present even when the data is omtted. Note, the xxx-
attributes-tags and end-of-attributes-tag are called "delimter-
tags’. Note: the xxx-attribute-sequence, shown above nay consist of 0
bytes, according to the rul e bel ow

An xxx-attributes-sequence consists of zero or nore conpound-
attributes

| compound-attribute | s bytes - 0 or nore

A compound-attribute consists of an attribute with a single val ue
foll owed by zero or nore additional val ues

Note: a 'conpound-attribute’ represents a single attribute in the
nodel docunent. The ’'additional value’ syntax is for attributes with
2 or nore val ues.

Each attribute consists of:

| val ue-tag | 1 byte
T T Gt 55T 2 s
i---------------"'"'héhé"""""__________[ u bytes
oo value-Tength (vaive isv) | 2 bytes
SRR vatue T bytes
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An addi tional value consists of:

| val ue-tag | 1 byte
_______________________________________________ |

| nane-l ength (value is 0x0000) | 2 bytes |
——————————————————————————————————————————————— |-0 or nore
| val ue-l ength (value is w) | 2 bytes
............................................... |

| val ue | w byt es

Note: an additional value is |ike an attribute whose nane-length is 0.

From t he standpoint of a parsing |oop, the encoding consists of:

| ver si on- nunber | 2 bytes - required
| operation-id (request) |

| or | 2 bytes - required
| status-code (response)

| request-id | 4 bytes - required
| tag (delimter-tag or val ue-tag) | 1 byte
----------------------------------------------- [-0 or nore
| enpty or rest of attribute | X bytes

| end-of -attri butes-tag | 2 bytes - required
| dat a | y bytes - optiona

The value of the tag determ nes whether the bytes follow ng the
tag are:

- attributes

- data

- the remainder of a single attribute where the tag specifies the
type of the val ue.

3.2 Syntax of Encoding
The syntax below is ABNF [ RFC2234] except 'strings of literals’ MJST
be case sensitive. For exanple 'a' neans |ower case ’'a and not

upper case 'A'. I n addition, SIGNED-BYTE and SI GNED- SHORT fi el ds
are represented as ' %’ val ues which show their range of val ues.
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i pp- message = i pp-request / ipp-response

i pp-request ver si on- nunber operation-id request-id
*(xxx-attributes-tag xxx-attribute-sequence)
end-of -attri butes-tag data

i pp-response = version-nunber status-code request-id
*(xxx-attributes-tag xxx-attribute-sequence)
end-of -attri butes-tag data

xxx-attribute-sequence = *conpound-attribute

April 1999

XXx-attributes-tag = operation-attributes-tag / job-attributes-tag /

printer-attributes-tag / unsupported-attributes-tag

versi on- nunber = mmj or-ver si on- nunber ni nor-versi on- nunber

maj or - ver si on- nunber = SIGNED-BYTE ; initially %l
m nor-versi on-nunber = SIGNED-BYTE ; initially %0
operation-id = S| GNED- SHORT ; mappi ng from nodel defined bel ow

status-code = SI GNED- SHORT ; nappi ng from nodel defined bel ow

request-id = S| GNED- | NTEGER ; whose value is > 0

compound-attribute = attribute *additional -val ues
attribute = value-tag name-| ength name val ue-1 ength val ue

addi ti onal -val ues = val ue-tag zero-nane-| ength val ue-1ength val ue

nane- | engt h = SI GNED- SHORT ; nunber of octets of 'nane
nane = LALPHA *( LALPHA/ DIGT / "-" [ " " [ ".")

val ue-l ength = SI GNED- SHORT ; nunber of Bctets.of "val ue

val ue = OCTET- STRI NG

data = OCTET- STRI NG

zero-nane-| ength = %00. 00 ; nane-length of O
operation-attributes-tag = %01 ; tag of 1
job-attributes-tag = w02 ; tag of 2
printer-attributes-tag = %04 ; tag of 4
unsupported-attributes-tag = %05 ; tag of 5
end-of -attributes-tag = %03 ; tag of 3

val ue-tag = %10- FF

S| GNED- BYTE = BYTE

S| GNED- SHORT = 2BYTE

SI GNED- | NTEGER = 4BYTE

DAT = %#%30-39 ;0 "0" to "9"
LALPHA = %61-7A ;o "a" to "z"
BYTE = % 00- FF

OCTET- STRI NG = *BYTE
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The syntax allows an xxx-attributes-tag to be present when the xxx-
attribute-sequence that follows is enpty. The syntax is defined this
way to allow for the response of Get-Jobs where no attributes are
returned for sone job-objects. A though it is RECOWENDED that the
sender not send an xxx-attributes-tag if there are no attributes
(except in the Get-Jobs response just nentioned), the receiver MJST
be able to decode such syntax.

3. 3 Versi on- nunber

The versi on-nunber MJST consist of a major and m nor version-nunber
each of which MJUST be represented by a SI GNED- BYTE. The protoco
described in this docunent MJUST have a nmjor version-nunber of 1
(0x01) and a minor version-nunber of 0 (0x00). The ABNF for these
two bytes MJUST be % 01. 00.

3.4 Qperation-id

Qperation-ids are defined as enunms in the nodel document. An
operation-ids enum val ue MUST be encoded as a SI GNED- SHORT.

Not e: the val ues 0x4000 to OxFFFF are reserved for private
ext ensi ons.

3.5 Status-code

St at us-codes are defined as enuns in the nodel docunment. A status-
code enum val ue MJUST be encoded as a S| GNED- SHORT

The status-code is an operation attribute in the nodel docunment. In
the protocol, the status-code is in a special position, outside of
the operation attributes.

If an I PP status-code is returned, then the HITP Status- Code MUST be
200 (successful-ok). Wth any other HTTP Status-Code val ue, the HITP
response MJUST NOT contain an | PP nessage-body, and thus no | PP

stat us-code is returned.

3.6 Request-id

The request-id allows a client to match a response with a request.
This mechani smis unnecessary in HITP, but nmay be useful when
application/ipp entity bodies are used in another context.

The request-id in a response MIST be the value of the request-id
received in the corresponding request. A client can set the

request-id in each request to a unique value or a constant val ue,
such as 1, depending on what the client does with the request-id
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returned in the response. The value of the request-id MJUST be greater
than zero

3.7 Tags
There are two kinds of tags:

- delimter tags: delimt nmajor sections of the protocol, nanely
attributes and data
- value tags: specify the type of each attribute val ue
3.7.1 Delimter Tags

The following table specifies the values for the delinmter tags:

Tag Val ue (Hex) Delimter

0x00 reserved
0x01 operation-attributes-tag
0x02 job-attributes-tag
0x03 end-of -attri butes-tag
0x04 printer-attributes-tag
0x05 unsupported-attributes-tag
0x06- 0x0e reserved for future delimters
OxO0F reserved for future chunki ng-end-of-attributes-
tag
When an xxx-attributes-tag occurs in the protocol, it MJST nean that

zero or nore followng attributes up to the next delimter tag are
attributes belonging to group xxx as defined in the nodel docunent,
where xxx is operation, job, printer, unsupported.

Doi ng substitution for xxx in the above paragraph, this neans the
foll owi ng. When an operation-attributes-tag occurs in the protocol

it MIUST nmean that the zero or nore followng attributes up to the
next delimter tag are operation attributes as defined in the nodel
docunent. \When an job-attributes-tag occurs in the protocol, it MJST
nmean that the zero or nore following attributes up to the next
delinmter tag are job attributes or job tenplate attributes as
defined in the nodel docunent. \When a printer-attributes-tag occurs
in the protocol, it MJST nean that the zero or nore foll ow ng
attributes up to the next delimter tag are printer attributes as
defined in the nodel docunent. Wen an unsupported-attributes-tag
occurs in the protocol, it MJST nean that the zero or nore follow ng
attributes up to the next delimter tag are unsupported attributes as
defined in the nodel docunent.
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The operation-attributes-tag and end-of-attri butes-tag MJIST each
occur exactly once in an operation. The operation-attributes-tag MJST
be the first tag delimter, and the end-of-attributes-tag MJST be the
last tag delimter. If the operation has a docunent-content group

the docunent data in that group MJST follow the end-of-attri butes-
tag.

Each of the other three xxx-attributes-tags defined above is
OPTIONAL in an operation and each MJST occur at nost once in an
operation, except for job-attributes-tag in a Get-Jobs response which
MRy occur zero or nore tines.

The order and presence of delinmter tags for each operation request
and each operation response MJST be that defined in the nodel
document. For further details, see section 3.9 "(Attribute) Nane" and
section 9 "Appendix A Protocol Exanples"

A Printer MJST treat the reserved delimter tags differently from
reserved value tags so that the Printer knows that there is an entire
attribute group that it doesn't understand as opposed to a single
value that it doesn’t understand.

3.7.2 Val ue Tags
The renai ning tabl es show val ues for the value-tag, which is the
first octet of an attribute. The value-tag specifies the type of the
val ue of the attribute. The follow ng table specifies the "out-of -
band" val ues for the val ue-tag.

Tag Val ue (Hex) Meaning

0x10 unsupport ed

0Ox11 reserved for future 'default
0x12 unknown

0x13 no-val ue

Tag Val ue (Hex) Meaning
0x14- Ox1F reserved for future "out-of-band" val ues.

The "unsupported” value MJST be used in the attribute-sequence of an
error response for those attributes which the printer does not
support. The "default" value is reserved for future use of setting
val ue back to their default value. The "unknown" value is used for
the val ue of a supported attribute when its value is tenmporarily
unknown. The "no-value" value is used for a supported attribute to
whi ch
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no val ue has been assigned, e.g. "job-k-octets-supported" has no
value if an inplementation supports this attribute, but an
admi ni strator has not configured the printer to have a limt.

The follow ng table specifies the integer values for the val ue-tag:

Tag Val ue (Hex) Meaning

0x20 reserved

0x21 i nteger

0x22 bool ean

0x23 enum

0x24- 0x2F reserved for future integer types

NOTE: 0x20 is reserved for "generic integer” if it should ever be
needed.

The following table specifies the octetString values for the val ue-
tag:

Tag Val ue (Hex) Meaning

0x30 octetString with an unspecified format
0x31 dat eTi ne

0x32 resol ution

0x33 range | nt eger

0x34 reserved for collection (in the future)
0x35 t ext Wt hLanguage

0x36 naneW t hLanguage

0x37- 0x3F reserved for future octetString types

The following table specifies the character-string values for the
val ue-t ag:

Tag Val ue (Hex) Meaning

0x40 reserved

0x41 t ext Wt hout Language
0x42 naneW t hout Language
0x43 reserved

0x44 keywor d

0x45 uri

0x46 uri Schene

0x47 char set

0x48 nat ur al Language
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Tag Val ue (Hex) Meaning

0x49 m neMedi aType
Ox4A- Ox5F reserved for future character string types

NOTE: 0x40 is reserved for "generic character-string" if it should
ever be needed.

NOTE: an attribute value always has a type, which is explicitly
specified by its tag; one such tag value is "nanmeWt hout Language"
An attribute’s name has an inplicit type, which is keyword.

The val ues 0x60- OxFF are reserved for future types. There are no
val ues allocated for private extensions. A new type MJIST be
registered via the type 2 registration process [ RFC2566].

The tag Ox7F is reserved for extending types beyond the 255 val ues
available with a single byte. A tag value of Ox7F MJUST signify that
the first 4 bytes of the value field are interpreted as the tag
value. Note, this future extension doesn't affect parsers that are
unaware of this special tag. The tag is like any other unknown tag,
and the value length specifies the length of a value which contains a
val ue that the parser treats atonmically. Al these 4 byte tag val ues
are currently unall ocated except that the val ues 0x40000000-
OX7FFFFFFF are reserved for experinental use.

3.8 Nane-Length

The nane-length field MIST consist of a SI GNED- SHORT. This field MJST
specify the nunber of octets in the nane field which follows the
nane-l ength field, excluding the two bytes of the nanme-length field.

If a name-length field has a value of zero, the follow ng nane field
MUST be enpty, and the follow ng value MIST be treated as an
additional value for the preceding attribute. Wthin an attri bute-
sequence, if two attributes have the sanme name, the first occurrence
MUST be ignored. The zero-length nane is the only nmechani sm for

mul ti-val ued attributes.

3.9 (Attribute) Name
Sonme operation elenents are called paraneters in the nodel docunent
[ RFC2566] . They MJST be encoded in a special position and they MJST
NOT appear as an operation attributes. These paraneters are:
- "version-nunber": The paraneter named "version-nunber" in the

| PP nodel docunment MUJST becone the "version-nunber” field in the
operation |layer request or response.
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- "operation-id": The paraneter naned "operation-id" in the | PP
nodel docunent MUST becone the "operation-id" field in the
operation | ayer request.

- "status-code": The paraneter naned "status-code" in the | PP
nodel docunent MUST becone the "status-code" field in the
operation | ayer response.

- "request-id": The paraneter named "request-id" in the | PP nodel
document MJST becone the "request-id" field in the operation
| ayer request or response.

Al'l Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and
unanbi guously referenced. The notion of a URI is a useful concept,
however, until the notion of URI is nore stable (i.e., defined nore
conpl etely and depl oyed nore widely), it is expected that the URI's
used for I PP objects will actually be URLs [RFC1738] [ RFC1808].
Since every URL is a specialized formof a URI, even though the nore
generic term URl is used throughout the rest of this docunent, its
usage is intended to cover the nore specific notion of URL as well.

Sone operation elenents are encoded tw ce, once as the request-UR on
the HTTP Request-Line and a second tine as a REQUI RED operation
attribute in the application/ipp entity. These attributes are the
target URI for the operation:

"printer-uri": Wen the target is a printer and the transport is
HTTP or HTTPS (for SSL3 [ssl]), the target printer-uri defined
in each operation in the | PP nodel docunent MJST be an operation
attribute called "printer-uri” and it MJST al so be specified
outside of the operation layer as the request-URl on the
Request -Line at the HTTP | evel

- "job-uri": Wen the target is a job and the transport is HITP or
HTTPS (for SSL3), the target job-uri of each operation in the
| PP nodel document MJST be an operation attribute called "job-
uri" and it MJST al so be specified outside of the operation
| ayer as the request-URl on the Request-Line at the HITP | evel

Note: The target URI is included twice in an operation referencing
the same | PP object, but the two URIs NEED NOT be literally
identical. One can be a relative URI and the other can be an absol ute
URI. HITP/1.1 allows clients to generate and send a relative UR
rather than an absolute URI. A relative URI identifies a resource
with the scope of the HTTP server, but does not include schene, host
or port. The follow ng statements characterize how URLs shoul d be
used in the mapping of I PP onto HTTP/ 1. 1:
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1. Although potentially redundant, a client MJST supply the target
of the operation both as an operation attribute and as a URl at
the HTTP layer. The rationale for this decision is to naintain
a consistent set of rules for nmapping application/ipp to
possi bly many comuni cation | ayers, even where URLs are not
used as the addressing nechanismin the transport |ayer

2. Even though these two URLs nmight not be literally identica
(one being relative and the other being absolute), they MJST
both reference the same | PP object.

3. The URI in the HTTP layer is either relative or absolute and is
used by the HTTP server to route the HTTP request to the
correct resource relative to that HTTP server. The HITP server
need not be aware of the URI within the operation request.

4. Once the HTTP server resource begins to process the HITP
request, it might get the reference to the appropriate | PP
Printer object fromeither the HTTP URI (using to the context
of the HITP server for relative URLs) or fromthe URI within
the operation request; the choice is up to the inplenentation

5. HTTP URI's can be relative or absolute, but the target URl in
t he operation MJUST be an absolute URI.

The nodel docunent arranges the remaining attributes into groups for
each operation request and response. Each such group MJST be
represented in the protocol by an xxx-attribute-sequence preceded by
the appropriate xxx-attributes-tag (See the table bel ow and section 9
"Appendi x A:  Protocol Exanples"). In addition, the order of these
xxx-attributes-tags and xxx-attribute-sequences in the protocol MJST
be the same as in the nodel docunent, but the order of attributes

wi thin each xxx-attribute-sequence MIST be unspecified. The table
bel ow maps the nodel docunent group nane to Xxxx-attributes-sequence:

Model Docunent G oup xxx-attributes-sequence

Qperation Attributes operations-attributes-sequence

Job Tenplate Attributes job-attributes-sequence

Job (nject Attributes j ob-attribut es-sequence

Unsupported Attributes unsupported-attributes-sequence

Requested Attributes j ob-attributes-sequence

CGet - Job- Attri but es)

Requested Attributes printer-attributes-sequence

Get-Printer-Attributes)

Docunent Cont ent in a special position as described
above

If an operation contains attributes fromnmore than one job object
(e.g. GCet-Jobs response), the attributes fromeach job object MJST
be in a separate job-attribute-sequence, such that the attributes
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fromthe ith job object are in the ith job-attribute-sequence. See
Section 9 "Appendi x A: Protocol Exanples" for table show ng the
application of the rules above.

3.10 Val ue Length

Each attribute value MJUST be preceded by a SI GNED- SHORT, whi ch MJUST
specify the nunber of octets in the value which follows this |ength,
excl usive of the two bytes specifying the Iength.

For any of the types represented by binary signed integers, the
sender MUST encode the value in exactly four octets.

For any of the types represented by character-strings, the sender
MJUST encode the value with all the characters of the string and
wi t hout any paddi ng characters.

If a value-tag contains an "out-of-band" val ue, such as
"unsupported", the value-length MIST be 0 and the value enpty. The
val ue has no neani ng when the val ue-tag has an "out-of - band" val ue.
If a client receives a response with a nonzero value-length in this
case, it MIST ignore the value field. If a printer receives a request
with a nonzero value-length in this case, it MJST reject the request.

3.11 (Attribute) Val ue

The syntax types and nost of the details of their representation are
defined in the | PP nodel document. The table bel ow augnents the
information in the nodel document, and defines the syntax types from
t he nodel docunent in terns of the 5 basic types defined in section 3
"Encodi ng of the Operation Layer". The 5 types are US-ASCl |- STRI NG
LOCALI ZED- STRI NG Sl GNED- | NTEGER, Sl GNED- SHORT, S| GNED- BYTE, and
OCTET- STRI NG

Syntax of Attribute Encoding
Val ue

t ext Wt hout Language, LOCALI ZED- STRI NG
naneW t hout Language

t ext Wt hLanguage OCTET_STRI NG consi sting of 4 fields:
a) a SI GNED- SHORT which is the nunber of octets
inthe following field
b) a value of type natural -1 anguage,
c) a SI GNED- SHORT which is the nunber of octets
in the follow ng field,
d) a value of type textWthoutlLanguage.
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naneW t hLanguage

charset,

nat ur al Language
m neMedi aType,
keyword, wuri,
uri Schene

and

bool ean

Syntax of Attribute
Val ue

i nteger and enum

dat eTi me

resol ution

rangeOr | nt eger

Herriot, et al.
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The I ength of a textWthLanguage val ue MJST be 4
+ the value of field a + the value of field c.

OCTET_STRI NG consi sting of 4 fields:
a) a SI GNED- SHORT which is the nunber of octets
inthe following field
b) a value of type natural -1 anguage,
c) a SI GNED SHORT which is the nunber of octets
inthe following field
d) a value of type nanmeWt hout Language.

The I ength of a nameWt hLanguage val ue MJST be 4
+ the value of field a + the value of field c.

US- ASCl | - STRI NG

S| GNED- BYTE where 0x00 is
"true’'.

"false’ and Ox01 is

Encodi ng

a Sl GNED- | NTEGER

OCTET- STRI NG consi sting of el even octets whose
contents are defined by "DateAndTi ne" in RFC
2579 [ RFC2579] .

OCTET_STRI NG consi sting of nine octets of 2

SI GNED- | NTEGERs fol |l owed by a SI GNED- BYTE. The
first SIGNED-| NTEGER cont ai ns the val ue of cross
feed direction resolution. The second S| GNED-

| NTEGER contains the value of feed direction
resol ution. The SI GNED-BYTE contains the units
val ue.

Ei ght octets consisting of 2 S| GNED | NTEGERs.

The first SIG\ED-| NTEGER cont ai ns the | ower
bound and the second SI GNED- | NTEGER contai ns the
upper bound.

Experi ment al [ Page 17]
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lsetOF X Encodi ng according to the rules for an attribute
with nore than 1 value. Each value X is encoded
according to the rules for encoding its type.

octetString OCTET- STRI NG

The type of the value in the nodel document deternines the encoding
in the value and the value of the val ue-tag.

3.12 Data

The data part MJST include any data required by the operation
4. Encodi ng of Transport Layer

HTTP/ 1.1 [RFC2068] is the transport layer for this protocol

The operation |ayer has been designed with the assunption that the
transport layer contains the follow ng information:

- the URI of the target job or printer operation
- the total length of the data in the operation |ayer, either as a
single length or as a sequence of chunks each with a | ength.

It is REQURED that a printer inplenentation support HTTP over the

| ANA assigned Well Known Port 631 (the I PP default port), though a
printer inplenmentation nay support HTTP over sone other port as well.
In addition, a printer may have to support another port for privacy
(See Section 5 "Security Considerations").

Not e: even though port 631 is the | PP default, port 80 renains the
default for an HTTP URI. Thus a URI for a printer using port 631
MUST contain an explicit port, e.g. "http://forest: 631/ pinetree". An
HTTP URI for IPP with no explicit port inplicitly reference port 80,
which is consistent with the rules for HITP/1.1. Each HTTP operation
MUST use the POST nethod where the request-URlI is the object target
of the operation, and where the "Content-Type" of the nmessage-body in
each request and response MJST be "application/ipp". The nessage-body
MUST contain the operation |ayer and MUST have the syntax descri bed
in section 3.2 "Syntax of Encoding". A client inplenentation MJST
adhere to the rules for a client described for HITP1. 1 [ RFC2068]. A
printer (server) inplenentation MJST adhere the rules for an origin
server described for HTTPl. 1 [ RFC2068].

An | PP server sends a response for each request that it receives. |If
an | PP server detects an error, it MAY send a response before it has
read the entire request. |If the HITP layer of the | PP server

conpl etes processing the HITP headers successfully, it MAY send an
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i nternedi ate response, such as "100 Continue", with no | PP data
before sending the | PP response. A client MJST expect such a variety
of responses froman | PP server. For further information on HITP/ 1.1,
consult the HITP docunents [ RFC2068] .

5. Security Considerations

The | PP Mbdel docurent defines an | PP inplenentation with "privacy"
as one that inplements Secure Socket Layer Version 3 (SSL3). Note:
SSL3 is not an | ETF standards track specification. SSL3 neets the
requirenents for I PP security with regards to features such as mnutua
aut hentication and privacy (via encryption). The | PP Mbdel docunent
al so outlines | PP-specific security considerations and should be the
primary reference for security inplications with regards to the I PP
protocol itself.

The |1 PP Mbdel docunent defines an IPP inplementation with

"aut hentication" as one that inplenents the standard way for
transporting | PP messages within HTTP 1.1. These include the security
considerations outlined in the HTTP 1.1 standard docunent [RFC2068]
and Di gest Access Authentication extension [RFC2069].

The current HTTP infrastructure supports HITP over TCP port 80. IPP
server inplenentations MJST offer | PP services using HTTP over the
| ANA assigned Wll Known Port 631 (the I PP default port). |PP server
i mpl enent ati ons may support other ports, in addition to this port.

See further discussion of | PP security concepts in the nodel docunent
[ RFC2566] .

5.1 Using IPP with SSL3

An assunption is that the URI for a secure |IPP Printer object has
been found by nmeans outside the I PP printing protocol, via a
directory service, web site or other neans.

| PP provides a transparent connection to SSL by calling the
corresponding URL (a https URI connects by default to port 443).
However, the follow ng functions can be provided to ease the
integration of IPP with SSL during inplenentation

connect (URI), returns a status
"connect" makes an https call and returns the i medi ate status
of the connection as returned by SSL to the user. The status

val ues are explained in section 5.4.2 of the SSL docunent
[ssl].
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A session-id may al so be retained to |ater resune a session
The SSL handshake protocol may al so require the cipher

speci fications supported by the client, key length of the

ci phers, conpression nethods, certificates, etc. These should
be sent to the server and hence should be available to the I PP
client (although as part of adm nistration features).

di sconnect (session)

to di sconnect a particul ar session

The session-id available fromthe "connect” could be used.

resune (session)

to reconnect using a previous session-id.

The availability of this information as administration features are
left for inplenmenters, and need not be specified at this tine.
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Apri

9. Appendi x A: Protocol Exanples

9.1 Print-Job Request

The following is an exanple of a Print-Job request with job-nane,

copi es,

is set to "true’

so that the print

request wll

fail

and sides specified. The "ipp-attribute-fidelity" attribute
if the "copies"

or the "sides" attribute are not supported or their values are not

support ed.
Cctets

0x0100
0x0002
0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008
us-ascii
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005
en-us

0x45
0x000B
printer-uri
0x001A
http://forest:
631/ pi netree
0x42
0x0008

j ob- nare
0x0006

f oobar

0x22

0x16

i pp-attribute-
fidelity
0x01

0x01

0x02

0x21

Herriot, et al.

Synbol i ¢ Val ue

1.0

Print-Job

1

start operation-attributes
charset type

attri butes-charset

USs- ASCl

nat ur al -1 anguage type

attributes-natural -1 anguage

en- US
uri type

printer-uri

printer pinetree
naneW t hout Language type
j ob- nare

f oobar
bool ean type

i pp-attribute-fidelity

true
start job-attributes
i nteger type

Experi ment al

Protocol field
ver si on- nunber
operation-id
request-id

operation-attributes-tag

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

job-attributes-

val ue-tag

tag
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0x0006
copi es
0x0004
0x00000014
0x44
0x0005

si des
0x0013

t wo- si ded-
| ong- edge
0x03

% PS. .

9.2 Print-Job Res

Here is an exa
Print-Job requ
attri butes and
successful - ok’

Cctets

0x0100

0x0000
0x00000001
0x01

0x47

0x0012

attri butes-
char set
0x0008
us-ascii

0x48

0x001B

attri butes-
nat ur al - | anguage
0x0005

en- us

0x41

0x000E

st at us- nessage
0x000D
successful - ok
0x02

0x21

0x0006

Herriot, et al.
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copi es

20
keyword type

si des
t wo- si ded- | ong- edge

end-of -attri butes
<Post Scri pt >

ponse (successful)

mpl e of a successfu
est.
their supplied val ues.

Synbol i ¢ Val ue

1.0

successful - ok

1

start operation-attributes
charset type

attri but es-charset
US- ASCI
nat ur al -1 anguage type

attri butes-natural -
| anguage

en- US
t ext Wt hout Language type

st at us- nessage
successful - ok

start job-attributes
i nteger

Experi ment al

nane- | ength

name
val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

end-of -attri butes-tag

dat a

Prot ocol field
ver si on- nunber
st at us- code
request-id

Apri

1999

Print-Job response to the previous
The printer supported the "copies" and "sides"
The status code returned is

operation-attributes-tag

val ue-tag
nane- | engt h
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength

val ue

val ue-tag
nane- | ength

name

val ue-l ength

val ue
job-attributes-tag
val ue-tag
nane- | engt h
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Cctets

job-id

0x0004

147

0x45

0x0007

j ob-uri

0x001E
http://forest:
1/ pi netree/ 123
0x42

0x0009

j ob-state
0x0004

0x0003

0x03

| PP/ 1. 0: Encodi ng and Transport

Synbol i ¢ Val ue
job-id

147
uri

type

j ob-uri
63 job 123 on pinetree
naneW t hout Language type
j ob-state

pendi ng
end-of -attri butes

9.3 Print-Job Response (failure)

Here is an e
previous Pri

xanmpl e of an unsuccessf ul
nt - Job request.

It fails because,

April 1999
Protocol field
name
val ue-l ength
val ue
val ue-tag
nane- | ength
name
val ue-l ength
val ue
val ue-tag
nane- | ength
name
val ue-l ength
val ue

end-of -attri butes-tag

Print-Job response to the

in this case, the

printer does not support the "sides" attribute and because the val ue

" 20
is created,

attribute is returned. The error code returned is
(0x040B)

attributes-o
Cctets

0x0100
0x040B

0x00000001
0x01

0x47
0x0012
attributes-
char set
0x0008

us- asci i
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

Herriot, et al.

for the "copies" attribute is not supported. Therefore,
nor a "job-uri" operation

and neither a "job-id"
r-val ues-not - supported
Synbol i ¢ Val ue

1.0
client-error-attributes-or-
val ues- not - support ed

1

start operation-attributes
charset type

attribut es-charset

Us- ASCl |

nat ur al -1 anguage type

attribut es-natural -1 anguage

Experi ment al

no job

"client-error-

Protocol field
ver si on- nunber
st at us- code

request-id
operation-attribute tag
val ue-tag

nane- | ength

name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
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Cctets

en- us
0x41

0x000E

st at us-
nmessage
0x002F
client-error-
attri butes-
or-val ues-
not - support ed
0x05

0x21

0x0006

copi es
0x0004
0x00000014
0x10

0x0005

si des

0x0000

0x03

| PP/ 1. 0: Encodi ng and Transport

Synbol i ¢ Val ue

en- US
t ext Wt hout Language type

st at us- nessage

client-error-attributes-or-
val ues- not - support ed

start unsupported-attributes
i nteger type
copi es

20
unsupported (type)
si des

end-of -attri butes

April 1999

Protocol field
val ue

val ue-tag
nane- | engt h

name

val ue-l ength
val ue

unsupported-attributes tag
val ue-tag

name- | engt h

name

val ue-l ength

val ue

val ue-tag

name- | engt h

name

val ue-l ength

end-of -attri butes-tag

9.4 Print-Job Response (success with attributes ignored)

Here is an exanple of a successfu
like the previous Print-Job request,
The print
the printer supports neither the "sides"
for the "copies" attribute.

request

"ipp-attribute-fidelity’
in this case
attribute nor the value 20

t hough,

is fal se.

Print-Job response to a Print-Job

except that the val ue of
request succeeds, even

Therefore, a

job is created, and both a "job-id" and a "job-uri" operation
attribute are returned. The unsupported attributes are also returned

in an Unsupported Attributes G oup. The error code returned is
successful - ok-i gnored-or-substituted-attributes

Cctets

0x0100
0x0001

0x00000001
0x01

0x47
0x0012
attri butes-
char set
0x0008

Herri ot,

et al.

Synbol i ¢ Val ue

1.0

successf ul - ok-i gnor ed- or -

substituted-attri butes
1

start operation-attributes

charset type

attri butes-charset

Experi ment al

(0x0001).
Prot ocol field

ver si on- nunber
st at us- code

request-id
operation-attributes-tag

val ue-tag
name- | engt h
nane

val ue-l ength
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Cctets

us-ascii

0x48

0x001B
attributes-

nat ur al - | anguage
0x0005

en- us

0x41

0x000E

st at us- nessage
0x002F
successful - ok-
i gnor ed- or -
substi t ut ed-
attri butes
0x05

0x21
0x0006
copi es
0x0004
0x00000014
0x10
0x0005

si des
0x0000
0x02

0x21
0x0006
job-id
0x0004

147

0x45
0x0007

j ob-uri
0x001E
http://forest: 63
1/ pi netree/ 123
0x42
0x0009

j ob-state
0x0004
0x0003
0x03

Herriot, et al.
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Synbol i ¢ Val ue

Us- ASCl
nat ur al -1 anguage type

attri but es-natural -
| anguage

en- US
t ext Wt hout Language type

st at us- nessage
successful - ok-i gnor ed- or -

substituted-attributes

start unsupported-
attributes

i nteger type

copi es

20
unsupported (type)
si des

start job-attributes
i nteger

j ob-id

147
uri type

j ob-uri

job 123 on pinetree
naneW t hout Language type
j ob-state

pendi ng
end-of -attri butes

Experi ment al

April 1999

Protocol field
val ue

val ue-tag
nane- | engt h
name

val ue-l ength

val ue

val ue-tag
nane- | engt h
name

val ue-l ength
val ue

unsupported-attributes

tag

val ue-tag
name- | engt h
name

val ue-l ength
val ue

val ue-tag
name- | engt h
name

val ue-l ength
job-attributes-tag

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

end-of -attri butes-tag
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Apri

9.5 Print-URl Request

The following is an exanple of Print-UR
j ob- nane paraneters

request with copies and

Cctets Synbol i ¢ Val ue Protocol field
0x0100 1.0 ver si on- nunber
Cctets Synbol i ¢ Val ue Protocol field
0x0003 Print - URI operation-id
0x00000001 1 request-id
0x01 start operation-attributes operation-attributes-tag
0x47 charset type val ue-tag
0x0012 name- | engt h
attri but es- attri but es-charset nane

char set

0x0008 val ue-l ength
us-ascii Us- ASCl | val ue

0x48 nat ur al -1 anguage type val ue-tag
0x001B name- | engt h
attri but es- attribut es-natural -1 anguage nane

nat ur al -

| anguage

0x0005 val ue-l ength
en-us en- US val ue

0x45 uri type val ue-tag
0x000B nane- | engt h
printer-uri printer-uri nane

0x001A val ue-l ength
http://forest printer pinetree val ue

: 631/ pi netree

0x45 uri type val ue-tag
0x000C nane- | ength
docunent - uri docunent - uri nane

0x11 val ue-l ength
ftp://foo.com ftp://foo.conlfoo val ue

/ f oo

0x42 naneW t hout Language type val ue-tag
0x0008 nane- | ength

j ob- nane j ob- nane nane

0x0006 val ue-l ength

f oobar f oobar val ue

0x02 start job-attributes job-attributes-tag
0x21 i nteger type val ue-tag
0x0006 nane- | ength
copi es copi es nane

0x0004 val ue-l ength
Herriot, et al. Experi ment al [ Page 30]
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0x00000001
0x03

| PP/ 1.0: Encoding and Tr

1
end-of -attri butes

9.6 Create-Job Request

ansport 1999

Apri

val ue
end-of -attri butes-tag

The following is an exanple of Create-Job request with no paraneters
and no attri butes:

Cctets
0x0100
0x0005
0x00000001
0x01

0x47
0x0012

Cctets
attributes-
char set
0x0008
us-ascii
0x48
0x001B
attributes-
nat ur al -

| anguage
0x0005

en- us

0x45
0x000B
printer-uri
0x001A

http://forest:
631/ pi netree

0x03

Synbol i ¢ Val ue

1.0

Create-Job

1

start operation-attributes
charset type

Synbol i ¢ Val ue
attri but es-char set

Us- ASCl
nat ur al -1 anguage type

attributes-natural -1 anguage

en- US
uri type

printer-uri
printer pinetree

end-of -attri butes

9.7 Get-Jobs Request

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag
val ue-tag

name- | engt h

Protocol field
name

val ue-l ength
val ue

val ue-tag
nane- | ength
name

val ue-l ength

val ue

val ue-tag
nane- | ength
name

val ue-l ength
val ue

end-of -attri butes-tag

The following is an exanple of Get-Jobs request with paraneters but
no attributes:

Cctets

0x0100
0x000A
0x00000123
0x01

0x47

Herri ot,

et al.

Synbol i ¢ Val ue

1.0

Get - Jobs

0x123

start operation-attributes
charset type

Experi ment al

Protocol field

ver si on- nunber
operation-id

request-id
operation-attributes-tag
val ue-tag
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Cctets Synbol i ¢ Val ue Protocol field
0x0012 name- | engt h
attri but es- attri but es-charset nane
char set
0x0008 val ue-l ength
us-ascii Us- ASCl | val ue
0x48 nat ur al -1 anguage type val ue-tag
0x001B name- | engt h
attri but es- attribut es-natural -1 anguage nane
nat ur al -
| anguage
0x0005 val ue-l ength
en-us en- US val ue
0x45 uri type val ue-tag
0x000B nane- | engt h
printer-uri printer-uri nane
0x001A val ue-l ength

http://forest: 6

31/ pi netree
0x21

printer pinetree

i nteger type

val ue

val ue-tag

0x0005 nane- | engt h
limt limt nane

0x0004 val ue-l ength
0x00000032 50 val ue

0x44 keyword type val ue-tag
0x0014 name- | engt h
request ed- requested-attributes nane
attributes

0x0006 val ue-l ength
job-id job-id val ue

0x44 keyword type val ue-tag
0x0000 addi tional val ue name- | engt h
0x0008 val ue-l ength
j ob- nane j ob- nane val ue

0x44 keyword type val ue-tag
0x0000 addi ti onal val ue nane- | ength
0x000F val ue-l ength
docunent -format docunent - f or mat val ue

0x03 end-of -attri butes end-of -attri butes-tag

9.8 Get-Jobs Response

The following is an of Get-Jobs response from previous request with 3
jobs. The Printer returns no informati on about the second job
(because of security reasons):

Herriot, et al. Experi ment al [ Page 32]



RFC 2565

Cctets

0x0100
0x0000
0x00000123

0x01

0x47
0x0012
attri butes-
char set
0x000A

| SO 8859-1
0x48
0x001B
attri butes-
nat ur al -

| anguage
0x0005

en- us

0x41
0x000E

st at us- nessage

0x000D

successful - ok

0x02

0x21
0x0006
job-id
0x0004
147
0x36
0x0008
j ob- nane
0x000C
0x0005
fr-ca
0x0003
fou
0x02

0x02

0x21

0x0006
job-id
0x0004

Herriot, et al.
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Synbol i ¢ Val ue
1.0
successf ul - ok
0x123

start operation-attributes
charset type

attri butes-charset

| SO 8859-1
nat ur al -1 anguage type

attri but es-natural -1 anguage

en- US
t ext Wt hout Language type

st at us- nessage

successful - ok

start job-attributes (1st
obj ect)

i nteger type

j ob-id

147
naneW t hLanguage

j ob- nane

fr-CA

fou

start job-attributes (2nd
obj ect)

start job-attributes (3rd
obj ect)

i nteger type

j ob-id

Experi ment al

Prot ocol field

ver si on- nunber

st at us- code

request-id (echoed
back)
operation-attribute-tag

val ue-tag
name- | engt h
nane

val ue-l ength
val ue

val ue-tag
name- | engt h
nane

val ue-l ength

val ue

val ue-tag
nane- | engt h
name

val ue-l ength
val ue

job-attributes-tag

val ue-tag
nane- | ength

name

val ue-l ength

val ue

val ue-tag
nane- | ength

name

val ue-l ength
sub-val ue-1ength
val ue
sub-val ue-I ength
name
job-attributes-tag

job-attributes-tag

val ue-tag
nane- | engt h
name

val ue-l ength
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Cctets Synbol i ¢ Val ue Protocol field
148 148 val ue

0x36 naneW t hLanguage val ue-tag

0x0008 nane- | engt h

j ob- nane j ob- nane nane

0x0012 val ue- | ength
0x0005 sub-val ue-I ength
de-CH de-CH val ue

0x0009 sub-val ue-1ength
i sch guet i sch guet nane

0x03 end-of -attri butes end-of -attri butes-tag
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10. Appendix C. Registration of MMe Media Type Information for
"application/ipp"

Thi s appendi x contains the information that | ANA requires for
registering a MME nedia type. The information follow ng this
paragraph will be forwarded to I ANA to register application/ipp whose
contents are defined in Section 3 "Encodi ng of the Operation Layer"
in this docunent:

M ME type nane: application
M ME subtype nane: ipp

A Content-Type of "application/ipp" indicates an Internet Printing
Prot ocol nessage body (request or response). Currently there is one
version: |1PP/ 1.0, whose syntax is described in Section 3 "Encoding of
the Operation Layer" of [RFC2565], and whose semantics are described
in [ RFC2566] .

Requi red paraneters: none
Optional paraneters: none
Encodi ng consi derati ons:

| PP/ 1.0 protocol requests/responses MAY contain long |ines and ALWAYS
contain binary data (for exanple attribute value | engths).

Security considerations:

| PP/ 1.0 protocol requests/responses do not introduce any security
risks not already inherent in the underlying transport protocols.
Prot ocol nmnixed-version interworking rules in [RFC2566] as well as
protocol encoding rules in [ RFC2565] are conpl ete and unanbi guous.

I nteroperability considerations:

I PP/ 1.0 requests (generated by clients) and responses (generated by
servers) MJST conply with all conformance requirenments inposed by the
normative specifications [ RFC2566] and [ RFC2565]. Protocol encodi ng
rul es specified in [ RFC2565] are conprehensive, so that
interoperability between conforning inplenentations is guaranteed

(al though support for specific optional features is not ensured).
Both the "charset" and "natural -1 anguage" of all IPP/1.0 attribute
val ues which are a LOCALI ZED- STRING are explicit within | PP protocol
requests/responses (w thout recourse to any external information in
HTTP, SMIP, or other nessage transport headers).
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Publ i shed specification:

[ RFC2566] |saacson, S., deBry, R, Hastings, T., Herriot, R and P
Powel |, "Internet Printing Protocol/1.0: Mbdel and
Semanti cs" RFC 2566, April 1999.

[ RFC2565] Herriot, R, Butler, S., More, P., Tuner, R, "lInternet
Printing Protocol/1.0: Encoding and Transport", RFC 2565,
April 1999.

Applications which use this nmedia type:

Internet Printing Protocol (IPP) print clients and print servers,
communi cating using HITP/ 1.1 (see [RFC2565]), SMIP/ ESMIP, FTP, or
other transport protocol. Messages of type "application/ipp" are
sel f-contai ned and transport-independent, including "charset" and
"natural -1 anguage” context for any LOCALIZED- STRI NG val ue.

Person & emnil address to contact for further information:

Scott A. Isaacson
Novel I, I nc.

122 E 1700 S
Provo, UT 84606

Phone: 801-861- 7366
Fax: 801-861-4025
Enmi | : si saacson@ovel | . com

or

Robert Herriot (Editor)

Xer ox Cor poration

3400 Hillview Ave., Bldg #1
Pal o Alto, CA 94304

Phone: 650-813-7696

Fax: 650-813-6860
EMai | : rherriot @ahv. xerox. com
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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Net wor k Wor ki ng Group R deBry

Request for Comments: 2566 Utah Valley State Coll ege
Cat egory: Experi nental T. Hastings
Xer ox Cor poration

R Herriot

Xer ox Corporation
S. Ilsaacson

Novel |, Inc.

P. Powel |

Astart Technol ogi es
April 1999

Internet Printing Protocol/1.0: Mdel and Senmantics
Status of this Meno

Thi s neno defines an Experinmental Protocol for the Internet
community. 1t does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
| ESG Not e

Thi s docunent defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
wi |l be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this menmo. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defined which supports those security neasures. Oher changes to
the protocol are also possible. Inplenmentors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features nmay not be avail abl e.

The | ESG encour ages experinentation with this protocol, especially in
conbination with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS may effectively be used as a security layer for

| PP.
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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). [IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technologies. This docunent describes a
sinmplified nodel consisting of abstract objects, their attributes,
and their operations that is independent of encoding and transport.
The nodel consists of a Printer and a Job object. A Job optionally
supports nultiple docunents. |IPP 1.0 senantics all ow end-users and
operators to query printer capabilities, submt print jobs, inquire
about the status of print jobs and printers, and cancel print jobs.
Thi s docunent al so addresses security, internationalization, and
directory issues.

The full set of |PP docunents incl udes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunent)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplenmenter’s CGuide [ipp-iid]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Coals for an Internet Printing Protocol" docunent takes a
broad | ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.0. Operator and administrator requirenments
are out of scope for version 1.0.

The "Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol" docunment describes IPP froma high | eve
view, defines a roadmap for the various docunents that formthe suite
of | PP specifications, and gi ves background and rationale for the

| ETF wor ki ng group’ s maj or deci sions.

The "Internet Printing Protocol/1.0: Encoding and Transport"” docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/1.1. It defines the encoding rules
for a new Internet nmedia type called "application/ipp".

The "Internet Printing Protocol/1.0: Inplenenter’s Quide" docunent

gives insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help them understand IPP/1.0 and sone of
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the considerations that nay assist themin the design of their client

and/or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Motivation

for sone of the specification decisions is also included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone

advice to inplenenters of gateways between | PP and LPD (Line Printer

Daenon) i npl enent ati ons.
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1

I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing using Internet tools and
technologies. |PP version 1.0 (I1PP/1.0) focuses only on end user
functionality. This docunent is just one of a suite of docunments
that fully define IPP. The full set of |IPP documents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunent)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplementer’s Guide [ipp-iidg]

Mappi ng between LPD and | PP Protocols [ RFC2569]

Anyone readi ng these docunents for the first time is strongly
encouraged to read the | PP docunents in the above order.

This docunent is |laid out as foll ows:

- The rest of Section 1 is an introduction to the IPP sinplified
nodel for distributed printing.

- Section 2 introduces the object types covered in the nodel with
their basic behaviors, attributes, and interactions.

- Section 3 defines the operations included in IPP/1.0. |IPP
operations are synchronous, therefore, for each operation, there
is a both request and a response.

- Section 4 defines the attributes (and their syntaxes) that are
used in the nodel

- Sections 5 - 6 summarizes the inplenmentation confornmance
requirenents for objects that support the protocol and | ANA
consi derations, respectively.

- Sections 7 - 11 cover the Internationalization and Security
consi derations as well as References, Author contact information,
and Formats for Registration Proposals.

- Sections 12 - 14 are appendi ces that cover Term nol ogy, Status
Codes and Messages, and "nedi a" keyword val ues.
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Not e: This document uses terns such as "attri butes”
"keywords", and "support". These terns have specia
nmeani ng and are defined in the nodel terminology section
12.2. Capitalized terms, such as MJST, MJST NOT, REQUI RED
SHOULD, SHOULD NOT, MAY, NEED NOT, and OPTI ONAL, have
special neaning relating to conformance. These terns are
defined in section 12.1 on confornance terninol ogy, nost of
which is taken from RFC 2119 [ RFC2119].

- Section 15 is an appendix that helps to clarify the effects of
i nteractions between related attributes and their val ues.

- Section 16 is an appendi x that enunmerates the subset of Printer
attributes that forma generic directory schema. These
attributes are useful when registering a Printer so that a
client can find the Printer not just by nane, but by filtered
searches as well.

- Section 17 is an appendi x that provides a Change Hi story
sunmari zing the clarification and changes that might affect an
i mpl enentation since the June 30, 1998 draft.

1.1 Sinplified Printing Mde

In order to achieve its goal of realizing a workable printing
protocol for the Internet, the Internet Printing Protocol (IPP) is
based on a sinplified printing nodel that abstracts the nmany
components of real world printing solutions. The Internet is a

di stributed conputing environment where requesters of print services
(clients, applications, printer drivers, etc.) cooperate and interact
with print service providers. This nodel and semantics docunent
describes a sinple, abstract nodel for |IPP even though the underlying
configurations may be conplex "n-tier" client/server systems. An
important sinplifying step in the PP nodel is to expose only the key
objects and interfaces required for printing. The nodel described in
this nmodel docunent does not include features, interfaces, and

rel ati onshi ps that are beyond the scope of the first version of IPP
(IPP/1.0). IPP/1.0 incorporates many of the relevant ideas and

| essons | earned from ot her specification and devel opnment efforts
[HTPP] [1S010175] [LDPA] [P1387.4] [PSIS] [RFC1179] [SWP]. IPPis
heavily influenced by the printing nodel introduced in the Docunent
Printing Application (DPA) [I1S0OL0175] standard. Although DPA
specifies both end user and adm nistrative features, |PP version 1.0
(IPP/1.0) focuses only on end user functionality.

The 1 PP/ 1.0 nodel encapsul ates the inportant conponents of
distributed printing into two object types:

- Printer (Section 2.1)
- Job (Section 2.2)
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Each object type has an associated set of operations (see section 3)
and attributes (see section 4).

It is inmportant, however, to understand that in real system

i npl ementations (which Iie underneath the abstracted | PP/ 1.0 nodel),
there are other conponents of a print service which are not
explicitly defined in the IPP/1.0 nodel. The follow ng figure
illustrates where IPP/1.0 fits with respect to these other
conponent s.

B TS +
| Application |
o} + ..
\ |/ | Spool er |
/I \ o0 Fomme o +
End- User | Print Driver |---] File
S + ----- +  H------ Fomm - + B
| Browser | | GU | | |
S e S e + - -4 -+ | |
| | | |
| B T - +---+ |
N D S | | | PP dient [------------ +
o | E | L L +
T R C | |
I E U |
F C R ----mimimam-- Transport ------------------
I T |
c O T | -+
A R Y R R +
T Y | PP Server |
| Fommemm e Fommemm e +
O | |
N R R + | IPP Printer
| Print Service | |
S +
| --+
LT +
| Qutput Device(s)]|
e L T +

An I PP Printer object encapsulates the functions nornmally associ ated
wi t h physical output devices along with the spooling, scheduling and
mul ti pl e devi ce managenent functions often associated with a print
server. Printer objects are optionally registered as entries in a
directory where end users find and sel ect them based on sone sort of
filtered and context based searchi ng nechani sm (see section 16). The
directory is used to store relatively static information about the
Printer, allowing end users to search for and find Printers that
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match their search criteria, for exanple: nane, context, printer
capabilities, etc. The nore dynanic information, such as state,
currently | oaded and ready nedia, nunber of jobs at the Printer
errors, warnings, and so forth, is directly associated with the
Printer object itself rather than with the entry in the directory
which only represents the Printer object.

IPP clients inplenment the | PP protocol on the client side and give
end users (or progranms running on behalf of end users) the ability to
query Printer objects and submit and manage print jobs. An |PP
server is just that part of the Printer object that inplements the
server-side protocol. The rest of the Printer object inplenents (or
gateways into) the application senmantics of the print service itself.
The Printer objects nmay be enbedded in an output device or nmay be

i mpl emented on a host on the network that conmuni cates with an out put
devi ce.

When a job is submitted to the Printer object and the Printer object
validates the attributes in the subnission request, the Printer

obj ect creates a new Job object. The end user then interacts with
this new Job object to query its status and nonitor the progress of
the job. End users may al so cancel the print job by using the Job
obj ect’s Cancel -Job operation. The notification service is out of
scope for I PP/ 1.0, but using such a notification service, the end
user is able to register for and receive Printer specific and Job
specific events. An end user can query the status of Printer objects
and can follow the progress of Job objects by polling using the Get-
Printer-Attributes, Get-Jobs, and Get-Job-Attributes operations.

2. | PP bjects

The 1 PP/ 1.0 nodel introduces objects of type Printer and Job. Each
type of object nodels rel evant aspects of a real-world entity such as
a real printer or real print job. Each object type is defined as a
set of possible attributes that may be supported by instances of that
obj ect type. For each object (instance), the actual set of supported
attributes and val ues describe a specific inplenentation. The
object’s attributes and val ues describe its state, capabilities,
realizable features, job processing functions, and default behaviors
and characteristics. For exanple, the Printer object type is defined
as a set of attributes that each Printer object potentially supports.
In the sane nmanner, the Job object type is defined as a set of
attributes that are potentially supported by each Job object.

Each attribute included in the set of attributes defining an object
type is | abel ed as:
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"REQUI RED": each object MJUST support the attribute.
- "OPTIONAL": each object MAY support the attribute.

There is no such sinmlar |abeling of attribute values. However, if
an inplenmentati on supports an attribute, it MJST support at |east one
of the possible values for that attribute.

2.1 Printer Object

The maj or component of the IPP/1.0 nodel is the Printer object. A
Printer object inplenments the server-side of the IPP/1.0 protocol
Using the protocol, end users nmay query the attributes of the Printer
obj ect and subnmit print jobs to the Printer object. The actua

i mpl ement ati on conponents behind the Printer abstraction nmay take on
different fornms and different configurations. However, the node
abstraction allows the details of the configuration of rea
conmponents to remain opaque to the end user. Section 3 describes
each of the Printer operations in detail.

The capabilities and state of a Printer object are described by its
attributes. Printer attributes are divided into two groups:

- "job-tenplate"” attributes: These attributes describe supported
j ob processing capabilities and defaults for the Printer object.
(See section 4.2)

- "printer-description" attributes: These attributes describe the
Printer object’s identification, state, |location, references to
ot her sources of information about the Printer object, etc. (see
section 4.4)

Since a Printer object is an abstraction of a generic docunent out put
device and print service provider, a Printer object could be used to
represent any real or virtual device with semantics consistent with
the Printer object, such as a fax device, an imager, or even a CD
witer.

Sonme exanpl es of configurations supporting a Printer object include:

1) An output device with no spooling capabilities
2) An output device with a built-in spooler
3) A print server supporting IPP with one or nore associ ated out put
devi ces
3a) The associ ated output devices nmay or nmay not be capabl e of
spool i ng jobs
3b) The associ ated out put devices nmay or nmay not support |PP

deBry, et al. Experi ment al [ Page 12]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

The followi ng figures show sone exanpl es of how Printer objects can
be realized on top of various distributed printing configurations.
The enbedded case bel ow represents configurations 1 and 2. The hosted
and fan-out figures bel ow represent configurations 3a and 3b.

Legend:

#H#### i ndi cates a Printer object which is
ei ther enbedded in an output device or is
hosted in a server. The Printer object
m ght or m ght not be capabl e of queuing/spooling.

any i ndi cates any network protocol or direct
connect, including |IPP

enbedded printer:
out put devi ce

R +
[0 J + | ##utHRH |
/1\ | client |------------ I PP----memom - - ># Printer # |
A + | # oject #
| HRHAARRHHIH
S +
hosted printer:
Fom e e e e e oo oo +
O +-------- + HRBHARHHHRRS | |
/|\ | client |--1PP--># Printer #-any->| output device
A T + # Cbject # | |
HEHHHHEHEH Homammeameaeaaan +
S +
fan out: | |
+-->| output device
any/ | |
O +-------- + wR#HRiHnnnt |/ S +
/|\ | client |-1PP-># Printer #--*
A T + # Object # \ R +

HERHHH AR any\ |
+-->| output device
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2.2 Job bject

A Job object is used to nodel a print job. A Job object contains
docunents. The information required to create a Job object is sent
in a create request fromthe end user via an IPP Client to the
Printer object. The Printer object validates the create request, and
if the Printer object accepts the request, the Printer object creates
the new Job object. Section 3 describes each of the Job operations
in detail.

The characteristics and state of a Job object are described by its
attributes. Job attributes are grouped into two groups as foll ows:

- "job-tenplate" attributes: These attributes can be supplied by
the client or end user and include job processing instructions
which are intended to override any Printer object defaults and/or
i nstructions enbedded within the docunent data. (See section 4.2)

- "job-description" attributes: These attributes describe the Job
object’s identification, state, size, etc. The client supplies
sone of these attributes, and the Printer object generates others.
(See section 4.3)

An i nmpl enentati on MUST support at |east one docunent per Job object.
An i npl enentation MAY support mnultiple docunments per Job object. A
document is either:

- a stream of docunment data in a format supported by the Printer
object (typically a Page Description Language - PDL), or
- areference to such a stream of docunent data

In IPP/1.0, a docunent is not nodeled as an | PP object, therefore it
has no object identifier or associated attributes. Al job
processing instructions are nodel ed as Job object attributes. These
attributes are called Job Tenplate attributes and they apply equally
to all docunents within a Job object.

2.3 bject Relationships

| PP obj ects have rel ationships that are maintai ned persistently al ong
with the persistent storage of the object attributes.

A Printer object can represent either one or nore physical output
devices or a logical device which "processes" jobs but never actually
uses a physical output device to put nmarks on paper. Exanples of

| ogi cal devices include a Wb page publisher or a gateway into an
onl i ne docunment archive or repository. A Printer object contains
zero or nore Job objects.
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A Job object is contained by exactly one Printer object, however the
i dentical docunment data associated with a Job object could be sent to
either the sanme or a different Printer object. |In this case, a
second Job object would be created which would be al nost identical to
the first Job object, however it would have new (different) Job
object identifiers (see section 2.4).

A Job object is either enpty (before any docunents have been added)
or contains one or nore docunments. |f the contained docunment is a
stream of docunent data, that stream can be contained in only one
docunent. However, there can be identical copies of the streamin
ot her docunments in the sane or different Job objects. |If the
cont ai ned docunent is just a reference to a stream of docunent data,
ot her docunents (in the sane or different Job object(s)) may contain
t he same reference

2.4 bject ldentity

Al'l Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and

unanbi guously referenced. The notion of a URI is a useful concept,
however, until the notion of URI is nore stable (i.e., defined nore
compl etely and depl oyed nore widely), it is expected that the UR's
used for I PP objects will actually be URLs [ RFC2396]. Since every
URL is a specialized formof a URI, even though the nore generic term
URI is used throughout the rest of this docunent, its usage is

i ntended to cover the nore specific notion of URL as well.

An admi ni strator configures Printer objects to either support or not
support authentication and/ or nessage privacy using SSL3 [SSL] (the
mechani sm for security configuration is outside the scope of
IPP/1.0). 1In sone situations, both types of connections (both

aut henti cated and unaut henticated) can be established using a single
communi cati on channel that has sone sort of negotiation nechani sm
In other situations, nultiple communication channels are used, one
for each type of security configuration. Section 8 provides a ful
description of all security considerations and configurations.

If a Printer object supports nore than one communi cati on channel

sonme or all of those channels night support and/or require different
security nechanisns. In such cases, an administrator coul d expose

t he sinultaneous support for these nultiple communication channels as
multiple URIs for a single Printer object where each URI represents
one of the comunication channels to the Printer object. To support
this flexibility, the IPP Printer object type defines a nulti-val ued
identification attribute called the "printer-uri-supported"
attribute. 1t MJIST contain at |least one URI. It MAY contain nore
than one URI. That is, every Printer object will have at |east one
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URI that identifies at |east one comunication channel to the Printer
object, but it may have nore than one URI where each URI identifies a
di fferent conmuni cation channel to the Printer object. The
"printer-uri-supported" attribute has a conpanion attribute, the
"uri-security-supported” attribute, that has the sane cardinality as

"printer-uri-supported". The purpose of the "uri-security-supported"
attribute is to indicate the security nechanisns (if any) used for
each URI listed in "printer-uri-supported". These two attributes are

fully described in sections 4.4.1 and 4. 4. 2.

When a job is submitted to the Printer object via a create request,
the client supplies only a single Printer object URI. The client
supplied Printer object URI MJUST be one of the values in the
"printer-uri-supported” Printer attribute.

Note: |PP/1.0 does not specify how the client obtains the client
supplied URI, but it is RECOMMENDED that a Printer object be
registered as an entry in a directory service. End-users and
prograns can then interrogate the directory searching for Printers.
Section 16 defines a generic schema for Printer object entries in the
directory service and describes how the entry acts as a bridge to the
actual IPP Printer object. The entry in the directory that
represents the I PP Printer object includes the possibly many URIs for
that Printer object as values in one its attributes.

When a client submits a create request to the Printer object, the
Printer object validates the request and creates a new Job object.
The Printer object assigns the new Job object a URI which is stored
in the "job-uri" Job attribute. This URI is then used by clients as
the target for subsequent Job operations. The Printer object
generates a Job URI based on its configured security policy and the
URI used by the client in the create request.

For exanple, consider a Printer object that supports both a

communi cati on channel secured by the use of SSL3 (using HITP over
SSL3 with an "https" schened URI) and anot her open conmuni cation
channel that is not secured with SSL3 (using a sinple "http" schened
URI). If aclient were to subnit a job using the secure URI, the
Printer object would assign the new Job object a secure URI as well.
If aclient were to submt a job using the open-channel URI, the
Printer would assign the new Job object an open-channel URI.

In addition, the Printer object also populates the Job object’s
"job-printer-uri" attribute. This is a reference back to the Printer
object that created the Job object. |If a client only has access to a
Job object’s "job-uri" identifier, the client can query the Job’s
"job-printer-uri" attribute in order to determ ne which Printer

obj ect created the Job object. [If the Printer object supports nore
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than one URI, the Printer object picks the one URI supplied by the
client when creating the job to build the value for and to popul ate
the Job's "job-printer-uri" attribute.

Al'l owi ng Job objects to have URIs allows for flexibility and
scalability. For exanple, in sone inplenentations, the Printer

obj ect might create Jobs that are processed in the sane |oca
environnent as the Printer object itself. 1In this case, the Job UR
m ght just be a conposition of the Printer’s URI and sone uni que
component for the Job object, such as the unique 32-bit positive
integer mentioned later in this paragraph. In other inplenmentations,
the Printer object might be a central clearing-house for validating
all Job object creation requests, but the Job object itself might be
created in some environnent that is renote fromthe Printer object.
In this case, the Job object’s URl nmay have no physical-1ocation
relationship at all to the Printer object’s URI. Again, the fact
that Job objects have URIs allows for flexibility and scalability,
however, many existing printing systens have | ocal nodels or
interface constraints that force print jobs to be identified using
only a 32-bit positive integer rather than an independent URI. This
nuneric Job IDis only unique within the context of the Printer
object to which the create request was originally submtted.
Therefore, in order to allow both types of client access to | PP Job
obj ects (either by Job URI or by nuneric Job ID), when the Printer
obj ect successfully processes a create request and creates a new Job
object, the Printer object MJST generate both a Job URI and a Job ID
The Job ID (stored in the "job-id" attribute) only has meaning in the
context of the Printer object to which the create request was
originally submtted. This requirenent to support both Job URI s and
Job IDs allows all types of clients to access Printer objects and Job
objects no matter the local constraints inposed on the client

i mpl enent ati on.

In addition to identifiers, Printer objects and Job objects have
nanes ("printer-nane” and "job-nane"). An object nane NEED NOT be
uni que across all instances of all objects. A Printer object’s nanme
is chosen and set by an admi nistrator through sonme nechani sm outsi de
the scope of IPP/1.0. A Job object’s nane is optionally chosen and
supplied by the IPP client subnitting the job. |If the client does
not supply a Job object name, the Printer object generates a nane for
the new Job object. 1In all cases, the name only has |ocal neaning.

To sunmari ze

- Each Printer object is identified with one or nore URIs. The
Printer’s "printer-uri-supported" attribute contains the URI(S).
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3.

- The Printer object’s "uri-security-supported" attribute
i dentifies the comuni cati on channel security protocols that may
or may not have been configured for the various Printer object
URIs (e.g., 'ssl3 or 'none').

- Each Job object is identified with a Job URI. The Job’s "job-uri"
attribute contains the URI.

- Each Job object is also identified with Job ID which is a 32-bit,
positive integer. The Job’'s "job-id" attribute contains the Job
ID. The Job IDis only unique within the context of the Printer
object which created the Job object.

- Each Job object has a "job-printer-uri™ attribute which contains
the URI of the Printer object that was used to create the Job
object. This attribute is used to determ ne the Printer object
that created a Job object when given only the URI for the Job
object. This linkage is necessary to deternine the |anguages,
charsets, and operations which are supported on that Job (the
basis for such support cones fromthe creating Printer object).

- Each Printer object has a nane (which is not necessarily unique).
The adni ni strator chooses and sets this nane through sone
mechani sm out si de the scope of IPP/1.0 itself. The Printer
object’s "printer-nane" attribute contains the nane.

- Each Job object has a name (which is not necessarily unique). The
client optionally supplies this nanme in the create request. |If
the client does not supply this nanme, the Printer object generates
a nane for the Job object. The Job object’s "job-nane" attribute
cont ai ns the nane.

| PP Operations

| PP obj ects support operations. An operation consists of a request
and a response. Wen a client conmunicates with an | PP object, the
client issues an operation request to the URI for that object.
Operation requests and responses have paraneters that identify the
operation. Operations also have attributes that affect the run-tinme
characteristics of the operation (the intended target, |ocalization
information, etc.). These operation-specific attributes are called
operation attributes (as conpared to object attributes such as
Printer object attributes or Job object attributes). Each request
carries along with it any operation attributes, object attributes,
and/ or docunment data required to performthe operation. Each request
requires a response fromthe object. Each response indicates success
or failure of the operation with a status code as a response
paraneter. The response contains any operation attributes, object
attributes, and/or status nessages generated during the execution of
t he operation request.
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This section describes the semantics of the | PP operations, both
requests and responses, in terns of the paraneters, attributes, and
ot her data associated with each operation

The 1PP/1.0 Printer operations are:

Print-Job (section 3.2.1)

Print-URl (section 3.2.2)

Val i dat e-Job (section 3.2.3)
Create-Job (section 3.2.4)
Get-Printer-Attributes (section 3.2.5)
Get -Jobs (section 3.2.6)

The Job operations are:

Send- Docunent (section 3.3.1)
Send- URI (section 3.3.2)

Cancel -Job (section 3.3.3)
CGet-Job-Attributes (section 3.3.4)

The Send- Docunment and Send- URI Job operations are used to add a new
docunent to an existing multi-docunment Job object created using the
Creat e-Job operation

3.1 Common Senanti cs

Al | PP operations require sone conmon paraneters and operation
attributes. These commopn el enents and their semantic characteristics
are defined and described in nore detail in the follow ng sections.

3.1.1 Required Paraneters
Every operation request contains the foll owi ng REQU RED par anet ers:

- a "version-nunber”,

- an "operation-id",

- a "request-id", and

- the attributes that are REQU RED for that type of request.

Every operation response contains the foll ow ng REQU RED par anet ers:

- a "version-nunber",

- a "status-code"

- the "request-id" that was supplied in the correspondi ng request,
and

the attributes that are REQU RED for that type of response.
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The encodi ng and transport docunent [RFC2565] defines special rules
for the encodi ng of these paranmeters. Al other operation elenments
are represented using the nore generic encoding rules for attributes
and groups of attributes.

3.1.2 Operation I Ds and Request |Ds

Each | PP operation request includes an identifying "operation-id"
value. Valid values are defined in the "operations-supported"
Printer attribute section (see section 4.4.13). The client specifies
whi ch operation is being requested by supplying the correct
"operation-id" val ue.

In addition, every invocation of an operation is identified by a
"request-id" value. For each request, the client chooses the
"request-id" which MIST be an integer (possibly unique depending on
client requirenents) in the range from1 to 2**31 - 1 (inclusive).
This "request-id" allows clients to manage nultipl e outstandi ng
requests. The receiving | PP object copies all 32-bits of the client-
supplied "request-id" attribute into the response so that the client
can match the response with the correct outstanding request, even if
the "request-id" is out of range. |If the request is term nated
before the conplete "request-id" is received, the | PP object rejects
the request and returns a response with a "request-id" of O.

Note: In sonme cases, the transport protocol underneath |IPP mght be a
connection oriented protocol that would nmake it inpossible for a
client to receive responses in any order other than the order in

whi ch the correspondi ng requests were sent. In such cases, the
"request-id" attribute would not be essential for correct protoco
operation. However, in other nappings, the operation responses can
come back in any order. In these cases, the "request-id" would be
essenti al

3.1.3 Attri butes

Qperation requests and responses are both conposed of groups of
attributes and/or docunent data. The attributes groups are:

- Qperation Attributes: These attributes are passed in the
operation and affect the | PP object’s behavior while processing
the operation request and may affect other attributes or groups
of attributes. Sone operation attributes describe the docunent
data associated with the print job and are associated with new
Job objects, however nost operation attributes do not persist
beyond the life of the operation. The description of each
operation attribute includes confornmance statenments indicating
whi ch operation attributes are REQU RED and whi ch are OPTI ONAL
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for an | PP object to support and which attributes a client MJST
supply in a request and an | PP object MJST supply in a response.

- Job Tenplate Attributes: These attributes affect the processing
of a job. A client OPTIONALLY supplies Job Tenplate Attributes
in a create request, and the receiving object MIST be prepared to
receive all supported attributes. The Job object can | ater be
queried to find out what Job Tenplate attributes were originally
requested in the create request, and such attributes are returned
in the response as Job Object Attributes. The Printer object can
be queried about its Job Tenplate attributes to find out what
type of job processing capabilities are supported and/or what the
default job processing behaviors are, though such attributes are
returned in the response as Printer Object Attributes. The
"ipp-attribute-fidelity" operation attribute affects processing
of all client-supplied Job Tenplate attributes (see section 15
for a full description of "ipp-attribute-fidelity" and its
relationship to other attributes).

- Job Object Attributes: These attributes are returned in response
to a query operation directed at a Job object.

- Printer hject Attributes: These attributes are returned in
response to a query operation directed at a Printer object.

- Unsupported Attributes: In a create request, the client supplies
a set of Operation and Job Tenplate attributes. |If any of these
attributes or their values is unsupported by the Printer object,
the Printer object returns the set of unsupported attributes in
the response. Section 15 gives a full description of how Job
Tenpl ate attributes supplied by the client in a create request
are processed by the Printer object and how unsupported
attributes are returned to the client. Because of extensibility,
any | PP object mght receive a request that contains new or
unknown attributes or values for which it has no support. In such
cases, the | PP object processes what it can and returns the
unsupported attributes in the response.

Later in this section, each operation is formally defined by
identifying the allowed and expected groups of attributes for each
request and response. The nodel identifies a specific order for each
group in each request or response, but the attributes within each
group may be in any order, unless specified otherw se.

Each attribute specification includes the attribute s nanme foll owed
by the nane of its attribute syntax(es) in parenthesizes. In
addition, each 'integer’ attribute is followed by the allowed range
in parentheses, (mn), for values of that attribute. Each 'text’ or
"nanme’ attribute is followed by the maxi mumsize in octets in

par ent heses, (size), for values of that attribute. For nore details
on attribute syntax notation, see the descriptions of these
attributes syntaxes in section 4. 1.
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Not e: Docunent data included in the operation is not strictly an
attribute, but it is treated as a special attribute group for
ordering purposes. The only operations that support supplying the
docunent data within an operation request are Print-Job and Send-
Docunent. There are no operation responses that include docunent
dat a.

Not e: Sone operations are REQU RED for | PP objects to support; the
others are OPTIONAL (see section 5.2.2). Therefore, before using an
OPTI ONAL operation, a client SHOULD first use the REQU RED Get -
Printer-Attributes operation to query the Printer’s "operations-
supported" attribute in order to deternine which OPTIONAL Printer and
Job operations are actually supported. The client SHOULD NOT use an
OPTI ONAL operation that is not supported. Wen an | PP object
receives a request to performan operation it does not support, it
returns the ’server-error-operation-not-supported status code (see
section 13.1.5.2). An IPP object is non-conformant if it does not
support a REQUI RED operati on.

3.1.4 Character Set and Natural Language Operation Attributes

Some Job and Printer attributes have values that are text strings and
nanes i ntended for human understandi ng rather than machine
understanding (see the "text’ and 'name’ attribute syntax
descriptions in section 4.1). The follow ng sections describe two
special Qperation Attributes called "attributes-charset” and
"attributes-natural -1anguage”. These attributes are always part of
the Qperation Attributes group. For nost attribute groups, the order
of the attributes within the group is not inportant. However, for
these two attributes within the Operation Attributes group, the order
is critical. The "attributes-charset” attribute MIUST be the first
attribute in the group and the "attri butes-natural -l anguage"
attribute MJST be the second attribute in the group. |In other words,
these attributes MJST be supplied in every |IPP request and response,
they MJUST come first in the group, and MJST conme in the specified
order. For job creation operations, the IPP Printer inplenentation
saves these two attributes with the new Job object as Job Description
attributes. For the sake of brevity in this docunent, these
operation attribute descriptions are not repeated with every
operation request and response, but have a reference back to this
section instead.

3.1.4.1 Request Qperation Attributes
The client MJST supply and the Printer object MJST support the

foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
request:
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"attributes-charset" (charset):
This operation attribute identifies the charset (coded character
set and encodi ng net hod) used by any 'text’ and ’nane
attributes that the client is supplying in this request. It
al so identifies the charset that the Printer object MJST use (if
supported) for all 'text’ and 'nane’ attributes and status
messages that the Printer object returns in the response to this
request. See Sections 4.1.1 and 4.1.2 for the specification of
the "text’ and 'nanme’ attribute syntaxes.

Al'l clients and | PP objects MJST support the ’utf-8 charset

[ RFC2279] and MAY support additional charsets provided that they
are registered with IANA [IANA-CS]. |If the Printer object does
not support the client supplied charset value, the Printer

obj ect MJST reject the request, set the "attributes-charset" to
"utf-8 in the response, and return the 'client-error-charset-
not - supported’ status code and any 'text’ or 'nane’ attributes
using the 'utf-8 charset. The Printer object MJST indicate the
charset (s) supported as the values of the "charset-supported"
Printer attribute (see Section 4.4.15), so that the client can
query to determi ne which charset(s) are supported

Note to client inplenmenters: Since | PP objects are only required
to support the 'utf-8 charset, in order to maximn ze
interoperability with multiple |IPP object inplenentations, a
client may want to supply "utf-8 in the "attributes-charset”
operation attribute, even though the client is only passing and
able to present a sinpler charset, such as US-ASCI| or |SO
8859-1. Then the client will have to filter out (or charset
convert) those characters that are returned in the response that
it cannot present to its user. On the other hand, if both the
client and the I PP objects also support a charset in comon
besides utf-8, the client may want to use that charset in order
to avoid charset conversion or data |oss.

See the '"charset’ attribute syntax description in Section 4.1.7
for the syntax and senmantic interpretation of the values of this
attribute and for exanpl e val ues.

"attributes-natural -1 anguage" (natural Language):
This operation attribute identifies the natural |anguage used by
any 'text’ and 'nane’ attributes that the client is supplying in
this request. This attribute also identifies the natura
| anguage that the Printer object SHOULD use for all ’'text’ and’
nane’ attributes and status nessages that the Printer object
returns in the response to this request.
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There are no REQUI RED natural |anguages required for the Printer
object to support. However, the Printer object’s "generated-
nat ur al - | anguage- supported" attribute identifies the natura

| anguages supported by the Printer object and any contai ned Job
objects for all text strings generated by the I PP object. A
client MAY query this attribute to determ ne which natura

| anguage(s) are supported for generated nessages.

For any of the attributes for which the Printer object generates
text, i.e., for the "job-state-nmessage", "printer-state-
message”, and status messages (see Section 3.1.6), the Printer
obj ect MUST be able to generate these text strings in any of its
supported natural |anguages. |If the client requests a natura

| anguage that is not supported, the Printer object MJST return
these generated nessages in the Printer’s configured natura

| anguage as specified by the Printer’s "natural -1 anguage-
configured" attribute" (see Section 4.4.16).

For other 'text’ and 'nane’ attributes supplied by the client,
aut henti cation system operator, system adm nistrator, or

manuf acturer (i.e., for "job-originating-user-nanme", "printer-
nane" (name), "printer-location" (text), "printer-info" (text),
and "printer-nmake-and-nodel" (text)), the Printer object is only
required to support the configured natural |anguage of the
Printer identified by the Printer object’s "natural -l anguage-
configured" attribute, though support of additional natura

| anguages for these attributes is permtted.

For any 'text’ or ’'nane’ attribute in the request that is in a
di fferent natural |anguage than the value supplied in the
"attributes-natural -l anguage" operation attribute, the client
MUST use the Natural Language Overri de nechanism (see sections
4.1.1.2 and 4.1.2.2) for each such attribute val ue suppli ed.
The client MAY use the Natural Language Override mechani sm
redundantly, i.e., use it even when the value is in the same
natural | anguage as the value supplied in the "attri butes-

nat ural -1 anguage" operation attribute of the request.

The | PP obj ect MUST accept any natural |anguage and any Natura
Language Override, whether the | PP object supports that natura
| anguage or not (and independent of the value of the "ipp-
attribute-fidelity" Operation attribute). That is the |PP

obj ect accepts all client supplied values no matter what the
values are in the Printer object’s "generated-natural -1 anguage-
supported" attribute. That attribute, "generated-natural-

| anguage- supported", only applies to generated nessages,
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not client supplied nessages. The | PP object MJIST renenber that
natural |anguage for all client-supplied attributes, and when
returning those attributes in response to a query, the IPP

obj ect MJST indicate that natural |anguage.

Each val ue whose attribute syntax type is "text’ or 'nane’ (see
sections 4.1.1 and 4.1.2) has an Associ ated Natural - Language.
Thi s docunent does not specify how this association is stored in
a Printer or Job object. When such a value is encoded in a
request or response, the natural |anguage is either inplicit or
explicit:

- Inthe inplicit case, the value contains only the
text/name val ue, and the | anguage is specified by the
"attributes-natural -l anguage" operation attribute in the
request or response (see sections 4.1.1.1
t ext Wt hout Language and 4.1.2.1 nameWt hout Language) .

- In the explicit case (also known as the Natural - Language
Override case), the value contains both the |Ianguage and
the text/nane val ue (see sections 4.1.1.2
text Wt hLanguage and 4.1.2.2 naneWt hLanguage) .

For exanple, the "job-name" attribute MAY be supplied by the
client in a create request. The text value for this attribute
will be in the natural |anguage identified by the "attribute-
natural -1 anguage" attribute, or if different, as identified by
the Natural Language Override nmechanism |If supplied, the IPP
object will use the value of the "job-nane" attribute to

popul ate the Job object’s "job-nane" attribute. Wenever any
client queries the Job object’s "job-nanme" attribute, the | PP
object returns the attribute as stored and uses the Natura
Language Override nmechanismto specify the natural |anguage, if
it is different fromthat reported in the "attributes-natural-
| anguage” operation attribute of the response. The |IPP object
MAY use the Natural Language Override nechani smredundantly,
i.e., use it even when the value is in the sane natural | anguage
as the value supplied in the "attributes-natural-Ianguage"
operation attribute of the response.

An | PP object MJUST NOT reject a request based on a supplied
natural |anguage in an "attributes-natural -1 anguage" Qperation
attribute or in any attribute that uses the Natural Language
Overri de.

See the ’'natural Language’ attribute syntax description in

section 4.1.8 for the syntax and senmantic interpretation of the
val ues of this attribute and for exanple val ues.
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Aients SHOULD NOT supply 'text’ or 'nane’ attributes that use an
illegal conbination of natural |anguage and charset. For exanple,
suppose a Printer object supports charsets 'utf-8, 'iso0-8859-1'", and
"i1s0-8859-7". Suppose also, that it supports natural |anguages ’en
(English), "fr’ (French), and 'el’ (Greek). Although the Printer

obj ect supports the charset 'is0-8859-1" and natural |anguage 'el’,

it probably does not support the conbination of Greek text strings
using the 'iso-8859-1" charset. The Printer object handles this
apparent inconpatibility differently depending on the context in
which it occurs

- In a create request: If the client supplies a text or nane
attribute (for exanple, the "job-nane" operation attribute) that
uses an apparently inconpatible conmbination, it is a client
choi ce that does not affect the Printer object or its correct
operation. Therefore, the Printer object sinmply accepts the
client supplied value, stores it with the Job object, and
responds back with the sane conbi nati on whenever the client (or
any client) queries for that attribute.

- In a query-type operation, like Get-Printer-Attributes: If the
client requests an apparently inconpatible conbination, the
Printer object responds (as described in section 3.1.4.2) using
the Printer’s configured natural |anguage rather than the natura
| anguage requested by the client.

In either case, the Printer object does not reject the request
because of the apparent inconpatibility. The potential inconpatible
conbi nati on of charset and natural |anguage can occur either at the
gl obal operation |evel or at the Natural Language Override
attribute-by-attribute level. 1In addition, since the response al ways
i ncludes explicit charset and natural |anguage infornmation, there is
never any question or anbiguity in howthe client interprets the
response.

3.1. 4.2 Response Operation Attributes

The Printer object MJST supply and the client MJST support the
foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
response:

"attributes-charset” (charset):
This operation attribute identifies the charset used by any
text’ and 'nane’ attributes that the Printer object is returning
in this response. The value in this response MJST be the sane
value as the "attributes-charset" operation attribute supplied
by the client in the request. |If this is not possible
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(i.e., the charset requested is not supported), the request
woul d have been rejected. See "attributes-charset" described in
Section 3.1.4.1 above.

If the Printer object supports nore than just the "utf-8
charset, the Printer object MIST be able to code convert between
each of the charsets supported on a highest fidelity possible
basis in order to return the "text’ and 'nane’ attributes in the
charset requested by the client. However, sonme information |oss
MAY occur during the charset conversion depending on the
charsets involved. For exanple, the Printer object may convert
froma UTF-8 'a’ to a USSASCII "a' (with no | oss of

information), froman ISO Latin 1 CAPI TAL LETTER A W TH ACUTE
ACCENT to US-ASCII "A (losing the accent), or froma UTF-8
Japanese Kanji character to sonme |1SO Latin 1 error character

i ndi cation such as '?', decinmal code equivalent, or to the
absence of a character, depending on inplenentation.

Not e: Whether an inplenentation that supports nore than one
charset stores the data in the charset supplied by the client or
code converts to one of the other supported charsets, depends on
i npl ementation. The strategy should try to minimze | oss of

i nformati on during code conversion. On each response, such an

i mpl enentation converts fromits internal charset to that

request ed.

"attributes-natural -1 anguage" (natural Language):
This operation attribute identifies the natural |anguage used by
any 'text’ and 'name’ attributes that the | PP object is
returning in this response. Unlike the "attributes-charset"
operation attribute, the | PP object NEED NOT return the same
val ue as that supplied by the client in the request. The IPP
obj ect MAY return the natural |anguage of the Job object or the
Printer’s configured natural |anguage as identified by the
Printer object’s "natural-language-configured" attribute, rather
than the natural |anguage supplied by the client. For any
text’ or 'nanme' attribute or status nessage in the response that
is in a different natural |anguage than the value returned in
the "attributes-natural -l anguage" operation attribute, the IPP
obj ect MJUST use the Natural Language Override nechani sm (see
sections 4.1.1.2 and 4.1.2.2) on each attribute val ue returned.
The | PP obj ect MAY use the Natural Language Override nechani sm
redundantly, i.e., use it even when the value is in the sanme
natural |anguage as the value supplied in the "attributes-
nat ur al -1 anguage" operation attribute of the response.
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3.1.5 Operation Targets

Al I PP operations are directed at | PP objects. For Printer
operations, the operation is always directed at a Printer object
using one of its URIs (i.e., one of the values in the Printer
object’s "printer-uri-supported” attribute). Even if the Printer
obj ect supports nore than one URI, the client supplies only one URI
as the target of the operation. The client identifies the target
obj ect by supplying the correct URI in the "printer-uri (uri)"
operation attribute.

For Job operations, the operation is directed at either

- The Job object itself using the Job object’s URI. In this case,
the client identifies the target object by supplying the correct
URI in the "job-uri (uri)" operation attribute.

- The Printer object that created the Job object using both the
Printer objects URI and the Job object’s Job ID. Since the
Printer object that created the Job object generated the Job ID
it MIST be able to correctly associate the client supplied Job ID
with the correct Job object. The client supplies the Printer
object’s URI in the "printer-uri (uri)" operation attribute and
the Job object’s Job IDin the "job-id (integer(1l: MAX))"
operation attribute.

If the operation is directed at the Job object directly using the Job
object’s URI, the client MJUST NOT include the redundant "job-id"
operation attribute.

The operation target attributes are REQU RED operation attributes
that MJUST be included in every operation request. Like the charset
and natural |anguage attributes (see section 3.1.4), the operation
target attributes are specially ordered operation attributes. In al
cases, the operation target attributes i mediately follow the
"attributes-charset” and "attributes-natural -1 anguage" attributes
within the operation attribute group, however the specific ordering
rules are:

- In the case where there is only one operation target attribute
(i.e., either only the "printer-uri" attribute or only the "job-
uri" attribute), that attribute MIST be the third attribute in
the operation attributes group

- In the case where Job operations use two operation target
attributes (i.e., the "printer-uri" and "job-id" attributes), the
"printer-uri" attribute MUST be the third attribute and the
"job-id" attribute MJST be the fourth attribute.
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In all cases, the target URIs contained within the body of |PP
operation requests and responses nust be in absolute format rather
than relative format (a relative URL identifies a resource with the
scope of the HITP server, but does not include schene, host or port).

The following rules apply to the use of port nunbers in URI's that
identify | PP objects:

1. If the URI schene allows the port nunmber to be explicitly
included in the URI string, and a port nunber is specified
within the URI, then that port number MJST be used by the client
to contact the | PP object.

2. If the URI schene allows the port nunmber to be explicitly
included in the URI string, and a port nunber is not specified
within the URI, then default port nunber inplied by that UR
schene MJUST be used by the client to contact the | PP object.

3. If the URI schene does not allow an explicit port nunber to be
specified within the URI, then the default port nunmber inplied
by that URI MJUST be used by the client to contact the | PP
obj ect.

Note: The | PP encoding and transport docunent [RFC2565] shows a
mappi ng of I PP onto HTTP/ 1.1 and defines a new default port nunber
for using I PP over HTTP/1.1.

3.1.6 Operation Status Codes and Messages

Every operation response includes a REQU RED "st at us-code" paraneter
and an OPTI ONAL "status-nessage" operation attribute. The "status-
code" provides information on the processing of a request. A
"status-nmessage" attribute provides a short textual description of
the status of the operation. The status code is intended for use by
aut omata, and the status nessage is intended for the human end user.
If a response does include a "status-nessage" attribute, an | PP
client NEED NOT exam ne or display the nessage, however it SHOULD do
so in some inplementation specific nmanner.

The "status-code" value is a numeric value that has semantic neaning.
The "status-code” syntax is simlar to a "type2 enunf (see section
4.1 on "Attribute Syntaxes") except that val ues can range only from
0x0000 to Ox7FFF. Section 13 describes the status codes, assigns the
nuneric val ues, and suggests a correspondi ng status nessage for each
status code. The "status-nessage" attribute's syntax is "text(255)".
A client inplenentation of | PP SHOULD convert status code values into
any | ocalized nessage that has semantic neaning to the end user
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If the Printer object supports the "status-nessage" operation
attribute, the Printer object MIUST be able to generate this nessage
in any of the natural |anguages identified by the Printer object’s
"gener at ed- nat ur al - | anguage- supported" attribute (see the
"attributes-natural -l anguage” operation attribute specified in
section 3.1.4.1). As described in section 3.1.4.1 for any returned
text’ attribute, if there is a choice for generating this nessage,
the Printer object uses the natural |anguage indicated by the val ue
of the "attributes-natural-1anguage" in the client request if
supported, otherwi se the Printer object uses the value in the Printer
object’s own "natural -1 anguage-configured" attribute. |If the Printer
obj ect supports the "status-nessage" operation attribute, it SHOULD
use the REQU RED 'utf-8 charset to return a status nmessage for the
followi ng error status codes (see section 13): ’'client-error-bad-

request’, 'client-error-charset-not-supported , ’'server-error-
internal -error’, ’'server-error-operation-not-supported , and
server-error-version-not-supported’ . In this case, it MJST set the

value of the "attributes-charset" operation attribute to "utf-8 in
the error response.

3.1.7 Versions

Each operation request and response carries with it a "version-
nunber" paraneter. Each value of the "version-nunber” is in the form
"X. Y where X is the major version nunber and Y is the minor version
number. By including a version number in the client request, it
allows the client to identify which version of IPP it is interested
inusing. |If the |IPP object does not support that version, the

obj ect responds with a status code of ’server-error-version-not-
supported’ along with the closest version nunber that is supported
(see section 13.1.5.4).

There is no version negotiation per se. However, if after receiving
a ’'server-error-version-not-supported’ status code froman |IPP
object, there is nothing that prevents a client fromtrying again
with a different version nunber. In order to conformto IPP/ 1.0, an
i mpl enent ati on MUST support at |east version '1.0

There is only one notion of "version nunmber" that covers both | PP
Model and | PP Protocol changes. Thus the version nunber MJST change
when introducing a new version of the Mdel and Semantics docunent
[ RFC2566] or a new version of the Encoding and Transport docunent

[ RFC2565] .

Changes to the mmjor version nunmber indicate structural or syntactic
changes that make it inpossible for older version of IPP clients and
Printer objects to correctly parse and process the new or changed
attributes, operations and responses. |f the nmajor version nunber

deBry, et al. Experi ment al [ Page 30]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

changes, the minor version nunbers is set to zero. As an exanple,
adding the "ipp-attribute-fidelity" attribute (if it had not been
part of version '1.0"), would have required a change to the ngjor
version nunber. Itens that might affect the changing of the mgjor
versi on nunber include any changes to the Mdel and Semantics
docunent [ RFC2566] or the Encoding and Transport [RFC2565] itself,
such as:

- reordering of ordered attributes or attribute sets

- changes to the syntax of existing attributes

- changi ng Operation or Job Tenplate attributes from OPTIONAL to
REQUI RED and vi ce versa

- addi ng REQUI RED (for an | PP object to support) operation
attributes

- adding REQUI RED (for an | PP object to support) operation
attribute groups

- adding values to existing operation attributes

- addi ng REQUI RED operati ons

Changes to the mnor version nunber indicate the addition of new
features, attributes and attribute values that may not be understood
by all | PP objects, but which can be ignored if not understood.
Items that might affect the changing of the m nor version nunber

i nclude any changes to the nodel objects and attributes but not the
encodi ng and transport rules [ RFC2565] (except adding attribute
syntaxes). Examples of such changes are:

- grouping all extensions not included in a previous version into
a new version

- addi ng new attribute val ues

- addi ng new object attributes

- adding OPTIONAL (for an | PP object to support) operation
attributes (i.e., those attributes that an | PP object can ignore
wi t hout confusing clients)

- adding OPTIONAL (for an | PP object to support) operation
attribute groups (i.e., those attributes that an | PP object can
i gnore without confusing clients)

- adding new attribute syntaxes

- addi ng OPTI ONAL operations

- changi ng Job Description attributes or Printer Description
attributes from OPTI ONAL to REQUI RED or vice versa

The encodi ng of the "operation-id", the "version-nunber", the
"status-code", and the "request-id" MJST NOT change over any version
nunber (either major or nminor). This rule guarantees that all future

versions will be backwards conpatible with all previous versions (at
| east for checking the "operation-id", the "version-nunber”, and the
"request-id"). In addition, any protocol elenments (attributes, error
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codes, tags, etc.) that are not carried forward fromone version to
the next are deprecated so that they can never be reused with new
semanti cs.

| mpl enent ati ons that support a certain major version NEED NOT support
ALL previous versions. As each new major version is defined (through
the rel ease of a new specification), that major version will specify
whi ch previous najor versi ons MJST be supported in conpliant

i mpl emrent ati ons.

3.1.8 Job Creation Operations

In order to "subnit a print job" and create a new Job object, a
client issues a create request. A create request is any one of
foll owi ng three operation requests:

- The Print-Job Request: A client that wants to submit a print job
with only a single docunent uses the Print-Job operation. The
operation allows for the client to "push" the docunent data to
the Printer object by including the docunent data in the request
itself.

- The Print-URI Request: A client that wants to submit a print job
with only a single docunent (where the Printer object "pulls" the
docunent data instead of the client "pushing" the data to the
Printer object) uses the Print-URl operation. In this case, the
client includes in the request only a URI reference to the
docunent data (not the docunent data itself).

- The Create-Job Request: A client that wants to subnmit a print job
with multiple docunents uses the Create-Job operation. This
operation is followed by an arbitrary nunber of Send-Docunent
and/ or Send- URI operations (each creating another docunent for
the newWly create Job object). The Send- Docunment operation
i ncl udes the docunent data in the request (the client "pushes”
the docunent data to the printer), and the Send-URI operation
includes only a URI reference to the docunent data in the request
(the Printer "pulls" the docunment data fromthe referenced
location). The last Send-Document or Send-URlI request for a
gi ven Job object includes a "last-docunent” operation attribute
set to 'true’ indicating that this is the |last request.

Throughout this nodel specification, the term"create request" is
used to refer to any of these three operation requests.

A Create-Job operation followed by only one Send-Docunent operation

is semantically equivalent to a Print-Job operation, however, for
performance reasons, the client SHOULD use the Print-Job operation
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for all single docunent jobs. Also, Print-Job is a REQU RED
operation (all inplenentations MJST support it) whereas Create-Job is
an OPTI ONAL operation, hence sone inplenmentations m ght not support
it.

Job subnission tinme is the point in time when a client issues a
create request. The initial state of every Job object is the’

pendi ng’ or ’'pending-held state. Later, the Printer object begins
processing the print job. At this point in tinme, the Job object’s
state noves to 'processing’. This is known as job processing tine.
There are validation checks that nmust be done at job submission tine
and others that nmust be perforned at job processing tine.

At job subnmission time and at the time a Validate-Job operation is
received, the Printer MJUST do the follow ng

1. Process the client supplied attributes and either accept or
reject the request

2. Validate the syntax of and support for the schene of any client
supplied URI

At job submission tinme the Printer object MJST validate whether or
not the supplied attributes, attribute syntaxes, and val ues are
supported by nmatching themwith the Printer object’s correspondi ng
"XXx-supported" attributes. See section 3.2.1.2 for details. [ipp-
iig] presents suggested steps for an | PP object to either accept or
reject any request and additional steps for processing create
requests.

At job submission tine the Printer object NEED NOT performthe
val idati on checks reserved for job processing tine such as:

1. Validating the docunment data
2. Validating the actual contents of any client supplied URI
(resolve the reference and followthe link to the docunent data)

At job submission tine, these additional job processing tine
val i dati on checks are essentially useless, since they require
actually parsing and interpreting the document data, are not
guaranteed to be 100% accurate, and MJST be done, yet again, at job
processing time. Also, in the case of a URI, checking for
availability at job subm ssion tinme does not guarantee availability
at job processing tine. In addition, at job processing tinme, the
Printer object might discover any of the follow ng conditions that
were not detectable at job submission tine:

- runtinme errors in the docunent data,
- nested docunent data that is in an unsupported fornat,
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- the URI reference is no longer valid (i.e., the server hosting
t he document mi ght be down), or
- any other job processing error

At job processing time, since the Printer object has already
responded with a successful status code in the response to the create
request, if the Printer object detects an error, the Printer object
is unable to informthe end user of the error with an operation
stat us code. In this case, the Printer, depending on the error, can
set the "job-state", "job-state-reasons”, or "job-state-nessage"
attributes to the appropriate value(s) so that |ater queries can
report the correct job status.

Not e: Asynchronous notification of events is outside the scope of
| PP/ 1. 0.

3.2 Printer Operations

Al'l Printer operations are directed at Printer objects. A client
MUST al ways supply the "printer-uri" operation attribute in order to
identify the correct target of the operation

3.2.1 Print-Job Cperation

This REQUI RED operation allows a client to subnmit a print job with
only one docunent and supply the docunment data (rather than just a
reference to the data). See Section 15 for the suggested steps for

processing create operations and their Operation and Job Tenpl ate
attributes

3.2.1.1 Print-Job Request

The followi ng groups of attributes are supplied as part of the
Print-Job Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset"” and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.1. The Printer object
MUST copy these values to the correspondi ng Job Description
attributes described in sections 4.3.23 and 4. 3. 24.

Target:

The "printer-uri" (uri) operation attribute which is the target
for this operation as described in section 3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8.3.

"j ob-name" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. |t contains the client
supplied Job name. If this attribute is supplied by the client,
its value is used for the "job-name" attribute of the newy
created Job object. The client MAY automatically include any
information that will help the end-user distinguish anongst
hi s/ her jobs, such as the nane of the application program al ong
with information fromthe docunent, such as the document nane,
docunent subject, or source file nane. |If this attribute is not
supplied by the client, the Printer generates a name to use in
the "job-nane" attribute of the newly created Job object (see
Section 4.3.5).

"ipp-attribute-fidelity" (bool ean):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value 'true’ indicates
that total fidelity to client supplied Job Tenplate attributes
and values is required, else the Printer object MJST reject the
Print-Job request. The value 'false’ indicates that a
reasonabl e attenpt to print the Job object is acceptable and the
Printer object MJST accept the Print-job request. If not
supplied, the Printer object assunes the value is '"false' . Al
Printer objects MJST support both types of job processing. See
section 15 for a full description of "ipp-attribute-fidelity"
and its relationship to other attributes, especially the Printer
object’s "pdl-override-supported" attribute.

"docunent - nane" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It contains the client
suppl i ed docunent nanme. The docunent nane MAY be different than
the Job nane. Typically, the client software automatically
supplies the document name on behal f of the end user by using a
file name or an application generated nane. |If this attribute
is supplied, its value can be used in a manner defined by each
i npl ementation. Exanples include: printed along with the Job
(job start sheet, page adornnents, etc.), used by accounting or
resource tracki ng nanagenent tools, or even stored along wth
t he docunment as a docunent l|evel attribute. [|PP/ 1.0 does not
support the concept of docunent |evel attributes.
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"docunent-fornmat" (m nmeMedi aType) :
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value of this attribute
identifies the format of the supplied docunent data. |If the
client does not supply this attribute, the Printer object
assunes that the docunent data is in the fornmat defined by the

Printer object’s "docunent-fornat-default" attribute. If the
client supplies this attribute, but the value is not supported
by the Printer object, i.e., the value is not one of the val ues

of the Printer object’s "document-format-supported” attribute,
the Printer object MJST reject the request and return the ’
client-error-docunent-fornat-not-supported status code.

"docunent - nat ur al -1 anguage" ( natural Language):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. This attribute
specifies the natural |anguage of the document for those
docunent-formats that require a specification of the natura
| anguage in order to image the docurment unanbi guously. There are
no particular values required for the Printer object to support.

"conpression" (type3 keyword)
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "conpression-
supported" attribute (see section 4.4.29). The client supplied
"conpression" operation attribute identifies the conpression

al gorithm used on the docunent data. |If the client onmits this
attribute, the Printer object MJST assune that the data is not
compressed. If the client supplies the attribute and the

Printer object supports the attribute, the Printer object uses
the correspondi ng deconpression al gorithmon the docunent data.
If the client supplies this attribute, but the value is not
supported by the Printer object, i.e., the value is not one of
the values of the Printer object’s "conpression-supported"”
attribute, the Printer object MJST copy the attribute and its
value to the Unsupported Attributes response group, reject the
request, and return the 'client-error-attributes-or-val ues-not-
supported’ status code.

"j ob-k-octets" (integer(0:MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-k-
octets-supported" attribute (see section 4.4.30). The client
supplied "job-k-octets" operation attribute identifies the tota
size of the docunment(s) in K octets being submtted (see section
4.3.17 for the conplete semantics). |If the client supplies the
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attribute and the Printer object supports the attribute, the
value of the attribute is used to populate the Job object’s
"job-k-octets" Job Description attribute.

Note: For this attribute and the following two attributes
("job-inpressions", and "job-nedi a-sheets"), if the client
supplies the attribute, but the Printer object does not support
the attribute, the Printer object ignores the client-supplied
value. If the client supplies the attribute and the Printer
supports the attribute, and the value is within the range of the
corresponding Printer object’s "xxx-supported" attribute, the
Printer object MJST use the value to populate the Job object’s
"xxx" attribute. |If the client supplies the attribute and the
Printer supports the attribute, but the value is outside the
range of the corresponding Printer object’s "xxx-supported"
attribute, the Printer object MJST copy the attribute and its
value to the Unsupported Attributes response group, reject the
request, and return the '"client-error-attributes-or-val ues-not-
supported’ status code. |If the client does not supply the
attribute, the Printer object MAY choose to popul ate the
correspondi ng Job object attribute dependi ng on whether the
Printer object supports the attribute and is able to calculate
or discern the correct val ue.

"job-inpressions" (integer(0: MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-
i mpr essi ons-supported” attribute (see section 4.4.31). The
client supplied "job-inpressions” operation attribute identifies
the total size in nunber of inpressions of the docunent(s) being
submitted (see section 4.3.18 for the conplete senmantics).

See note under "job-k-octets"

"j ob-medi a- sheet s" (i nteger(0: MAX))
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "job-nedi a-
sheet s-supported" attribute (see section 4.4.32). The client
supplied "job-nedi a-sheets" operation attribute identifies the
total nunber of nedia sheets to be produced for this job (see
section 4.3.19 for the conplete semantics).

See note under "job-k-octets"”

deBry, et al. Experi ment al [ Page 37]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

Group 2: Job Tenplate Attributes

The client OPTIONALLY supplies a set of Job Tenplate attributes
as defined in section 4.2. If the client is not supplying any

Job Tenplate attributes in the request, the client SHOULD omit

Group 2 rather than sending an enpty group. However, a Printer
obj ect MUST be able to accept an enpty group

G oup 3: Docunent Content
The client MJST supply the docunent data to be processed.

Note: In addition to the MANDATORY paraneters required for every
operation request, the sinplest Print-Job Request consists of just
the "attributes-charset” and "attri butes-natural -l anguage” operation
attributes; the "printer-uri" target operation attribute; the
Docunent Content and nothing else. In this sinple case, the Printer
obj ect:

- creates a new Job object (the Job object contains a single
docunent),

- stores a generated Job nane in the "job-name" attribute in the
nat ural | anguage and charset requested (see Section 3.1.4.1) (if
those are supported, otherwi se using the Printer object’s default
nat ural | anguage and charset), and

- at job processing tine, uses its correspondi ng default val ue
attributes for the supported Job Tenplate attributes that were
not supplied by the client as IPP attribute or enbedded
instructions in the docunent data.

3.2.1.2 Print-Job Response

The Printer object MJUST return to the client the follow ng sets
of attributes as part of the Print-Job Response:

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in sections 14 and
3.1.6. If the client supplies unsupported or conflicting Job
Tenpl ate attributes or values, the Printer object MJST reject or
accept the Print-Job request depending on the whether the client
supplied a "true’ or 'false’ value for the "ipp-attribute-
fidelity" operation attribute. See the Inplenenter’s CQuide
[ipp-iig] for a conplete description of the suggested steps for
processing a create request.
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Nat ural Language and Character Set:
The "attributes-charset" and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.2.

G oup 2: Unsupported Attributes

This is a set of Qperation and Job Tenplate attributes supplied
by the client (in the request) that are not supported by the
Printer object or that conflict with one another (see the

I mpl enenter’s GQuide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Unsupported attributes fall into three categories:

1. The Printer object does not support the supplied attribute
(no matter what the attribute syntax or val ue).

2. The Printer object does support the attribute, but does not
support some or all of the particular attribute syntaxes or
val ues supplied by the client (i.e., the Printer object does
not have those attribute syntaxes or values in its
correspondi ng "xxx-supported" attribute).

3. The Printer object does support the attributes and val ues
supplied, but the particular values are in conflict with one
anot her, because they violate a constraint, such as not being
able to staple transparencies.

In the case of an unsupported attribute name, the Printer object
returns the client-supplied attribute with a substituted "out-
of - band" val ue of 'unsupported’ indicating no support for the
attribute itself (see the beginning of section 4.1).

In the case of a supported attribute with one or nore
unsupported attribute syntaxes or values, the Printer object
sinmply returns the client-supplied attribute with the
unsupported attribute syntaxes or values as supplied by the
client. This indicates support for the attribute, but no
support for that particular attribute syntax or value. |If the
client supplies a multi-valued attribute with nore than one
val ue and the Printer object supports the attribute but only
supports a subset of the client-supplied attribute syntaxes or
val ues, the Printer object MIST return only those attribute
syntaxes or values that are unsupported.

In the case of two (or nore) supported attribute values that are

in conflict with one another (although each is supported
i ndependently, the values conflict when requested together
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within the sane job), the Printer object MJST return all the
values that it ignores or substitutes to resolve the conflict,
but not any of the values that it is still using. The choice
for exactly how to resolve the conflict is inplenentation
dependent. See The Inplenenter’s CGuide [ipp-iig] for an
exanpl e.

In these three cases, the value of the "ipp-attribute-fidelity"
supplied by the client does not affect what the Printer object
returns. The value of "ipp-attribute-fidelity" only affects
whet her the Print-Job operation is accepted or rejected. If the
job is accepted, the client nay query the job using the Get-
Job- Attributes operation requesting the unsupported attributes
that were returned in the create response to see which
attributes were ignored (not stored on the Job object) and which
attributes were stored with other (substituted) val ues.

Group 3: Job (hject Attributes

"job-uri" (uri):

The Printer object MJUST return the Job object’s URI by returning
the contents of the REQUI RED "job-uri" Job object attribute.
The client uses the Job object’s URI when directing operations
at the Job object. The Printer object always uses its
configured security policy when creating the new URI. However,
if the Printer object supports nore than one URI, the Printer
obj ect al so uses information about which URI was used in the
Print-Job Request to generated the new URI so that the new URI
references the correct access channel. |In other words, if the
Print-Job Request conmes in over a secure channel, the Printer
obj ect MJUST generate a Job URI that uses the secure channel as
wel | .

"job-id" (integer(1l: MAX)):

The Printer object MJST return the Job object’s Job ID by
returning the REQUI RED "job-id" Job object attribute. The
client uses this "job-id" attribute in conjunction with the
"printer-uri" attribute used in the Print-Job Request when
directing Job operations at the Printer object.

"job-state":

deBry,

The Printer object MUST return the Job object’s REQU RED "j ob-
state" attribute. The value of this attribute (along with the
val ue of the next attribute "job-state-reasons") is taken froma
"snapshot" of the new Job object at sone neaningful point in
time (inplenentation defined) between when the Printer object
receives the Print-Job Request and when the Printer object
returns the response.
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"j ob-state-reasons":
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL
"job-state-reasons" attribute. |If the Printer object supports
this attribute then it MJST be returned in the response. |If
this attribute is not returned in the response, the client can
assune that the "job-state-reasons" attribute is not supported
and will not be returned in a subsequent Job object query.

"j ob- st at e- nessage":
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL
"job-state-nmessage” attribute. |If the Printer object supports
this attribute then it MJST be returned in the response. |If
this attribute is not returned in the response, the client can
assune that the "job-state-nessage" attribute is not supported
and will not be returned in a subsequent Job object query.

"nunber - of -i nt er veni ng-j obs"
The Printer object OPTIONALLY returns the Job object’s OPTI ONAL

"nunber - of -i nterveni ng-j obs" attribute. |If the Printer object
supports this attribute then it MJST be returned in the
response. |If this attribute is not returned in the response,

the client can assune that the "nunber-of-intervening-jobs"
attribute is not supported and will not be returned in a
subsequent Job object query.

Note: Since any printer state information which affects a job's
state is reflected in the "job-state" and "j ob-state-reasons”
attributes, it is sufficient to return only these attributes and
no specific printer status attributes.

Note: In addition to the MANDATORY paraneters required for every
operation response, the sinplest response consists of the just the
"attributes-charset” and "attributes-natural -1 anguage" operation
attributes and the "job-uri", "job-id", and "job-state" Job bject
Attributes. In this sinplest case, the status code is "successful -
ok" and there is no "status-nessage" operation attribute.

3.2.2 Print-URI Qperation

This OPTIONAL operation is identical to the Print-Job operation
(section 3.2.1) except that a client supplies a URI reference to the
docunent data using the "document-uri" (uri) operation attribute (in
Group 1) rather than including the docunent data itself. Before
returning the response, the Printer MUST validate that the Printer
supports the retrieval nmethod (e.g., http, ftp, etc.) inplied by the
URI, and MJST check for valid URI syntax. |If the client-supplied UR
schene is not supported, i.e. the value is not in the Printer
object’s "referenced-uri-schenme-supported"” attribute, the Printer
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obj ect MUST reject the request and return the 'client-error-uri-
schene- not - supported’ status code. See The |nplenenter’s CQuide

[ipp-iig] for suggested additional checks. The Printer NEED NOT
follow the reference and validate the contents of the reference.

If the Printer object supports this operation, it MJST support the
"reference-uri-schenes-supported” Printer attribute (see section
4.4.24).

It is uptothe IPP object to interpret the URI and subsequently
"pul " the docunment fromthe source referenced by the URI string

3.2.3 Validate-Job Operation

This REQUI RED operation is simlar to the Print-Job operation
(section 3.2.1) except that a client supplies no docunment data and
the Printer allocates no resources (i.e., it does not create a new
Job object). This operation is used only to verify capabilities of a
printer object against whatever attributes are supplied by the client
in the Validate-Job request. By using the Validate-Job operation a
client can validate that an identical Print-Job operation (with the
docunent data) would be accepted. The Validate-Job operation al so
perforns the sane security negotiation as the Print-Job operation
(see section 8), so that a client can check that the client and
Printer object security requirenents can be net before performng a
Print-Job operation.

Not e: The Validate-Job operation does not accept a "docunent-uri"
attribute in order to allow a client to check that the same Print-UR
operation will be accepted, since the client doesn't send the data
with the Print-URl operation. The client SHOULD just issue the
Print-URl request.

The Printer object returns the same status codes, Operation
Attributes (Goup 1) and Unsupported Attributes (Goup 2) as the
Print-Job operation. However, no Job (bject Attributes (Goup 3) are
returned, since no Job object is created.

3.2.4 Create-Job Operation

This OPTIONAL operation is simlar to the Print-Job operation
(section 3.2.1) except that in the Create-Job request, a client does
not supply docunent data or any reference to docunent data. Al so,
the client does not supply any of the "docunent-nane", "docunent-
format", "conpression", or "document-natural-|anguage” operation
attributes. This operation is followed by one or nore Send-Docunent
or Send-URlI operations. In each of those operation requests, the
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client OPTIONALLY supplies the "docunent-nane", "docunent-formt",
and "docunent - natural -1 anguage" attributes for each docunent in the
mul ti - docunent Job object.

If a Printer object supports the Create-Job operation, it MJST al so
support the Send-Docunent operation and al so MAY support the Send-UR
operation.

If the Printer object supports this operation, it MJST support the
"mul tiple-operation-tine-out"” Printer attribute (see section 4.4.28).

3.2.5 Get-Printer-Attri butes Qperation

This REQUI RED operation allows a client to request the values of the

attributes of a Printer object. In the request, the client supplies
the set of Printer attribute nanmes and/or attribute group names in
which the requester is interested. In the response, the Printer

object returns a corresponding attribute set with the appropriate
attribute values filled in.

For Printer objects, the possible nanes of attribute groups are:

"job-tenplate’: all of the Job Tenplate attributes that apply to
a Printer object (the last two colums of the table in Section
4, 2).

"printer-description’: the attributes specified in Section 4. 4.

- 'all’: the special group 'all’ that includes all supported
attributes

Since a client MAY request specific attributes or nanmed groups, there
is a potential that there is sone overlap. For exanple, if a client

requests, 'printer-nanme’ and 'all’, the client is actually requesting
the "printer-nanme" attribute twice: once by nanming it explicitly, and
once by inclusion in the "all’” group. |In such cases, the Printer

obj ect NEED NOT return each attribute only once in the response even
if it is requested multiple tines. The client SHOULD NOT request the
sane attribute in nultiple ways.

It is NOT REQU RED that a Printer object support all attributes

bel onging to a group (since sone attributes are OPTIONAL). However,
it is REQU RED that each Printer object support all group nanes.
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3.2.5.1 Get-Printer-Attributes Request

The following sets of attributes are part of the Get-Printer-
Attributes Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
attributes-charset” and "attributes-natural -1 anguage" butes as
described in section 3.1.4.1

Tar get:
The "printer-uri" (uri) operation attribute which is the target
for this operation as described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nane" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"requested-attributes" (1lsetOr keyword)
The client OPTIONALLY supplies a set of attribute names and/or
attribute group names in whose val ues the requester is
interested. The Printer object MJST support this attribute. If
the client onmts this attribute, the Printer MJUST respond as if
this attribute had been supplied with a value of "all’.

"docunent-format" (m nmeMedi aType) :
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. This attribute is usefu
for a Printer object to determ ne the set of supported attribute
val ues that relate to the requested docunent format. The
Printer object MUST return the attributes and values that it
uses to validate a job on a create or Validate-Job operation in
whi ch this docunment format is supplied. The Printer object
SHOULD return only (1) those attributes that are supported for
the specified format and (2) the attribute values that are
supported for the specified docunent format. By specifying the
docunent format, the client can get the Printer object to
elimnate the attributes and val ues that are not supported for a
specific docunent format. For exanple, a Printer object mght
have nultiple interpreters to support both ’
application/postscript’ (for PostScript) and "text/plain’ (for
text) docunents. However, for only one of those interpreters
m ght the Printer object be able to support "number-up" with
values of 1", "2', and '4’. For the other interpreter it mnight
be able to only support "nunber-up" with a value of "1'. Thus a
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client can use the Get-Printer-Attributes operation to obtain
the attributes and values that will be used to accept/reject a
create job operation.

If the Printer object does not distinguish between different
sets of supported values for each different docunent format when
validating jobs in the create and Validate-Job operations, it
MUST NOT di stingui sh between different docunent formats in the
Get-Printer-Attributes operation. If the Printer object does

di stingui sh between different sets of supported values for each
di fferent docunent format specified by the client, this
specialization applies only to the followi ng Printer object
attributes

Printer attributes that are Job Tenplate attributes ("xxx-
defaul t" "xxx-supported", and "xxx-ready" in the Table in
Section 4.2),

- "pdl -overri de-supported",

- "conpression-supported”,

- "job-k-octets-supported",

- "job-inpressions-supported,

- "job-nedi a- sheet s- supported”

- "printer-driver-installer”

- "col or-supported”, and

- "reference-uri-schenes-supported"

The val ues of all other Printer object attributes (including
"docunent - f or mat - supported”) remain invariant with respect to
the client supplied docunent format (except for new Printer
description attribute as registered according to section 6.2).

If the client omits this "docunent-fornmat" operation attribute,
the Printer object MJIST respond as if the attribute had been
supplied with the value of the Printer object’s "docunent-
format-default" attribute. It is recommended that the client
al ways supply a value for "docunment-format", since the Printer
obj ect’s "docunent-fornmat-default" nay be 'application/octet-
stream, in which case the returned attributes and val ues are
for the union of the docunent formats that the Printer can
automatically sense. For nore details, see the description of
the ' m meMedi aType’ attribute syntax in section 4.1.09.

If the client supplies a value for the "docunent-format"
Qperation attribute that is not supported by the Printer, i.e.
is not anong the values of the Printer object’s "docunent-
format-supported” attribute, the Printer object MJST reject the
operation and return the ’client-error-docunent-fornmat-not-
supported’ status code.

deBry, et al. Experi ment al [ Page 45]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

3.2.5.2 Get-Printer-Attributes Response

The Printer object returns the followi ng sets of attributes as part
of the Get-Printer-Attributes Response:

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in section 3.1.6.

Nat ural Language and Character Set:
The "attributes-charset" and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.2.

Goup 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and 16).
The response NEED NOT contain the "requested-attributes”
operation attribute with any supplied values (attribute
keywords) that were requested by the client but are not
supported by the IPP object. |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Goup 3: Printer Object Attributes

This is the set of requested attributes and their current

val ues. The Printer object ignores (does not respond w th) any
requested attribute which is not supported. The Printer object
MAY respond with a subset of the supported attributes and

val ues, depending on the security policy in force. However, the
Printer object MJUST respond with the 'unknown’ val ue for any
supported attribute (including all REQU RED attributes) for
which the Printer object does not know the value. Al so the
Printer object MJIST respond with the 'no-value for any
supported attribute (including all REQU RED attributes) for

whi ch the system adm nistrator has not configured a value. See
the description of the "out-of-band" values in the begi nning of
Section 4.1.
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3.2.6 CGet-Jobs Operation

This REQUI RED operation allows a client to retrieve the list of Job
objects belonging to the target Printer object. The client may al so
supply a list of Job attribute nanes and/or attribute group nanmes. A
group of Job object attributes will be returned for each Job object
that is returned.

This operation is sinmilar to the Get-Job-Attributes operation, except
that this Get-Jobs operation returns attributes from possibly nore
than one object (see the description of Job attribute group names in
section 3.3.4).

3.2.6.1 CGet-Jobs Request
The client subnits the Get-Jobs request to a Printer object.
The followi ng groups of attributes are part of the Get-Jobs Request:
Group 1. Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1

Tar get:
The "printer-uri" (uri) operation attribute which is the target
for this operation as described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8.3.

mt" (integer(1: MAX)):

The client OPTIONALLY supplies this attribute. The Printer

obj ect MUST support this attribute. It is an integer val ue that
indicates a limt to the nunmber of Job objects returned. The
limt is a "stateless linit" in that if the value supplied by
the client is "N, then only the first "N jobs are returned in
the Get-Jobs Response. There is no nmechanismto allow for the
next 'M jobs after the first "N jobs. |If the client does not
supply this attribute, the Printer object responds with al
appl i cabl e jobs.

"requested-attributes" (1lsetOf keyword):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It is a set of Job
attribute nanes and/or attribute groups names in whose val ues
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the requester is interested. This set of attributes is returned
for each Job object that is returned. The allowed attribute
group nanmes are the sane as those defined in the Get-Job-

Attributes operation in section 3.3.4. |If the client does not
supply this attribute, the Printer MIST respond as if the client
had supplied this attribute with two values: ’'job-uri’ and’
job-id .

"whi ch-jobs" (type2 keyword):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It indicates which Job
obj ects MJUST be returned by the Printer object. The val ues for
this attribute are:

"conpl eted’: This includes any Job object whose state is

"compl eted’, ’'canceled’, or 'aborted’

"not-conpleted : This includes any Job object whose state is '’
pendi ng’, 'processing , ’'processing-stopped’ , or ’'pending-
hel d’ .

A Printer object MJST support both values. However, if the
ment ati on does not keep jobs in the 'conpleted’, 'canceled , ’
aborted’ states, then it returns no jobs when the ’'conpleted
val ue is suppli ed.

If a client supplies some other value, the Printer object MJST
copy the attribute and the unsupported value to the Unsupported
Attributes response group, reject the request, and return the’
client-error-attributes-or-val ues-not-supported status code.

If the client does not supply this attribute, the Printer object
MUST respond as if the client had supplied the attribute with a
val ue of ’'not-conpleted

"ny-jobs" (bool ean):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. It indicates whether al
jobs or just the jobs subnmitted by the requesting user of this
request MJST be returned by the Printer object. |If the client
does not supply this attribute, the Printer object MJST respond
as if the client had supplied the attribute with a value of ’
false’, i.e., all jobs. The neans for authenticating the
requesting user and matching the jobs is described in section 8.
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3.2.6.2 Cet-Jobs Response

The Printer object returns all of the Job objects that match the
criteria as defined by the attribute values supplied by the client in
the request. It is possible that no Job objects are returned since
there may literally be no Job objects at the Printer, or there may be
no Job objects that nmatch the criteria supplied by the client. |If
the client requests any Job attributes at all, there is a set of Job
oj ect Attributes returned for each Job object.

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:
The "attributes-charset" and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.2.

Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

I mplenenter’s GQuide [ipp-iig]). The response NEED NOT contain
the "requested-attributes"” operation attribute with any supplied
val ues (attribute keywords) that were requested by the client

but are not supported by the IPP object. |If the Printer object
is not returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Groups 3 to N Job Object Attributes

The Printer object responds with one set of Job Object
Attributes for each returned Job object. The Printer object

i gnores (does not respond with) any requested attribute or val ue
which is not supported or which is restricted by the security
policy in force, including whether the requesting user is the
user that submitted the job (job originating user) or not (see
section 8). However, the Printer object MJST respond with the
unknown’ val ue for any supported attribute (including al

REQUI RED attributes) for which the Printer object does not know
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the value, unless it would violate the security policy. See the
description of the "out-of-band" values in the beginning of
Section 4.1.

Jobs are returned in the foll ow ng order

- If the client requests all ’'conpleted Jobs (Jobs in the '’
compl eted’, 'aborted', or ’'canceled states), then the Jobs
are returned newest to oldest (with respect to actua
conpl etion tine)

- If the client requests all 'not-conpleted Jobs (Jobs in the
"pending’, 'processing , 'pending-held , and ' processing-
stopped’ states), then Jobs are returned in relative
chronol ogi cal order of expected tinme to conplete (based on
what ever scheduling algorithmis configured for the Printer
obj ect) .

3.3 Job Qperations

Al'l Job operations are directed at Job objects. A client MJIST al ways
supply sone neans of identifying the Job object in order to identify
the correct target of the operation. That job identification MAY
either be a single Job URI or a conbination of a Printer URl with a
Job ID. The | PP object inplenentation MJST support both fornms of
identification for every job.

3.3.1 Send-Docunent Operation

This OPTIONAL operation allows a client to create a nulti-docunent
Job object that is initially "enpty" (contains no docunents). In the
Create-Job response, the Printer object returns the Job object’s UR
(the "job-uri" attribute) and the Job object’s 32-bit identifier (the
"job-id" attribute). For each new docunent that the client desires
to add, the client uses a Send-Docunent operation. Each Send-
Docunent Request contains the entire stream of docunent data for one
docunent .

Since the Create-Job and the send operations (Send-Docurment or Send-
URI operations) that follow could occur over an arbitrarily |ong
period of tine for a particular job, a client MIST send another send
operation within an IPP Printer defined mnimumtine interval after
the recei pt of the previous request for the job. |If a Printer object
supports nultiple docunent jobs, the Printer object MJST support the
"mul tiple-operation-tine-out" attribute (see section 4.4.28). This
attribute indicates the m ni mum nunber of seconds the Printer object
will wait for the next send operation before taking sone recovery
action.
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An | PP object MJST recover froman errant client that does not supply
a send operation, sonetinme after the mnimumtine interval specified
by the Printer object’s "nultiple-operation-tinme-out" attribute.

Such recovery MAY include any of the follow ng or other recovery
actions:

1. Assune that the Job is an invalid job, start the process of
changing the job state to "aborted , add the 'aborted-by-systen
value to the job’s "job-state-reasons” attribute (see section
4.3.8), if supported, and clean up all resources associated with
the Job. In this case, if another send operation is finally
received, the Printer responds with an "client-error-not-
possi bl e" or "client-error-not-found" dependi ng on whether or
not the Job object is still around when the send operation
finally arrives.

2. Assune that the |ast send operation received was in fact the
| ast docunent (as if the "last-docunent” flag had been set to’
true’), close the Job object, and proceed to process it (i.e.,
nove the Job’s state to 'pending’ ).

3. Assune that the |ast send operation received was in fact the
| ast docunent, close the Job, but nove it to the ’'pending-held
and add the ’'submission-interrupted’ value to the job’s "job-
state-reasons” attribute (see section 4.3.8), if supported.

This action allows the user or an operator to determn ne whether
to continue processing the Job by noving it back to the
pendi ng’ state or to cancel the job.

Each impl enentation is free to decide the "best" action to take
dependi ng on | ocal policy, whether any docunents have been added,

whet her the inplenentation spools jobs or not, and/or any other piece
of information available to it. |If the choice is to abort the Job
object, it is possible that the Job object nay already have been
processed to the point that some nedia sheet pages have been printed.

3.3. 1.1 Send-Docunent Request
The following attribute sets are part of the Send-Docunent Request:
Group 1: Operation Attributes
Nat ural Language and Character Set:

The "attributes-charset” and "attri butes-natural -1 anguage"
attributes as described in section 3.1.4.1
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Tar get:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX))or (2) the "job-uri" (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
"requesting-user-nane" (nanme(MAX)) attribute SHOULD be supplied
by the client as described in section 8.3.

"docunent - nane" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. |t contains the client
suppl i ed docunent nane. The docunent nane MAY be different than
the Job nanme. It might be hel pful, but NEED NOT be uni que
across nultiple docunents in the sane Job. Typically, the
client software automatically supplies the docunment nane on
behal f of the end user by using a file nane or an application
generated nane. See the description of the "docunent-nane"
operation attribute in the Print-Job Request (section 3.2.1.1)
for more information about this attribute

"docunent-format" (m nmeMedi aType):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. The value of this attribute
identifies the format of the supplied docunent data. |If the
client does not supply this attribute, the Printer object
assunes that the docunent data is in the format defined by the

Printer object’s "docunment-format-default” attribute. If the
client supplies this attribute, but the value is not supported
by the Printer object, i.e., the value is not one of the val ues

of the Printer object’s "docunent-format-supported" attribute,
the Printer object MJST reject the request and return the ’
client-error-docunent-format-not-supported status code.

"docunent - nat ur al -1 anguage" ( natural Language):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. This attribute
specifies the natural |anguage of the document for those
docunent-formats that require a specification of the natura
| anguage in order to imge the docunment unanbi guously. There
are no particular values required for the Printer object to
support .

"conpression" (type3 keyword)
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute and the "conpression-
supported" attribute (see section 4.4.29). The client supplied
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"conpression" operation attribute identifies the conpression

al gorithm used on the docunent data. |If the client onmits this
attribute, the Printer object MJUST assune that the data is not
compressed. If the client supplies the attribute and the

Printer object supports the attribute, the Printer object MJST
use the correspondi ng deconpression al gorithmon the docunent
data. If the client supplies this attribute, but the value is
not supported by the Printer object, i.e., the value is not one
of the values of the Printer object’s "conpression-supported"
attribute, the Printer object MJST copy the attribute and its
value to the Unsupported Attributes response group, reject the
request, and return the '"client-error-attributes-or-val ues-not-
supported’ status code.

"l ast -docunent” (bool ean):
The client MUST supply this attribute. The Printer object MJST
support this attribute. It is a boolean flag that is set to
true’ if this is the last document for the Job, ’'false
ot her wi se.

G oup 2: Docunent Content

The client MJST supply the docunent data if the "l ast-docunent”
flag is set to "false’'. However, since a client nmight not know
that the previous docunent sent with a Send-Docunent (or Send-
URI) operation was the |ast docunent (i.e., the "last-document"”
attribute was set to "false’), it is legal to send a Send-
Docurent request with no docunent data where the "Il ast-docunent”
flag is set to "true’. Such a request MJST NOT increnent the
val ue of the Job object’s "nunber-of-docunents” attribute, since
no real docunent was added to the job.

3.3. 1.2 Send-Docunent Response

The following sets of attributes are part of the Send-Docunent
Response:

Group 1. Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"”
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:

The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2.
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Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

I mpl enenter’s Guide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD omit Goup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Goup 3: Job hject Attributes

This is the sane set of attributes as described in the Print-Job
response (see section 3.2.1.2).

3.3.2 Send-URI QOperation

This OPTIONAL operation is identical to the Send-Docunent operation
(see section 3.3.1) except that a client MJUST supply a URl reference
("docunent-uri" operation attribute) rather than the docunent data
itself. |If a Printer object supports this operation, clients can use
bot h Send- URI or Send-Docunent operations to add new docunents to an
exi sting nulti-docunent Job object. However, if a client needs to

i ndi cate that the previous Send-URl or Send-Docunent was the | ast
docunent, the client MJST use the Send-Docunment operation with no
document data and the "last-docunment” flag set to 'true’ (rather than
using a Send-URI operation with no "document-uri" operation
attribute).

If a Printer object supports this operation, it MJST al so support the
Print-URl operation (see section 3.2.2).

The Printer object MJST validate the syntax and URI schenme of the
supplied URI before returning a response, just as in the Print-UR
operati on.

3. 3.3 Cancel -Job Operation

This REQUI RED operation allows a client to cancel a Print Job from
the tine the job is created up to the tinme it is conpleted, cancel ed,
or aborted. Since a Job night already be printing by the time a
Cancel -Job is received, sone nedia sheet pages might be printed
before the job is actually term nated.

3.3.3.1 Cancel -Job Request

The follow ng groups of attributes are part of the Cancel-Job
Request :
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Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1

Tar get:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX))or (2) the "job-uri" (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8.3.

"message” (text(127)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. It is a nessage to
the operator. This "nessage" attribute is not the sane as the
"j ob-message-fromoperator” attribute. That attribute is used
to report a message fromthe operator to the end user that
queries that attribute. This "message"” operation attribute is
used to send a nessage fromthe client to the operator along

with the operation request. It is an inplenentation decision of
how or where to display this nessage to the operator (if at
all).

3.3.3.2 Cancel -Job Response
The following sets of attributes are part of the Cancel -Job Response:
Group 1: Operation Attributes

St at us Message
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in sections 14 and
3.1.6.
If the job is already in the 'completed’, 'aborted, or
cancel ed’ state, or the 'process-to-stop-point’ value is set in
the Job's "job-state-reasons” attribute, the Printer object MJST
reject the request and return the 'client-error-not-possible’
error status code
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Nat ural Language and Character Set:
The "attributes-charset" and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.2.

G oup 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see section 3.2.1.2 and the

I mpl enenter’s GQuide [ipp-iig]). |If the Printer object is not
returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Once a successful response has been sent, the inplenmentation
guarantees that the Job will eventually end up in the ’'cancel ed
state. Between the tinme of the Cancel -Job operation is accepted and
when the job enters the 'canceled job-state (see section 4.3.7), the
"job-state-reasons" attribute SHOULD contain the ’'processing-to-
stop-point’ value which indicates to later queries that although the
Job might still be 'processing , it will eventually end up in the’
cancel ed’ state, not the 'conpleted state.

3.3.4 Get-Job-Attributes Operation

This REQUI RED operation allows a client to request the val ues of
attributes of a Job object and it is alnost identical to the Get-
Printer-Attributes operation (see section 3.2.5). The only
differences are that the operation is directed at a Job object rather
than a Printer object, there is no "docunent-format" operation
attribute used when querying a Job object, and the returned attribute
group is a set of Job object attributes rather than a set of Printer
obj ect attributes.

For Jobs, the possible nanes of attribute groups are:

- 'job-tenplate’: all of the Job Tenplate attributes that apply to a
Job object (the first colum of the table in Section 4.2).

- 'job-description': all of the Job Description attributes specified
in Section 4.3.

- 'all’: the special group 'all’ that includes all supported
attributes

Since a client MAY request specific attributes or nanmed groups, there
is a potential that there is sone overlap. For exanple, if a client
requests, 'job-nane’ and ’job-description’, the client is actually
requesting the "job-nanme"” attribute once by naming it explicitly, and
once by inclusion in the 'job-description’ group. 1In such cases, the
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Printer object NEED NOT return the attribute only once in the
response even if it is requested nultiple tines. The client SHOULD
NOT request the same attribute in nmultiple ways.

It is NOT REQU RED that a Job object support all attributes bel onging
to a group (since sone attributes are OPTIONAL). However it is
REQUI RED t hat each Job object support all group nanes.

3.3.4.1 CGet-Job-Attributes Request

The followi ng groups of attributes are part of the Get-Job-Attributes
Request when the request is directed at a Job object:

Group 1. Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.1

Tar get:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX)) or (2) the "job-uri"™ (uri) operation
attribute(s) which define the target for this operation as
described in section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8. 3.

"requested-attributes" (1lsetO™f keyword) :
The client OPTIONALLY supplies this attribute. The |IPP object
MUST support this attribute. It is a set of attribute nanes
and/ or attribute group nanes in whose val ues the requester is
interested. |If the client omits this attribute, the | PP object
MUST respond as if this attribute had been supplied with a val ue
of "all’.

3.3.4.2 Cet-Job-Attri butes Response

The Printer object returns the follow ng sets of attributes as part
of the Get-Job-Attributes Response:
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Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text) operation attribute as described in sections 14 and
3.1.6.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in section 3.1.4.2. The "attri butes-
nat ur al -1 anguage"” MAY be the natural |anguage of the Job object,
rat her than the one requested.

Group 2: Unsupported Attributes

This is a set of Qperation attributes supplied by the client (in
the request) that are not supported by the Printer object or
that conflict with one another (see sections 3.2.1.2 and the

| mpl enenter’s Guide [ipp-iig]). The response NEED NOT contain
the "requested-attributes" operation attribute with any supplied
val ues (attribute keywords) that were requested by the client

but are not supported by the IPP object. |If the Printer object
is not returning any Unsupported Attributes in the response, the
Printer object SHOULD omit G oup 2 rather than sending an enpty
group. However, a client MJST be able to accept an enpty group

Goup 3: Job hject Attributes

This is the set of requested attributes and their current

val ues. The | PP object ignores (does not respond wi th) any
requested attribute or value which is not supported or which is
restricted by the security policy in force, including whether
the requesting user is the user that subnitted the job (job
originating user) or not (see section 8). However, the |IPP

obj ect MUST respond with the "unknown’ val ue for any supported
attribute (including all RED butes) for which the | PP object
does not know the value, s it would violate the security policy.
See the description e "out-of-band" values in the beginning of
Section 4. 1.

4, Object Attributes

This section describes the attributes with their correspondi ng

attribute syntaxes and values that are part of the | PP nodel. The
sections bel ow show the objects and their associated attributes which
are included within the scope of this protocol. Many of these

attributes are derived fromother rel evant specifications:
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- Docunent Printing Application (DPA) [1S0L0175]
- RFC 1759 Printer M B [ RFC1759]

Each attribute is uniquely identified in this docunent using a
"keyword" (see section 12.2.1) which is the nane of the attribute.
The keyword is included in the section header describing that
attribute.

Note: Not only are keywords used to identify attributes, but one of
the attribute syntaxes described belowis "keyword" so that sone
attributes have keyword values. Therefore, these attributes are
defined as having an attribute syntax that is a set of keywords.

4.1 Attribute Syntaxes

This section defines the basic attribute syntax types that all clients
and | PP objects MIST be able to accept in responses and accept in
requests, respectively. Each attribute description in sections 3 and
4 includes the name of attribute syntax(es) in the heading (in
parentheses). A conforming inplementation of an attribute MJST

i nclude the semantics of the attribute syntax(es) so identified.
Section 6.3 describes how the protocol can be extended with new
attribute syntaxes.

The attribute syntaxes are specified in the foll ow ng sub-sections,
where the sub-section heading is the keyword nane of the attribute

syntax inside the single quotes. |n operation requests and responses
each attribute value MIST be represented as one of the attribute
synt axes specified in the sub-section heading for the attribute. In

addition, the value of an attribute in a response (but not in a
request) MAY be one of the "out-of-band" values. Standard
"out - of - band" val ues are:

"unknown’ : The attribute is supported by the I PP object, but the
val ue is unknown to the I PP object for sonme reason

"unsupported’: The attribute is unsupported by the IPP object. This
val ue MUST be returned only as the value of an attribute in the
Unsupported Attributes G oup.

"no-value’: The attribute is supported by the Printer object, but
the system adm ni strator has not yet configured a val ue.

The Encodi ng and Transport specification [ RFC2565] defi nes nechani sns
for passing "out-of-band" values. Al attributes in a request MJST
have one or nore values as defined in Sections 4.2 to 4.4. Thus
clients MUST NOT supply attributes with "out-of-band" values. All
attribute in a response MJST have one or nore values as defined in
Sections 4.2 to 4.4 or a single "out-of-band" val ue.
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Most attributes are defined to have a single attribute syntax.
However, a few attributes (e.g., "job-sheet", "nedia", "job-hold-
until") are defined to have several attribute syntaxes, depending on
the value. These multiple attribute syntaxes are separated by the
"|" character in the sub-section heading to indicate the choice.
Since each value MUST be tagged as to its attribute syntax in the

protocol, a single-valued attribute instance may have any one of its
attribute syntaxes and a multi-valued attribute instance may have a
m xture of its defined attribute syntaxes.

4.1.1 "text’

A text attribute is an attribute whose value is a sequence of zero or
nore characters encoded in a maxi mumof 1023 (' MAX') octets. MAX is
the maxi num |l ength for each value of any text attribute. However, if
an attribute will always contain val ues whose maxi mum |l ength is nuch
I ess than MAX, the definition of that attribute will include a
qualifier that defines the nmaxi numlength for values of that
attribute. For exanple: the "printer-location" attribute is
specified as "printer-location (text(127))". In this case, text

val ues for "printer-location" MJST NOT exceed 127 octets; if supplied
with a longer text string via sonme external interface (other than the
protocol), inplenentations are free to truncate to this shorter
length limtation.

In this specification, all text attributes are defined using the’
text’ syntax. However, 'text’ is used only for brevity; the formal
interpretation of "text’ is: ’'textWthoutlLanguage

text Wt hLanguage’. That is, for any attribute defined in this
specification using the "text’ attribute syntax, all |PP objects and
clients MJUST support both the 'textWthoutlLanguage' and

text Wt hLanguage’ attribute syntaxes. However, in actual usage and
prot ocol execution, objects and clients accept and return only one of
the two syntax per attribute. The syntax 'text’ never appears "on-
the-wire".

Bot h 't ext Wthout Language’ and ’'textWthLanguage' are needed to
support the real world needs of interoperability between sites and
systens that use different natural |anguages as the basis for human
communi cation. Cenerally, one natural |anguage applies to all text
attributes in a given request or response. The |language is indicated
by the "attributes-natural -1 anguage" operation attribute defined in
section 3.1.4 or "attributes-natural -1 anguage" job attribute defined
in section 4.3.24, and there is no need to identify the natura

| anguage for each text string on a val ue-by-value basis. 1In these
cases, the attribute syntax ’'textWthoutlLanguage’ is used for text
attributes. |In other cases, the client needs to supply or the
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Printer object needs to return a text value in a natural |anguage
that is different fromthe rest of the text values in the request or
response. In these cases, the client or Printer object uses the
attribute syntax 'text WthLanguage' for text attributes (this is the
Nat ural Language Override nechani sm described in section 3.1.4).

The ' text Wt hout Language’ and 'text WthLanguage' attribute syntaxes
are described in nore detail in the follow ng sections.

4.1.1.1 ’text Wt hout Language

The ' text Wt hout Language’ syntax indicates a value that is sequence
of zero or nore characters. Text strings are encoded using the rules
of sonme charset. The Printer object MJST support the UTF-8 charset

[ RFC2279] and MAY support additional charsets to represent 'text’

val ues, provided that the charsets are registered with | ANA [ | ANA-
CS]. See Section 4.1.7 for the specification of the ’charset’
attribute syntax, including restricted semantics and exanpl es of

char set s.

4.1.1.2 'text WthLanguage

The ’text Wt hLanguage’ attribute syntax is a conpound attribute
syntax consisting of two parts: a 'textWthoutlLanguage’ part plus an
addi ti onal ’'natural Language’ (see section 4.1.8) part that overrides
the natural |anguage in force. The 'natural Language’ part explicitly
identifies the natural |anguage that applies to the text part of that
val ue and that value alone. For any give text attribute, the’

text Wt hout Language’ part is limted to the maxi nrum | ength defined
for that attribute, but the 'natural Language’ part is always limted
to 63 octets. Using the 'textWthLanguage' attribute syntax rather
than the normal ’'textWthoutlLanguage' syntax is the so-called Natura
Language Overri de nechani sm and MJUST be supported by all |PP objects
and clients.

If the attribute is multi-valued (1lsetOf text), then the’
text Wt hLanguage’ attribute syntax MJST be used to explicitly specify
each attribute val ue whose natural |anguage needs to be overridden

O her values in a multi-valued "text’ attribute in a request or a
response revert to the natural |anguage of the operation attribute.

In a create request, the Printer object MJST accept and store with
the Job object any natural |anguage in the "attributes-natural-

| anguage" operation attribute, whether the Printer object supports
that natural |anguage or not. Furthernmore, the Printer object MJST
accept and store any ’'textWthLanguage' attribute val ue, whether the
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Printer object supports that natural |anguage or not. These
requi renents are independent of the value of the "ipp-attribute-
fidelity" operation attribute that the client MAY supply.

Exanple: If the client supplies the "attributes-natural-Ianguage”
operation attribute with the value: 'en' indicating English, but the
val ue of the "job-nane" attribute is in French, the client MJST use
the 'text WthLanguage' attribute syntax with the follow ng two

val ues:

"fr’: Natural Language Override indicating French
" Rapport Mensuel’: the job nanme in French

See the Encodi ng and Transport docunent [RFC2565] for a detail ed
exanpl e of the ’'textWthLanguage' attribute syntax.

4.1.2 ’'nane’

This syntax type is used for user-friendly strings, such as a Printer
nane, that, for hunmans, are nore neani ngful than identifiers. Nanes
are never translated fromone natural |anguage to another. The’

nane’ attribute syntax is essentially the same as 'text’, including
t he REQUI RED support of UTF-8 except that the sequence of characters
is limted so that its encoded form MUST NOT exceed 255 (MAX) octets

Also like "text’, "nane’ is really an abbreviated notation for either
"nameW t hout Language’ or ’'naneWthLanguage'. That is, all IPP
objects and clients MJST support both the 'naneWthout Language’ and
naneW t hLanguage’ attri bute syntaxes. However, in actual usage and
prot ocol execution, objects and clients accept and return only one of
the two syntax per attribute. The syntax 'nane’ never appears "on-
the-wire".

Note: Only the "text’ and 'nane’ attribute syntaxes pernit the
Nat ural Language Override nechani sm

Sonme attributes are defined as 'type3 keyword | nane’. These
attributes support values that are either type3 keywords or nanes.
Thi s dual - syntax nechani sm enables a site administrator to extend
these attributes to legally include values that are locally defined
by the site administrator. Such nanmes are not registered with | ANA

4.1.2.1 'naneW t hout Language
The ' nameW t hout Language’ syntax indicates a value that is sequence

of zero or nore characters so that its encoded form does not exceed
MAX oct ets.
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4.1.2.2 'naneW t hLanguage

The ' nameW t hLanguage’ attribute syntax is a conmpound attribute
syntax consisting of two parts: a 'nameWthout Language’ part plus an
addi ti onal ’natural Language’ (see section 4.1.8) part that overrides
the natural |anguage in force. The 'natural Language’ part explicitly
identifies the natural |anguage that applies to that nane val ue and

t hat name val ue al one.

The ' nameW t hLanguage’ attribute syntax behaves the same as the
text Wt hLanguage’ syntax. If a nane is in a language that is
different than the rest of the object or operation, then this '’
naneW t hLanguage' syntax is used rather than the generic '’
naneW t hout Language’ synt ax.

Exanple: If the client supplies the "attributes-natural-1anguage”
operation attribute with the value: 'en’ indicating English, but the
"printer-name" attribute is in Gernman, the client MJST use the’
naneW t hLanguage' attribute syntax as foll ows:

"de’: Natural Language Override indicating Gernan
"Farbdrucker’: the Printer nane in Gernan

4.1.2.3 Matching 'nanme’ attribute val ues

For purposes of matching two 'name’ attribute values for equality,
such as in job validation (where a client-supplied value for
attribute "xxx" is checked to see if the value is anbng the val ues of
the Printer object’s correspondi ng "xxx-supported"” attribute), the
followi ng match rul es apply:

1. "keyword' values never match ’'nane’ val ues.

2. 'nane’ (nameWt hout Language and nanmeWt hLanguage) val ues
match if (1) the name parts match and (2) the Associ ated
Nat ur al - Language parts (see section 3.1.4.1) match. The
mat chi ng rul es are:

a. the nane parts match if the two nanmes are identica
character by character, except it is RECOMENDED that case
be ignored. For exanple: ’'A ax-letter-head-white MJST
match ' Aj ax-l etter-head-white’ and SHOULD nmatch ' aj ax-

| etter-head-white’ and ' AJAX- LETTER- HEAD- WHI TE’

b. the Associated Natural -Language parts match if the
shorter of the two neets the syntactic requirenents of RFC
1766 [ RFC1766] and matches byte for byte with the | onger
For exanple, 'en’ matches 'en’, 'en-us' and 'en-gb’, but
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mat ches neither "fr’ nor 'e’.

4.1.3 ' keyword’

The ' keyword’ attribute syntax is a sequence of characters, length: 1
to 255, containing only the US-ASCII [ASCII] encoded val ues for

| owercase letters ("a" - "z"), digits ("0" - "9"), hyphen ("-"), dot
("."), and underscore ("_"). The first character MJST be a | owercase
letter. Furthernore, keywords MJST be in U S. English

This syntax type is used for enunerating semantic identifiers of
entities in the abstract protocol, i.e., entities identified in this
docunent. Keywords are used as attribute nanes or val ues of
attributes. Unlike 'text’ and 'nane’ attribute values, ’'keyword’

val ues MJUST NOT use the Natural Language Override nechani sm since
they MJUST al ways be US-ASCI1 and U.S. English

Keywords are for use in the protocol. A user interface will likely
provi de a nappi ng between protocol keywords and displ ayabl e user-
friendly words and phrases which are localized to the natura

| anguage of the user. VWhile the keywords specified in this docunent
MAY be displayed to users whose natural |anguage is U S. English
they MAY be mapped to other U. S. English words for U S. English
users, since the user interface is outside the scope of this
docunent .

In the definition for each attribute of this syntax type, the ful
set of defined keyword values for that attribute are |isted.

When a keyword is used to represent an attribute (its nane), it MJIST
be unique within the full scope of all I PP objects and attri butes.
Wien a keyword is used to represent a value of an attribute, it MJST
be unique just within the scope of that attribute. That is, the sane
keyword MJST NOT be used for two different values within the same
attribute to nmean two different semantic ideas. However, the sane
keyword MAY be used across two or nore attributes, representing
different semantic ideas for each attribute. Section 6.1 describes
how t he protocol can be extended with new keyword val ues. Exanpl es
of attribute nanme keywords:

"j ob- nanme"
"attri butes-charset™

Note: This docunent uses "typel", "type2", and "type3" prefixes to

the "keyword" basic syntax to indicate different |levels of review for
ext ensi ons (see section 6.1).
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4.1.4 " enum
The 'enum attribute syntax is an enunerated integer value that is in
the range from1 to 2**31 - 1 (MAX). Each val ue has an associated ’
keyword’ name. In the definition for each attribute of this syntax

type, the full set of possible values for that attribute are |isted.
This syntax type is used for attributes for which there are enum

val ues assigned by other standards, such as SNV M Bs. A nunber of
attribute enumvalues in this specification are also used for
corresponding attributes in other standards [RFCL1759]. This syntax
type is not used for attributes to which the system adm ni strator may
assign values. Section 6.1 describes how the protocol can be
extended with new enum val ues.

Enum val ues are for use in the protocol. A user interface wll
provi de a mappi ng between protocol enum val ues and di spl ayabl e user-
friendly words and phrases which are localized to the natura

| anguage of the user. Wile the enum synbols specified in this
docunent MAY be displayed to users whose natural |anguage is U'S
Engl i sh, they MAY be mapped to other U S. English words for U S
Engli sh users, since the user interface is outside the scope of this
docunent .

Note: SNVWP M Bs use '2' for 'unknown’ which corresponds to the IPP
"out - of - band" val ue 'unknown’. See the description of the "out-of-
band" val ues at the beginning of Section 4.1. Therefore, attributes
of type "enunm start at '3

Note: This docunent uses "typel", "type2", and "type3" prefixes to
the "enunt basic syntax to indicate different |levels of review for
ext ensi ons (see section 6.1).

4.1.5 "uri

The "uri’ attribute syntax is any valid Uniform Resource ldentifier
or URI [RFC2396]. Mbst often, URIs are sinply Uniform Resource
Locators or URLs. The maxi mum|length of URIs used as val ues of | PP
attributes is 1023 octets. Al though nost other |PP attribute syntax
types allow for only | ower-cased values, this attribute syntax type
conforns to the case-sensitive and case-insensitive rules specified
in [ RFC2396] .

4.1.6 'uri Scheme’
The ’uri Scheme’ attribute syntax is a sequence of characters

representing a URI schene according to RFC 2396 [ RFC2396]. Though
RFC 2396 requires that the val ues be case-insensitive, |IPP requires
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all lower case values in IPP attributes to sinplify conparing by |IPP
clients and Printer objects. Standard values for this syntax type
are the foll owi ng keywords:

"http’: for HITP schenmed URIs (e.g., "http:...")

"https': for use with HITPS schened URIs (e.g., "https:...")
(not on | ETF standards track)

"ftp': for FTP schened URIs (e.g., "ftp:...")

"mailto’: for SMIP schened URIs (e.g., "mailto:...")

"file': for file schemed URIs (e.g., "file:...")

A Printer object MAY support any URI 'schene’ that has been
registered with I ANA [ ANA-MT]. The naxi mum | ength of URI ’'schenge’
val ues used to represent |IPP attribute values is 63 octets.

4.1.7 'charset’

The 'charset’ attribute syntax is a standard identifier for a
charset. A charset is a coded character set and encodi ng schene.
Charsets are used for |abeling certain docunent contents and ’'text’
and 'nane’ attribute values. The syntax and semantics of this
attribute syntax are specified in RFC 2046 [ RFC2046] and contained in
the 1 ANA character-set Registry [I ANA-CS] according to the I ANA
procedures [RFC2278]. Though RFC 2046 requires that the val ues be
case-insensitive US-ASCII, IPP requires all |ower case values in |IPP
attributes to sinplify conparing by IPP clients and Printer objects.
When a character-set in the | ANA registry has nore than one nane
(alias), the nane | abeled as "(preferred MM nane)", if present,
MUST be used.

The maxi num | ength of ’'charset’ values used to represent |PP
attribute values is 63 octets.

Sonme exanpl es are:

"utf-8: 1SO 10646 Universal Miltiple-Cctet Coded Character Set
(UCS) represented as the UTF-8 [ RFC2279] transfer encoding
scheme in which US-ASCI| is a subset charset.

"us-ascii’: 7-bit American Standard Code for Information
Interchange (ASCI1), ANSI X3.4-1986 [ASCII]. That standard
defines US-ASCI I, but RFC 2045 [ RFC2045] elim nates nost of the
control characters from confornmant usage in M ME and | PP.

'is0-8859-1": 8-bit One-Byte Coded Character Set, Latin Al phabet
Nr 1 [1S08859-1]. That standard defines a coded character set
that is used by Latin | anguages in the Wstern Heni sphere and
Western Europe. US-ASCII is a subset charset.
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"i1s0-10646-ucs-2': |SO 10646 Universal Miltiple-Cctet Coded
Character Set (UCS) represented as two octets (UCS-2), with the
hi gh order octet of each pair conming first (so-called Big Endian
i nteger).

Sonme attribute descriptions MAY place additional requirenents on
charset values that may be used, such as REQUI RED val ues that MJST be
supported or additional restrictions, such as requiring that the
charset have US-ASCI| as a subset charset.

4.1.8 'natural Language

The 'natural Language’ attribute syntax is a standard identifier for a
natural | anguage and optionally a country. The values for this
syntax type are defined by RFC 1766 [ RFC1766]. Though RFC 1766
requires that the values be case-insensitive US-ASCII, |PP requires
all lower case to sinplify conparing by IPP clients and Printer

obj ects. Exanpl es incl ude:

"en’: for English
"en-us’: for US English
"fr': for French

"de’: for Gernman

The maxi mum | ength of ’'natural Language’ val ues used to represent | PP
attribute values is 63 octets.

4.1.9 'm meMedi aType

The ’'m neMedi aType’ attribute syntax is the Internet Media Type
(sonetines called MM type) as defined by RFC 2046 [ RFC2046] and
regi stered according to the procedures of RFC 2048 [ RFC2048] for
identifying a document format. The value MAY include a charset

par aneter, depending on the specification of the Media Type in the

| ANA Registry [I ANA-MI]. Al though nost other |PP syntax types all ow
for only | ower-cased values, this syntax type allows for m xed-case
val ues which are case-insensitive.

Exanpl es are:

"text/htm’: An HTM. docunent

"text/plain : A plain text docunent in US-ASCI|I (RFC 2046 indicates
that in the absence of the charset paraneter MJST nean US- ASCl
rather than sinply unspecified) [RFC2046].

"text/plain; charset=US-ASCII’': A plain text docunment in US-ASCl
[52, 56].

"text/plain; charset=1S08859-1": A plain text document in |ISO
8859-1 (Latin 1) []1SC8859-1].
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"text/plain; charset=utf-8: A plain text docunent in | SO 10646
represented as UTF-8 [ RFC2279]
"text/plain, charset=iso-10646-ucs-2': A plain text docunent in
| SO 10646 represented in two octets (UCS-2) [|SOL0646-1]
“application/postscript’: A PostScript docunent [RFC2046]
"application/vnd. hp-PCL': A PCL docunent [|ANA-MI] (charset escape
sequence enbedded in the docunent data)
"application/octet-streani: Auto-sense - see bel ow

One special type is 'application/octet-streanmi. |f the Printer
obj ect supports this value, the Printer object MJST be capabl e of
aut o-sensing the format of the docunent data. |If the Printer

object’s default value attribute "docunent-fornat-default" is set to
"application/octet-streani, the Printer object not only supports

aut o-sensi ng of the docurment format, but will depend on the result of
applying its auto-sensing when the client does not supply the
"docunment-format” attribute. |If the client supplies a docunent
format value, the Printer MUST rely on the supplied attribute, rather
than trust its auto-sensing algorithm To summari ze:

1. If the client does not supply a docunent format val ue, the
Printer MUST rely on its default value setting (which may be
application/octet-stream indicating an auto-sensing nechanism

2. If the client supplies a value other than 'application/octet-
streami, the client is supplying valid informati on about the
format of the docunment data and the Printer object MJST trust
the client supplied value nore than the outcone of applying an
automatic format detection nechanism For exanple, the client
may be requesting the printing of a PostScript file as a’
text/plain docunent. The Printer object MJST print a text
representation of the PostScript comuands rather than interpret
the stream of PostScript commands and print the result.

3. If the client supplies a value of ’'application/octet-stream,
the client is indicating that the Printer object MJST use its
aut o- sensi ng nmechani smon the client supplied docunent data
whet her auto-sensing is the Printer object’s default or not.

Note: Since the auto-sensing algorithmis probabilistic, if the
client requests both auto-sensing ("docunent-format" set to
application/octet-stream) and true fidelity ("ipp-attribute-
fidelity" set to "true’), the Printer object nmight not be able to
guar ant ee exactly what the end user intended (the auto-sensing

al gorithm m ght mi stake one docunent format for another ), but it is
abl e to guarantee that its auto-sensing nechani smbe used.

The maxi mum | ength of a ' m neMedi aType’ value to represent |PP
attribute values is 255 octets.
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4.1.10 'octetString’

The 'octetString’ attribute syntax is a sequence of octets encoded in
a maxi mum of 1023 octets which is indicated in sub-section headers

using the notation: octetString(MAX). This syntax type is used for
opaque dat a.

4.1.11 ' bool ean’

The 'bool ean’ attribute syntax has only two values: ’'true' and
fal se’.

4.1.12 'integer’

The "integer’ attribute syntax is an integer value that is in the
range from-2**31 (MN) to 2**31 - 1 (MAX). Each individua
attribute may specify the range constraint explicitly in sub-section
headers if the range is different fromthe full range of possible

i nteger values. For exanple: job-priority (integer(1:100)) for the
"job-priority" attribute. However, the enforcenent of that
additional constraint is up to the |IPP objects, not the protocol

4.1.13 'rangeO | nt eger’

The 'rangeCf I nteger’ attribute syntax is an ordered pair of integers
that defines an inclusive range of integer values. The first integer
specifies the | ower bound and the second specifies the upper bound.
If a range constraint is specified in the header description for an
attribute in this docunent whose attribute syntax is ’rangeO I nteger’
(i.e., "XY indicating X as a nininmumvalue and Y as a maxi num

val ue), then the constraint applies to both integers.

4.1.14 ' dateTi ne’

The 'dateTine’ attribute syntax is a standard, fixed Iength, 11 octet
representation of the "DateAndTi ne" syntax as defined in RFC 2579

[ RFC2579]. RFC 2579 also identifies an 8 octet representation of a
"Dat eAndTi me" val ue, but | PP objects MJST use the 11 octet
representation. A user interface will provide a nmapping between

prot ocol dateTine values and di spl ayabl e user-friendly words or
presentation values and phrases which are localized to the natura

| anguage and date format of the user.

4.1.15 'resolution
The "resolution attribute syntax specifies a two-di nensiona

resolution in the indicated units. It consists of 3 values: a cross
feed direction resolution (positive integer value), a feed direction
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resol ution (positive integer value), and a units value. The
semantics of these three conponents are taken fromthe Printer MB

[ RFC1759] suggested values. That is, the cross feed direction
conmponent resol ution conmponent is the sane as the

prt Mar ker Addr essabi lityXFeedDir object in the Printer MB, the feed
di rection conponent resol ution conponent is the same as the

prt Mar ker Addr essabi lityFeedDir in the Printer MB, and the units
conponent is the sanme as the prtMarker AddressabilityUnit object in
the Printer MB (nanely, '3 indicates dots per inch and '4

i ndi cates dots per centineter). Al three values MJST be present
even if the first two values are the same. Exanple: ’'300°, ’'600, °’
3" indicates a 300 dpi cross-feed direction resolution, a 600 dp
feed direction resolution, since a '3 indicates dots per inch (dpi).

4.1.16 '1set>xr X

The "1setOF X attribute syntax is 1 or nore values of attribute
syntax type X. This syntax type is used for nulti-valued attributes.
The syntax type is called "1setOf’' rather than just 'setOf' as a

rem nder that the set of values MJUST NOT be enpty (i.e., a set of
size 0). Sets are nornally unordered. However each attribute
description of this type may specify that the values MIST be in a
certain order for that attribute.

4.2 Job Tenplate Attributes

Job Tenplate attributes describe job processing behavior. Support
for Job Tenplate attributes by a Printer object is OPTIONAL (see
section 13.2.3 for a description of support for OPTIONAL attri butes).
Al so, clients OPTIONALLY supply Job Tenplate attributes in create
requests.

Job Tenplate attributes conformto the following rules. For each Job
Tenpl ate attribute called "xxx":

1. If the Printer object supports "xxx" then it MJST support both a
"xxx-default" attribute (unless there is a "No" in the table
bel ow) and a "xxx-supported" attribute. |f the Printer object
doesn’t support "xxx", then it MJST support neither an "Xxxx-
default" attribute nor an "xxx-supported" attribute, and it MJST
treat an attribute "xxx" supplied by a client as unsupport ed.
An attribute "xxx" nay be supported for sone docunent formats
and not supported for other docunent formats. For exanple, it
is expected that a Printer object would only support
"orientation-requested” for sone docunment formats (such as
text/plain or 'text/htm’) but not others (such as’
application/postscript’).
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2. "xxx" is OPTIONALLY supplied by the client in a create request.
If "xxx" is supplied, the client is indicating a desired job
processi ng behavior for this Job. Wen "xxx" is not supplied,
the client is indicating that the Printer object apply its
default job processing behavior at job processing time if the
docunment content does not contain an enbedded instruction
i ndi cating an xxx-rel ated behavi or

Note: Since an administrator MAY change the default val ue
attribute after a Job object has been submtted but before it
has been processed, the default val ue used by the Printer object
at job processing tinme may be different that the default val ue
in effect at job submission tine.

3. The "xxx-supported" attribute is a Printer object attribute that
descri bes which job processing behaviors are supported by that
Printer object. A client can query the Printer object to find
out what xxx-rel ated behaviors are supported by inspecting the
returned val ues of the "xxx-supported" attribute.

Not e: The "xxx" in each "xxx-supported" attribute nane is

si ngul ar, even though an "xxx-supported"” attribute usually has
nmore than one val ue, such as "job-sheet-supported”, unless the
"xxx" Job Tenplate attribute is plural, such as "finishings" or
"sides". In such cases the "xxx-supported" attribute nanes are:
"finishings-supported” and "sides-supported"

4. The "xxx-default" default value attribute describes what will be
done at job processing tine when no other job processing
information is supplied by the client (either explicitly as an
I PP attribute in the create request or inplicitly as an enbedded
instruction within the docunent data).

If an application wishes to present an end user with a list of
supported val ues fromwhich to choose, the application SHOULD query
the Printer object for its supported value attributes. The
application SHOULD al so query the default value attributes. |If the
application then limts selectable values to only those val ue that
are supported, the application can guarantee that the values supplied
by the client in the create request all fall within the set of
supported values at the Printer. Wen querying the Printer, the
client MAY enunerate each attribute by name in the Get-Printer-
Attributes Request, or the client MAY just nane the "job-tenpl ate"
group in order to get the conplete set of supported attributes (both
supported and default attributes).
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The "finishings" attribute is an exanple of a Job Tenplate attribute.
It can take on a set of values such as 'staple’, 'punch’, and/or '’
cover’. A client can query the Printer object for the "finishings-
supported" attribute and the "finishings-default” attribute. The
supported attri bute contains a set of supported values. The default
val ue attribute contains the finishing value(s) that will be used for
a new Job if the client does not supply a "finishings" attribute in
the create request and the docunent data does not contain any
corresponding finishing instructions. |If the client does supply the
"finishings" attribute in the create request, the |IPP object
val i dates the value or values to nmake sure that they are a subset of
the supported values identified in the Printer object’s "finishings-
supported" attribute. See section 3.2.1.2.

The tabl e bel ow sumari zes the nanmes and rel ati onships for all Job
Tenpl ate attributes. The first colum of the table (labeled "Job
Attribute") shows the nane and syntax for each Job Tenplate attribute
in the Job object. These are the attributes that can optionally be
supplied by the client in a create request. The | ast two col umms
(labeled "Printer: Default Value Attribute" and "Printer: Supported
Val ues Attribute") shows the name and syntax for each Job Tenplate
attribute in the Printer object (the default value attribute and the
supported values attribute). A "No" in the table neans the Printer
MUST NOT support the attribute (that is, the attribute is sinply not
applicable). For brevity in the table, the "text’ and 'nanme’ entries
do not show the maxi nrumlength for each attribute.

+ + + +
| Job Attribute | Printer: Default Value| Printer: Supported

| | Attribute | Val ues Attribute

+ + + +
| job-priority | job-priority-default |job-priority-supported
| (integer 1:100) | (integer 1:100) | (i nteger 1:100)

o m e e e e e e me o oo o e e e e e e oo o e e e e e e oo +
| job-hold-until | job-hold-until- | j ob-hol d-until - |
| (type3 keyword | | default | supported |
| nane) | (type3 keyword | | (1set X |
| | nane) | type3 keyword | nane) |
N T T T T +
| job-sheets | job-sheets-default | j ob- sheet s- support ed

| (type3 keyword | | (type3 keyword | | (1set O

| nane) | nane) | type3 keyword | nane)
S S e +
| mul tipl e-docunent- | nul ti pl e- docunent - | mul ti pl e-docunent - |
| handling | bhandling-default | handl i ng- support ed

| (type2 keyword) | (type2 keyword) | (1setOF type2 keyword) |
o e - o e e e o e e e +
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+ + + +
| Job Attribute | Printer: Default Value| Printer: Supported
| | Attribute | Val ues Attribute
+ + + +
| copies | copies-default | copies-supported
| (integer (1:MAX)) | (integer (1:MAX)) | (rangeCt | nteger |
| | | (1: MAX)) |
e e e e ek o e e e e e e oo o e e e e e e oo +

| finishings
| (1setX type2 enum

| page-ranges

| (lsetOF

| range | nt eger
|

(1: MAX))

| sides
| (type2 keyword)

nunber - up

(integer (1: MAX))

| orientation-
| requested
| (type2 enunm

medi a
(type3 keyword |
nane)

| printer-resolution]

| (resolution)

| print-quality
| (type2 enum

deBry, et al

| finishings-default
| (1setX type2 enum

| sides-default
| (type2 keyword)

| nunber-up-default
| (integer (1:MAX))
I
I
|

| ori entation-requested-
| default

| (type2 enum

nmedi a- def aul t
(type3 keyword |
nane)

printer-resol ution-
| default
| (resolution)

| print-quality-default
| (type2 enum

Experi ment al

| finishings-supported
| (1setX type2 enum

| page-ranges- |
| supported (bool ean)

| |
| |

| sides-supported |
| (1setOf type2 keyword) |

e e e e e e oo +
| nunber-up-supported
| (1set X integer
| (1:NAX) | |
| rangeO I nteger |
| (11 MAX)) |
e e e e e e oo +
| ori entation-request ed-
| supported |
| (1lsetOr type2 enum
o e e e +
| medi a- supported |
| (1set X |
| type3 keyword | nane) |
| |
| nedi a-ready |
| (1set O |
| type3 keyword | nane)
e e e e e e oo +
| printer-resolution-
| supported |
| (1set X resol ution) |
o e e e +
| print-quality- |
| supported |
| (1setOX type2 enum
Fmm e e e a oo +
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4.2.1 job-priority (integer(1:100))

This attribute specifies a priority for scheduling the Job. A higher
val ue specifies a higher priority. The value 1 indicates the | owest
possible priority. The value 100 indicates the highest possible
priority. Anong those jobs that are ready to print, a Printer MJST
print all jobs with a priority value of n before printing those with
a priority value of n-1 for all n.

If the Printer object supports this attribute, it MJST al ways support
the full range from1 to 100. No administrative restrictions are
permtted. This way an end-user can always nake full use of the
entire range with any Printer object. |If privileged jobs are

i mpl ement ed outside PP/ 1.0, they MJUST have priorities higher than
100, rather than restricting the range avail able to end-users.

If the client does not supply this attribute and this attribute is
supported by the Printer object, the Printer object MJST use the
value of the Printer object’'s "job-priority-default” at job

submi ssion tinme (unlike nost Job Tenplate attributes that are used if
necessary at job processing tine).

The syntax for the "job-priority-supported” is also integer(1:100).
This single integer value indicates the nunber of priority levels
supported. The Printer object MJST take the val ue supplied by the
client and map it to the closest integer in a sequence of n integers
val ues that are evenly distributed over the range from1 to 100 using
the formul a:

roundToNear est | nt ((100x+50)/ n)

where n is the value of "job-priority-supported" and x ranges fromO
through n-1

For exanple, if n=1 the sequence of values is 50; if n=2, the
sequence of values is: 25 and 75; if n = 3, the sequence of val ues
is: 17, 50 and 83; if n = 10, the sequence of values is: 5, 15, 25,
35, 45, b5, 65, 75, 85, and 95; if n = 100, the sequence of val ues
is: 1, 2, 3, . 100.

If the value of the Printer object’s "job-priority-supported” is 10
and the client supplies values in the range 1 to 10, the Printer
object maps themto 5, in the range 11 to 20, the Printer object nmaps
themto 15, etc.
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4.2.2 job-hold-until (type3 keyword | nane (MAX))

This attribute specifies the named tine period during which the Job
MUST becone a candidate for printing.

St andard keyword val ues for naned tinme periods are:

"no-hold : inmediately, if there are not other reasons to hold the
j ob

"day-tine’: during the day

‘eveni ng’: evening

"night’: night

"weekend’' : weekend

"second-shift’: second-shift (after close of business)

"third-shift’: third-shift (after mnidnight)

An admi ni strator MJST associate allowable print tines with a naned
tinme period (by neans outside IPP/1.0). An admnistrator is
encouraged to pick nanes that suggest the type of tinme period. An
admi ni strator MAY define additional values using the 'name’ or ’
keyword’ attribute syntax, depending on inplenentation

If the value of this attribute specifies a tinme period that is in the
future, the Printer MJUST add the 'job-hold-until-specified value to
the job’s "job-state-reasons” attribute, nove the job to the
pendi ng- hel d’ state, and MJUST NOT schedule the job for printing unti
the specified time-period arrives. When the specified tine period
arrives, the Printer MJST renove the ’job-hold-until-specified value
fromthe job’s "job-state-reason" attribute and, if there are no
other job state reasons that keep the job in the ’pending-held

state, the Printer MJST consider the job as a candi date for
processing by nmoving the job to the ’'pending state.

If this job attribute value is the naned value 'no-hold, or the
specified tinme period has already started, the job MIST be a
candi date for processing i mediately.

If the client does not supply this attribute and this attribute is
supported by the Printer object, the Printer object MJST use the
value of the Printer object’s "job-hold-until-default" at job

submi ssion tinme (unlike nmost Job Tenplate attributes that are used if
necessary at job processing tine).

4.2.3 job-sheets (type3 keyword | nanme( MAX))

This attribute determ nes which job start/end sheet(s), if any, MJST
be printed with a job.

deBry, et al. Experi ment al [ Page 75]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

St andard keyword val ues are:

"none’: no job sheet is printed

"standard’: one or nore site specific standard job sheets are
printed, e.g. a single start sheet or both start and end sheet
is printed

An admini strator MAY define additional values using the 'name’ or ’
keyword’ attribute syntax, depending on inplenentation

Note: The effect of this attribute on jobs with nmultiple docunments
MAY be affected by the "nultipl e-docunent-handling" job attribute
(section 4.2.4), depending on the job sheet senantics.

4.2.4 nultiple-docunent-handling (type2 keyword)

This attribute is relevant only if a job consists of two or nore
docunents. The attribute controls finishing operations and the

pl acenent of one or nobre print-stream pages into inpressions and onto
medi a sheets. \Wen the value of the "copies" attribute exceeds 1, it
al so controls the order in which the copies that result from
processi ng the docunents are produced. For the purposes of this
explanations, if "a" represents an instance of docunent data, then
the result of processing the data in docunent "a" is a sequence of
medi a sheets represented by "a(*)".

St andard keyword val ues are:

"single-docunent’: If a Job object has multiple docunments, say, the
docunent data is called a and b, then the result of processing
all the docunent data (a and then b) MJUST be treated as a single
sequence of nedia sheets for finishing operations; that is,
finishing would be perforned on the concatenation of the
sequences a(*),b(*). The Printer object MJUST NOT force the data
in each docunent instance to be formatted onto a new print-
stream page, nor to start a new i npression on a new nedi a sheet.
If nore than one copy is nmade, the ordering of the sets of nedia
sheets resulting from processing the docunent data MJST be a(*),

b(*), a(*), b(*), ..., and the Printer object MJST force each
copy (a(*),b(*)) to start on a new nedia sheet.
’ separ at e- docunent s-uncol | ated-copies’: |If a Job object has

mul ti pl e docunents, say, the docunent data is called a and b
then the result of processing the data in each docunent instance
MUST be treated as a single sequence of nmedia sheets for
finishing operations; that is, the sets a(*) and b(*) would each
be finished separately. The Printer object MJIST force each copy
of the result of processing the data in a single docunent to
start on a new nedia sheet. If nore than one copy is nade, the
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ordering of the sets of nedia sheets resulting from processing

t he docunent data MJUST be a(*), a(*), ..., b(*), b(*) ... .
' separ at e-docunent s-col | ated-copies’: |f a Job object has nmultiple
docunents, say, the document data is called a and b, then the
result of processing the data in each document instance MJST be
treated as a single sequence of nedia sheets for finishing
operations; that is, the sets a(*) and b(*) would each be
finished separately. The Printer object MJST force each copy of
the result of processing the data in a single docunent to start
on a new nedia sheet. |If nore than one copy is nade, the
ordering of the sets of nmedia sheets resulting from processing
t he docunent data MJUST be a(*), b(*), a(*), b(*), .
ngl e- docunent - new sheet’: Sane as ’'single-docunment’, except
that the Printer object MJUST ensure that the first inpression of
each docunment instance in the job is placed on a new nedi a
sheet. This value allows multiple docunments to be stapled
together with a single staple where each docunent starts on a
new sheet.

S

The ’'single-docunment’ value is the sane as ’separate-docunents-

coll ated-copies’ with respect to ordering of print-stream pages, but
not nedi a sheet generation, since ’single-docunent’” wll put the
first page of the next docunent on the back side of a sheet if an odd
nunber of pages have been produced so far for the job, while

separ at e- docunent s- col | at ed-copi es’ al ways forces the next docunent
or docunent copy on to a new sheet. |In addition, if the "finishings"
attribute specifies 'staple’, then with ’single-docunent’, documents
a and b are stapled together as a single document with no regard to
new sheets, with ’single-docunment-new sheet’, docunents a and b are
stapl ed toget her as a single docunent, but docunent b starts on a new
sheet, but with ’'separate-docunents-uncoll ated-copies’ and

separ at e- docunent s- col | at ed- copi es’, docunents a and b are stapled
separately.

Not e: None of these val ues provide neans to produce uncol |l ated sheets
within a docunent, i.e., where nultiple copies of sheet n are
produced before sheet n+l of the sanme docunent.

The relationship of this attribute and the other attributes that
control docunent processing is described in section 15. 3.

4.2.5 copies (integer(1l: MAX))
This attribute specifies the nunber of copies to be printed.
On many devi ces the supported nunber of collated copies will be

limted by the nunber of physical output bins on the device, and may
be different fromthe nunber of uncollated copies which can be
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support ed.

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.6 finishings (1setOf type2 enum

This attribute identifies the finishing operations that the Printer
uses for each copy of each printed docunent in the Job. For Jobs with
mul tiple docunents, the "nultiple-docunent-handling" attribute
determi nes what constitutes a "copy" for purposes of finishing.

St andard enum val ues are:
Val ue Synbolic Nanme and Description

'3 "none’:  Performno finishing

T "staple’: Bind the docunent(s) with one or nore staples.
The exact nunber and pl acenent of the staples is
site-defined.

'5’ "punch’: This value indicates that holes are required in
the finished docunent. The exact nunber and pl acenent
of the holes is site-defined The punch specification
MAY be satisfied (in a site- and inplenmentation-

specific manner) either by drilling/punching, or by
substituting pre-drilled nedia.
"6’ "cover': This value is specified when it is desired to

sel ect a non-printed (or pre-printed) cover for the
docunent. This does not supplant the specification of
a printed cover (on cover stock medium by the
docunent itself.

T "bind’: This value indicates that a binding is to be
applied to the docunent; the type and pl acenent of the
binding is site-defined."”

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

If the client supplies a value of 'none’ along with any other

conmbi nation of values, it is the sane as if only that other

conmbi nati on of values had been supplied (that is the 'none’ val ue has
no effect).
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4.2.7 page-ranges (lsetOf rangeCf |l nteger (1:MAX))

This attribute identifies the range(s) of print-stream pages that the
Printer object uses for each copy of each document which are to be
printed. Nothing is printed for any pages identified that do not

exi st in the docunent(s). Ranges MJST be in ascending order, for
exanmple: 1-3, 5-7, 15-19 and MJUST NOT overlap, so that a non-spooling
Printer object can process the job in a single pass. |f the ranges
are not ascending or are overlapping, the | PP object MIST reject the
request and return the 'client-error-bad-request’ status code. The
attribute is associated with print-stream pages not application-
nunbered pages (for exanple, the page nunbers found in the headers
and or footers for certain word processing applications).

For Jobs with nultiple documents, the "multipl e-docunent-handling"
attribute determ nes what constitutes a "copy" for purposes of the
speci fi ed page range(s). Wen "multiple-docunent-handling” is "’
singl e-docunent’, the Printer object MJST apply each supplied page
range once to the concatenation of the print-stream pages. For
exanple, if there are 8 docunents of 10 pages each, the page-range
41:60" prints the pages in the 5th and 6th docunents as a single
docunent and none of the pages of the other docunents are printed.
When "nul ti pl e-docunent - handl i ng" is ’separate-docunents-uncol | at ed-
copi es’ or ’'separate-docunents-collated-copies’, the Printer object
MUST apply each supplied page range repeatedly to each docunent copy.
For the same job, the page-range ’'1:3, 10:10" would print the first 3
pages and the 10th page of each of the 8 docunents in the Job, as 8
separate docunents.

In nost cases, the exact pages to be printed will be generated by a
device driver and this attribute would not be required. However,
when printing an archived docunent which has al ready been fornmatted,
the end user may elect to print just a subset of the pages contained
in the docunent. 1In this case, if page-range = n.mis specified, the
first page to be printed will be page n. Al subsequent pages of the
docunent will be printed through and including page m

"page-ranges-supported" is a bool ean val ue indicating whether or not
the printer is capable of supporting the printing of page ranges.
This capability may differ fromone PDL to another. There is no
"page-ranges-default" attribute. |If the "page-ranges"” attribute is
not supplied by the client, all pages of the docunent will be
printed.
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Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.8 sides (type2 keyword)
This attribute specifies how print-stream pages are to be inposed
upon the sides of an instance of a selected nmedium i.e., an

i mpr essi on.

The standard keyword val ues are:

"one-sided’ : inmposes each consecutive print-stream page upon the
same side of consecutive nedia sheets.
"two- si ded-1 ong-edge’: inposes each consecutive pair of print-

stream pages upon front and back sides of consecutive nedia
sheets, such that the orientation of each pair of print-stream
pages on the medi um would be correct for the reader as if for
bi nding on the long edge. This inposition is sonetines called
dupl ex’ or ' head-to-head’

"two- si ded-short-edge’: inposes each consecutive pair of print-
stream pages upon front and back sides of consecutive nedia
sheets, such that the orientation of each pair of print-stream
pages on the medi um would be correct for the reader as if for
bi nding on the short edge. This inposition is sonetinmes called
"tunbl e’ or ’'head-to-toe’

"two- si ded-1 ong-edge’, ’two-sided-short-edge’, 'tunble’, and ’duplex’
all work the same for portrait or |andscape. However 'head-to-toe
is "tunble’ in portrait but 'duplex’ in |landscape. 'head-to-head

al so switches between 'duplex’ and ’'tunble’ when using portrait and
| andscape nodes.

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.9 nunber-up (integer(1l: MAX))
This attribute specifies the nunber of print-stream pages to inpose

upon a single side of an instance of a selected medium For exanple,
if the value is:
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Val ue Description

"1 the Printer MJST place one print-stream page on a single
side of an instance of the sel ected nmedi um ( MAY add
some sort of translation, scaling, or rotation).

12 the Printer MJUST place two print-stream pages on a single
side of an instance of the sel ected nmedi um ( MAY add
sone sort of translation, scaling, or rotation).

4 the Printer MJUST place four print-stream pages on a single
side of an instance of the sel ected nmedi um ( MAY add
some sort of translation, scaling, or rotation).

This attribute primarily controls the translation, scaling and
rotation of print-stream pages

Note: The effect of this attribute on jobs with rmultiple docunents is
controlled by the "nultiple-docunent-handling” job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.10 orientation-requested (type2 enum

This attribute indicates the desired orientation for printed print-
stream pages; it does not describe the orientation of the client-
supplied print-stream pages

For some docunent formats (such as 'application/postscript’), the
desired orientation of the print-stream pages is specified within the
docunent data. This infornmation is generated by a device driver
prior to the submission of the print job. her docunment formats
(such as "text/plain’) do not include the notion of desired
orientation within the docunent data. 1In the latter case it is
possible for the Printer object to bind the desired orientation to
the docunent data after it has been submitted. It is expected that a
Printer object would only support "orientations-requested" for sone
docunent formats (e.g., 'text/plain’ or 'text/htm ') but not others
(e.g., '"application/postscript’). This is no different than any
other Job Tenplate attribute since section 4.2, item1, points out
that a Printer object may support or not support any Job Tenpl ate
attribute based on the docunent format supplied by the client.
However, a special nmention is nade here since it is very likely that
a Printer object will support "orientation-requested" for only a
subset of the supported document fornmats.
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St andard enum val ues are:

Val ue Synbolic Nane and Descri ption

'3 "portrait’: The content will be inmaged across the short
edge of the nedi um
Ty "landscape’: The content will be imged across the |ong

edge of the nedium Landscape is defined to be a
rotation of the print-streampage to be i naged by +90
degrees with respect to the nedium (i.e. anti-

cl ockwi se) fromthe portrait orientation. Note: The
+90 direction was chosen because sinple finishing on
the I ong edge is the sane edge whether portrait or

| andscape

' 5’ ‘reverse-landscape’: The content will be inaged across the
| ong edge of the nmedium Reverse-landscape is defined
to be a rotation of the print-stream page to be inmged
by - 90 degrees with respect to the nedium(i.e.
cl ockwi se) fromthe portrait orientation. Note: The '’
reverse-|l andscape’ val ue was added because sone
applications rotate | andscape -90 degrees from
portrait, rather than +90 degrees.

' 6’ ‘reverse-portrait’: The content will be imaged across the
short edge of the nedium Reverse-portrait is defined
to be a rotation of the print-stream page to be inmaged
by 180 degrees with respect to the mediumfromthe
portrait orientation. Note: The 'reverse-portrait’
val ue was added for use with the "finishings"
attribute in cases where the opposite edge is desired
for finishing a portrait docunent on sinple finishing
devi ces that have only one finishing position. Thus a
"text'/plain’ portrait document can be stapled "on the
right" by a sinple finishing device as is comon use
with some m ddl e eastern | anguages such as Hebrew.

Note: The effect of this attribute on jobs with nultiple docunents is
controlled by the "nultiple-docunent-handling" job attribute (section
4.2.4) and the relationship of this attribute and the other
attributes that control document processing is described in section
15. 3.

4.2.11 media (type3 keyword | nane( MAX))

This attribute identifies the nediumthat the Printer uses for al
i mpressions of the Job.

The val ues for "nedia" include nmedi um nanes, nedi umsizes, input-
trays and electronic forns so that one attribute specifies the nedia.
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If a Printer object supports a nediumnanme as a value of this
attribute, such a nediumnane inplicitly selects an input-tray that
contains the specified nmedium |If a Printer object supports a nedi um
size as a value of this attribute, such a mediumsize inplicitly
selects a mediumnane that in turn inplicitly selects an input-tray
that contains the mediumw th the specified size. |If a Printer

obj ect supports an input-tray as the value of this attribute, such an
input-tray inplicitly selects the mediumthat is in that input-tray
at the tine the job prints. This case includes manual -feed input-
trays. If a Printer object supports an electronic formas the val ue
of this attribute, such an electronic forminmplicitly selects a

medi umnanme that in turn inplicitly selects an input-tray that
contains the nedium specified by the electronic form The electronic
formalso inplicitly selects an inage that the Printer MJST nerge
with the docunent data as its prints each page

Standard keyword val ues are (taken from | SO DPA and the Printer M B)
and are listed in section 14. An administrator MAY define additiona
val ues using the 'nane’ or 'keyword' attribute syntax, depending on
i mpl enent ati on.

There is also an additional Printer attribute nanmed "nedi a-ready"
which differs from "nmedi a-supported” in that |egal values only

i nclude the subset of "nedia-supported" values that are physically

| oaded and ready for printing with no operator intervention required.
If an | PP object supports "nedi a-supported", it NEED NOT support
"medi a- r eady"

The relationship of this attribute and the other attributes that
control docunent processing is described in section 15. 3.

4.2.12 printer-resolution (resol ution)

This attribute identifies the resolution that Printer uses for the
Job.

4.2.13 print-quality (type2 enum

This attribute specifies the print quality that the Printer uses for
t he Job.

The standard enum val ues are:

Val ue Synbolic Nane and Descri ption

'3 "draft’: lowest quality available on the printer
T "normal ’: normal or internediate quality on the printer
'5’ "high': highest quality available on the printer
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4.3 Job Description Attributes

The attributes in this section formthe attribute group called "job-

description". The follow ng table sumarizes these attributes. The

third columm indicates whether the attribute is a REQU RED attribute

that MJUST be supported by Printer objects. |If it is not indicated as
REQUIRED, then it is OPTIONAL. The maxinmumsize in octets for 'text’
and 'name’ attributes is indicated in parenthesizes.

S o [ TS
| Attribute | Synt ax | REQUI RED?

oot e e e oo - - o e e e oo oo o - S
| job-uri | wuri | REQUI RED

Fom e e e e e e ee e o e e e e e e oo o e oo
| job-id | integer(1: MAX) | REQUI RED
S o [ TS
| job-printer-uri | uri | REQUI RED

oot e e e oo - - o e e e oo oo o - S
| job-nore-info | wuri |

Fom e e e e e e ee e o e e e e e e oo o e oo
| job-nane | narme (MAX) | REQUI RED
S o [ TS
| job-originating-user-nanme | nane (MAX) | REQUI RED

oot e e e oo - - o e e e oo oo o - S
| job-state | typel enum | REQUI RED

Fom e e e e e e ee e o e e e e e e oo o e oo
| job-state-reasons | 1setOf type2 keyword |
S o [ TS
| job-state-nmessage | text (MAX) |

oot e e e oo - - o e e e oo oo o - S
| nunber - of - docunent s | integer (0: MAX) |

Fom e e e e e e ee e o e e e e e e oo o e oo
| output-device-assi gned | nane (127) |
S o [ TS
| time-at-creation | integer (0: MAX) |

oot e e e oo - - o e e e oo oo o - S
| tine-at-processing | integer (0: MAX) |

Fom e e e e e e ee e o e e e e e e oo o e oo
| tine-at-conpleted | integer (0: MAX) |
S o [ TS
| nunber-of-intervening-jobs | integer (0: MAX) |

oot e e e oo - - o e e e oo oo o - S
| job-message-fromoperator | text (127) |

Fom e e e e e e ee e o e e e e e e oo o e oo
| job-k-octets | integer (0: MAX) |
S o [ TS
| job-inpressions | integer (0: MAX) |

oot e e e oo - - o e e e oo oo o - S
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o oo oo O
| Attribute | Synt ax | REQUI RED?

e oo e e oo
| job-medi a-sheets | integer (0: MAX) |

o e e e e e e e e e e e a o o e e e S
| job-k-octets-processed | integer (0:MAX) |
oo oo e
| job-inpressions-conpleted | integer (0:MAX) |

e e e e oo
| job-medi a-sheets-conpleted | integer (0: MAX) |

o e e e e e e e e e e e a o o e e e S
| attributes-charset | charset | REQUI RED
oo e e oaaaoos e
| attributes-natural -l anguage| natural Language | REQUI RED

e e e oo oo

4.3.1 job-uri (uri)

This REQUI RED attribute contains the URI for the job. The Printer
object, on receipt of a new job, generates a URl which identifies the
new Job. The Printer object returns the value of the "job-uri"
attribute as part of the response to a create request. The precise
format of a Job URI is inplenentation dependent. |[If the Printer

obj ect supports nore than one URI and there is some relationship
between the newy formed Job URI and the Printer object’s URI, the
Printer object uses the Printer URI supplied by the client in the
create request. For exanple, if the create request cones in over a
secure channel, the new Job URI MJST use the same secure channel
This can be guaranteed because the Printer object is responsible for
generating the Job URI and the Printer object is aware of its
security configuration and policy as well as the Printer URI used in
the create request.

For a description of this attribute and its relationship to "job-id"
and "job-printer-uri" attribute, see the discussion in section 2.4 on
"Cbject ldentity".

4.3.2 job-id (integer(1l: MAX))

This REQUI RED attribute contains the ID of the job. The Printer, on
recei pt of a new job, generates an I D which identifies the new Job on
that Printer. The Printer returns the value of the "job-id"
attribute as part of the response to a create request. The 0 val ue
is not included to allow for conpatibility with SNMP i ndex val ues

whi ch al so cannot be 0.
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For a description of this attribute and its relationship to "job-uri"
and "job-printer-uri" attribute, see the discussion in section 2.4 on
"Chject ldentity".

4.3.3 job-printer-uri (uri)

This REQUIRED attribute identifies the Printer object that created
this Job object. When a Printer object creates a Job object, it

popul ates this attribute with the Printer object URI that was used in
the create request. This attribute permits a client to identify the
Printer object that created this Job object when only the Job
object’s URI is available to the client. The client queries the
creating Printer object to determ ne which | anguages, charsets,
operations, are supported for this Job

For a description of this attribute and its relationship to "job-uri"
and "job-id" attribute, see the discussion in section 2.4 on "bject
I dentity".

4.3.4 job-nore-info (uri)

Simlar to "printer-nore-info", this attribute contains the URI
referencing sone resource with nore information about this Job
obj ect, perhaps an HTM. page containing information about the Job

4.3.5 job-name (nanme( MAX))

This REQUI RED attribute is the name of the job. It is a name that is
nmore user friendly than the "job-uri" attribute value. It does not
need to be uni que between Jobs. The Job’s "job-nane" attribute is
set to the value supplied by the client in the "job-name" operation
attribute in the create request (see Section 3.2.1.1). I f, however,
the "job-nane" operation attribute is not supplied by the client in
the create request, the Printer object, on creation of the Job, MJST
generate a nanme. The printer SHOULD generate the value of the Job’s
"job-name" attribute fromthe first of the foll owi ng sources that
produces a value: 1) the "docunent-nane" operation attribute of the
first (or only) document, 2) the "docunent-URI" attribute of the
first (or only) docunment, or 3) any other piece of Job specific
and/ or Docunment Content information

4.3.6 job-originating-user-nane (name(MX))
This REQUI RED attribute contains the nane of the end user that
submitted the print job. The Printer object sets this attribute to

the nost authenticated printable nanme that it can obtain fromthe
aut henti cation service over which the | PP operation was received.
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Only if such is not available, does the Printer object use the val ue
supplied by the client in the "requesting-user-nanme" operation
attribute of the create operation (see Section 8).

Note: The Printer object needs to keep an internal originating user
id of some form typically as a credential of a principal, with the
Job object. Since such an internal attribute is inplenentation-
dependent and not of interest to clients, it is not specified as a
Job Description attribute. This originating user id is used for

aut hori zati on checks (if any) on all subsequent operation.

4.3.7 job-state (typel enum

This REQUIRED attribute identifies the current state of the job.
Even t hough the I PP protocol defines eight values for job states,
i npl enment ati ons only need to support those states which are
appropriate for the particular inplementation. In other words, a
Printer supports only those job states inplenented by the out put
device and available to the Printer object inplenentation

St andard enum val ues are:
Val ues Synbolic Name and Description

'3 "pending’: The job is a candidate to start processing, but
is not yet processing.

i "pending-held’: The job is not a candidate for processing
for any nunber of reasons but will return to the
pendi ng’ state as soon as the reasons are no |onger
present. The job’s "job-state-reason"” attribute MJST
i ndicate why the job is no | onger a candidate for
processi ng.

5 "processing’ : One or nore of:

1. the job is using, or is attenpting to use, one or
nmore purely software processes that are anal yzing,
creating, or interpreting a PDL, etc.

2. the job is using, or is attenpting to use, one or
nore hardware devices that are interpreting a PDL,
maki ng marks on a nedi um and/or perform ng finishing,
such as stapling, etc.,

3. the Printer object has nade the job ready for
printing, but the output device is not yet printing
it, either because the job hasn’'t reached the output
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devi ce or because the job is queued in the output
devi ce or sone other spooler, awaiting the output
device to print it.

When the job is in the 'processing’ state, the entire
job state includes the detailed status represented in
the printer’'s "printer-state", "printer-state-
reasons", and "printer-state-nessage" attributes.

| mpl enent ati ons MAY, though they NEED NOT, i nclude
additional values in the job’s "job-state-reasons”
attribute to indicate the progress of the job, such as
adding the "job-printing’ value to indicate when the
out put device is actually making narks on paper and/or
the ' processing-to-stop-point’ value to indicate that
the PP object is in the process of canceling or
aborting the job. Mst inplenentations won't bother
with this nuance

" processi ng-stopped’: The job has stopped while processing

for any nunber of reasons and will return to the
processing’ state as soon as the reasons are no | onger
present.

The job’'s "job-state-reason" attribute MAY indicate
why the job has stopped processing. For exanple, if
the out put device is stopped, the ’printer-stopped

val ue MAY be included in the job’s "job-state-reasons”
attribute.

Note: When an output device is stopped, the device
usually indicates its condition in human readable form
locally at the device. A client can obtain nore

conpl ete device status renotely by querying the
Printer object’s "printer-state", "printer-state-
reasons" and "printer-state-nessage" attributes.

"canceled’: The job has been cancel ed by a Cancel - Job

operation and the Printer object has conpl eted
canceling the job and all job status attributes have
reached their final values for the job. While the
Printer object is canceling the job, the job renuains
inits current state, but the job’s "job-state-
reasons" attribute SHOULD contain the ’'processing-to-
stop-point’ value and one of the ’'cancel ed-by-user’
cancel ed- by-operator’, or ’'cancel ed-at-device val ue.
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When the job noves to the 'canceled state, the '’
processi ng-to-stop-point’ value, if present, MJST be

renoved, but the ’'cancel ed-by-xxx', if present, MJIST
remain.
'8 "aborted’ : The job has been aborted by the system usually

while the job was in the 'processing or 'processing-
stopped’ state and the Printer has conpleted aborting
the job and all job status attributes have reached
their final values for the job. Wile the Printer
object is aborting the job, the job remains in its
current state, but the job's "job-state-reasons”
attribute SHOULD contain the ’'processing-to-stop-

poi nt’ and 'aborted-by-systenmi values. Wen the job
nmoves to the 'aborted state, the 'processing-to-
stop-point’ value, if present, MJST be renoved, but
the ' aborted-by-system value, if present, MJST
remai n.

"o "conpleted': The job has conpleted successfully or with
warnings or errors after processing and all of the job
medi a sheets have been successfully stacked in the
appropriate output bin(s) and all job status
attributes have reached their final values for the
job. The job’s "job-state-reasons" attribute SHOULD

contain one of: ’'conpleted-successfully’,
conpl eted-wi t h-warni ngs’, or 'conpleted-with-errors
val ues.

The final value for this attribute MJST be one of: 'conpleted,
canceled’, or 'aborted’ before the Printer renoves the job
altogether. The length of tinme that jobs remain in the 'canceled , ’
aborted’, and ’'conpleted states depends on inplenentation.

The following figure shows the normal job state transitions.

+----> cancel ed
/
+---->pending -------- > processing --------- Fo-m-- > conpl et ed
| AN AN \
--->+ | | +----> aborted
| % % /

+----> pendi ng- hel d processi ng- st opped ---+

Normal ly a job progresses fromleft to right. Oher state
transitions are unlikely, but are not forbidden. Not shown are the
transitions to the 'canceled state fromthe ’pending’, ’pending-
hel d’, and ' processing-stopped’ states.
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Jobs reach one of the three terminal states: 'conpleted , ’'cancel ed
or 'aborted , after the jobs have conpleted all activity, including
stacki ng output nedia, after the jobs have conpleted all activity,
and all job status attributes have reached their final values for the
j ob.

Note: As with all other IPP attributes, if the inplenentation can not
determine the correct value for this attribute, it SHOULD respond
with the out-of-band val ue ’'unknown’ (see section 4.1) rather than
try to guess at some possibly incorrect value and give the end user
the wong inpression about the state of the Job object. For exanple,
if the inplenentation is just a gateway into sonme printing system
that does not provide detailed status about the print job, the I PP
Job object’s state might literally be 'unknown'.

4.3.8 job-state-reasons (1lsetOf type2 keyword)

This attribute provides additional information about the job's
current state, i.e., information that augnents the value of the job’'s
"job-state" attribute.

| mpl enentati on of these values is OPTIONAL, i.e., a Printer NEED NOT
i npl ement them even if (1) the output device supports the
functionality represented by the reason and (2) is available to the
Printer object inplenmentation. These values MAY be used with any job
state or states for which the reason makes sense. Furthernore, when
i mpl emented, the Printer MJUST return these val ues when the reason
applies and MJUST NOT return them when the reason no | onger applies
whet her the value of the Job’s "job-state" attribute changed or not.
When the Job does not have any reasons for being in its current
state, the value of the Job’s "job-state-reasons" attribute MJIST be
none’ .

Not e: Wil e val ues cannot be added to the 'job-state’ attribute

wi t hout inpacting deployed clients that take actions upon receiving
"job-state" values, it is the intent that additional "job-state-
reasons" val ues can be defined and regi stered wi thout inpacting such
depl oyed clients. |In other words, the "job-state-reasons" attribute
is intended to be extensible.

The followi ng standard keyword val ues are defined. For ease of
under standi ng, the values are presented in the order in which the
reasons are likely to occur (if inplenented), starting with the
job-inconmi ng’ val ue:

"none’: There are no reasons for the job’s current state.

"job-incoming : The Create-Job operation has been accepted by the
Printer, but the Printer is expecting additional Send-Docunent
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and/ or Send- URI operations and/or is accessing/accepting
document dat a.

submi ssion-interrupted’: The job was not conpletely subnmtted for
some unforeseen reason, such as: (1) the Printer has crashed
before the job was closed by the client, (2) the Printer or the
docunent transfer nethod has crashed in sone non-recoverabl e way
before the docunent data was entirely transferred to the
Printer, (3) the client crashed or failed to close the job
before the tinme-out period. See section 4.4.28.

job-outgoing’: The Printer is transnitting the job to the output
devi ce.

j ob-hol d-until-specified : The value of the job's "job-hold-
until" attribute was specified with a tine period that is stil
in the future. The job MJST NOT be a candi date for processing
until this reason is renoved and there are no other reasons to

hol d t he job.
resources-are-not-ready’: At |east one of the resources needed by
the job, such as nedia, fonts, resource objects, etc., is not

ready on any of the physical printer’s for which the job is a
candi date. This condition MAY be detected when the job is
accepted, or subsequently while the job is pending or
processi ng, depending on inplenmentation. The job may remain in
its current state or be noved to the ’pending-held state,
dependi ng on inplenentation and/or job scheduling policy.

printer-stopped-partly’ : The value of the Printer’'s "printer-
state-reasons" attribute contains the value ’'stopped-partly’.
printer-stopped’ : The value of the Printer's "printer-state"

attribute is ’'stopped

job-interpreting : Job is in the ’'processing’ state, but nore
specifically, the Printer is interpreting the docunent data.

j ob-queued’': Job is in the 'processing’ state, but nore
specifically, the Printer has queued the docunent data.

job-transformng : Job is in the 'processing’ state, but nore
specifically, the Printer is interpreting docunent data and
produci ng anot her el ectronic representation

job-printing’: The output device is nmarking nedia. This value is
useful for Printers which spend a great deal of tinme processing
(1) when no marking is happening and then want to show t hat
mar ki ng i s now happening or (2) when the job is in the process
of being cancel ed or aborted while the job remains in the’
processing’ state, but the marking has not yet stopped so that

i mpression or sheet counts are still increasing for the job.
j ob-cancel ed-by-user’: The job was cancel ed by the owner of the
job using the Cancel-Job request, i.e., by a user whose

authenticated identity is the same as the value of the
originating user that created the Job object, or by sone other
aut hori zed end-user, such as a nmenber of the job owner’s
security group.
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"j ob-cancel ed- by-operator’: The job was cancel ed by the operator
usi ng the Cancel -Job request, i.e., by a user who has been
aut henti cated as having operator privileges (whether |ocal or
renote). |If the security policy is to allow anyone to cance
anyone’s job, then this value nmay be used when the job is
cancel ed by other than the owner of the job. For such a
security policy, in effect, everyone is an operator as far as
canceling jobs with I PP is concerned.

'j ob-cancel ed-at-device': The job was canceled by an unidentified
| ocal user, i.e., a user at a console at the device.

"aborted-by-systemi: The job (1) is in the process of being
aborted, (2) has been aborted by the systemand placed in the
aborted’ state, or (3) has been aborted by the system and pl aced
in the 'pending-held state, so that a user or operator can
manual ly try the job again.

' processing-to-stop-point’: The requester has issued a Cancel -Job
operation or the Printer object has aborted the job, but is
still perfornmng sone actions on the job until a specified stop

poi nt occurs or job ternination/cleanup is conpl eted.

This reason is reconmended to be used in conjunction with the’
processing’ job state to indicate that the Printer object is
still perform ng sone actions on the job while the job remains
in the 'processing’ state. After all the job's job description
attributes have stopped increnenting, the Printer object noves
the job fromthe 'processing’ state to the 'canceled or '’
aborted’ job states.

"service-off-line’: The Printer is off-line and accepting no jobs.
Al'l "pending jobs are put into the 'pending-held state. This
situation could be true if the service's or docunent transforms
input is inmpaired or broken

"j ob-conpl et ed-successfully’: The job conpleted successfully.
"j ob-conpl eted-wi th-warnings’: The job conpleted w th warnings.
"job-conpleted-with-errors’: The job conpleted with errors (and

possi bl y war ni ngs too).
4.3.9 job-state-nessage (text(MX))

This attribute specifies informati on about the "job-state" and "j ob-
state-reasons” attributes in human readable text. |If the Printer
obj ect supports this attribute, the Printer object MUST be able to
generate this nessage in any of the natural |anguages identified by
the Printer’s "generated-natural -1 anguage-supported" attribute (see
the "attributes-natural -l anguage" operation attribute specified in
Section 3.1.4.1).
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Note: the value SHOULD NOT contain additional information not
contained in the values of the "job-state" and "job-states-reasons”
attributes, such as interpreter error information. Oherw se,
application progranms might attenpt to parse the (localized text).

For such additional information such as interpreter errors for
application programconsunption, a new attribute with keyword val ues,
needs to be devel oped and regi stered.

4. 3. 10 nunber - of -docunents (integer(0: MAX))

This attribute indicates the nunber of documents in the job, i.e.
t he nunber of Send-Docunent, Send-URI, Print-Job, or Print-UR
operations that the Printer has accepted for this job, regardl ess of
whet her the docunent data has reached the Printer object or not.

| mpl enent ati ons supporting the OPTI ONAL Create-Job/ Send-
Docunent / Send- URI operations SHOULD support this attribute so that
clients can query the nunber of docunents in each job.

4. 3. 11 out put -devi ce-assi gned (nane(127))

This attribute identifies the output device to which the Printer

obj ect has assigned this job. |If an output device inplenents an
enbedded Printer object, the Printer object NEED NOT set this
attribute. If a print server inplenents a Printer object, the val ue

MAY be enpty (zero-length string) or not returned until the Printer
obj ect assigns an output device to the job. This attribute is
particularly useful when a single Printer object support nultiple
devices (so called "fan-out").

4.3.12 time-at-creation (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
was created. In order to populate this attribute, the Printer object
uses the value in its "printer-up-tine" attribute at the tine the Job
obj ect is created.

4.3.13 time-at-processing (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
began processing. |In order to populate this attribute, the Printer
object uses the value in its "printer-up-tine" attribute at the tine
the Job object is noved into the 'processing’ state for the first
tinme.
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4.3.14 time-at-conpl eted (integer(0: MAX))

This attribute indicates the point in tine at which the Job object
conmpl eted (or was cancelled or aborted). |In order to populate this
attribute, the Printer object uses the value in its "printer-up-tine"
attribute at the tine the Job object is noved into the 'conpleted or
"cancel ed’ or 'aborted’ state.

4. 3. 15 nunber-of -intervening-jobs (integer(0: MAX))

This attribute indicates the nunber of jobs that are "ahead" of this
job in the relative chronol ogi cal order of expected tine to conplete
(i.e., the current schedul ed order). For efficiency, it is only
necessary to calculate this value when an operation is perforned that
requests this attribute.

4.3.16 job-nessage-from operator (text(127))

This attribute provides a nessage from an operator, system

adm nistrator or "intelligent" process to indicate to the end user
the reasons for nodification or other managenent action taken on a
j ob.

4.3.17 job-k-octets (integer(0: MAX))

This attribute specifies the total size of the docunent(s) in K
octets, i.e., inunits of 1024 octets requested to be processed in
the job. The value MJST be rounded up, so that a job between 1 and
1024 octets MIST be indicated as being 1, 1025 to 2048 MJST be 2,
etc.

This value MJUST NOT include the nultiplicative factors contributed by
t he nunber of copies specified by the "copies" attribute, independent
of whether the device can process multiple copies wthout making
mul ti pl e passes over the job or docunent data and i ndependent of

whet her the output is collated or not. Thus the value is independent
of the inplenentation and indicates the size of the docunent(s)
nmeasured in K octets independent of the number of copies.

This value MJST al so not include the nultiplicative factor due to a

copi es instruction enbedded in the docunment data. |If the docunent
data actually includes replications of the docunent data, this val ue
will include such replication. In other words, this value is always

the size of the source docunent data, rather than a nmeasure of the
hardcopy output to be produced.
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Note: This attribute and the following two attributes ("job-

i mpressions" and "job-nmedi a-sheets") are not intended to be counters;
they are intended to be useful routing and scheduling information if
known. For these three attributes, the Printer object may try to
compute the value if it is not supplied in the create request. Even
if the client does supply a value for these three attributes in the
create request, the Printer object MAY choose to change the value if
the Printer object is able to conmpute a value which is nore accurate
than the client supplied value. The Printer object may be able to
determ ne the correct value for these three attributes either right
at job subm ssion tine or at any later point in tine.

4.3.18 job-inpressions (integer(0: MAX))

This attribute specifies the total size in nunber of inpressions of
t he docunent (s) being submtted (see the definition of inpression in
section 13.2.5).

As with "job-k-octets", this value MJUST NOT include the

mul tiplicative factors contributed by the nunber of copies specified
by the "copies" attribute, independent of whether the device can
process multiple copies wthout making nmultiple passes over the job
or docunent data and i ndependent of whether the output is collated or
not. Thus the value is independent of the inplenentation and
reflects the size of the docunent(s) neasured in inpressions

i ndependent of the nunber of copies.

As with "job-k-octets", this value MJST al so not include the
multiplicative factor due to a copies instruction enbedded in the
docunent data. |If the docunent data actually includes replications
of the docunent data, this value will include such replication. In
ot her words, this value is always the nunber of inpressions in the
source docunent data, rather than a nmeasure of the nunber of

i npressions to be produced by the job.

See the Note in the "job-k-octets" attribute that also applies to
this attribute.

4.3.19 job-nedi a-sheets (integer(0: MAX))

This attribute specifies the total nunber of nedia sheets to be
produced for this job.

Unli ke the "job-k-octets" and the "job-inpressions" attributes, this
val ue MUST include the multiplicative factors contributed by the
nunber of copies specified by the "copies" attribute and a ’nunber of
copies’ instruction enbedded in the docunent data, if any. This
difference allows the systemadninistrator to control the | ower and
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upper bounds of both (1) the size of the docunent(s) with "job-k-
oct et s-supported" and "j ob-inpressions-supported" and (2) the size of
the job with "job-nedi a- sheet s- supported"

See the Note in the "job-k-octets" attribute that also applies to
this attribute.

4.3.20 job-k-octets-processed (integer(0: MAX))

This attribute specifies the total nunber of octets processed in K
octets, i.e., in units of 1024 octets so far. The value MJIST be
rounded up, so that a job between 1 and 1024 octets inclusive MIUST be
i ndi cated as being 1, 1025 to 2048 inclusive MJST be 2, etc.

For inplenmentations where nultiple copies are produced by the
interpreter with only a single pass over the data, the final value
MUST be equal to the value of the "job-k-octets” attribute. For

i npl enent ati ons where nmultiple copies are produced by the interpreter
by processing the data for each copy, the final value MJST be a
mul ti ple of the value of the "job-k-octets" attribute.

Note: This attribute and the following two attributes ("job-

i mpr essi ons-conpl eted” and "j ob-sheets-conpleted") are intended to be
counters. That is, the value for a job that has not started
processing MJST be 0. Wen the job’s "job-state" is 'processing’ or

' processi ng-stopped’, this value is intended to contain the anount of
the job that has been processed to the tine at which the attributes
are request ed.

4.3.21 job-inpressions-conpleted (integer(0: MAX))
This job attribute specifies the nunber of inpressions conpleted for
the job so far. For printing devices, the inpressions conpleted

includes interpreting, marking, and stacking the output.

See the note in "job-k-octets-processed" which also applies to this
attribute.

4.3.22 job-nedi a-sheets-conpl eted (integer(0: MAX))
This job attribute specifies the medi a-sheets conpl eted marki ng and
stacking for the entire job so far whether those sheets have been
processed on one side or on both.

See the note in "job-k-octets-processed" which also applies to this
attribute
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4,.3.23 attributes-charset (charset)

This REQUI RED attribute is populated using the value in the client
supplied "attributes-charset" attribute in the create request. It
identifies the charset (coded character set and encodi ng net hod) used
by any Job attributes with attribute syntax 'text’ and 'nane’ that
were supplied by the client in the create request. See Section 3.1.4
for a conplete description of the "attributes-charset" operation
attribute.

This attribute does not indicate the charset in which the "text’ and
"nane’ values are stored internally in the Job object. The interna
charset is inplenmentation-defined. The |IPP object MJUST convert from
what ever the internal charset is to that being requested in an
operation as specified in Section 3.1.4.

4.3.24 attributes-natural -1 anguage (natural Language)

This REQUI RED attribute is populated using the value in the client
supplied "attributes-natural -1 anguage" attribute in the create
request. It identifies the natural |anguage used for any Job
attributes with attribute syntax 'text’ and 'nane’ that were supplied
by the client in the create request. See Section 3.1.4 for a

conpl ete description of the "attributes-natural -l anguage" operation
attribute. See Sections 4.1.1.2 and 4.1.2.2 for how a Natura
Language Override may be supplied explicitly for each 'text’ and
name’ attribute value that differs fromthe value identified by the
"attributes-natural -1 anguage" attribute.

4.4 Printer Description Attributes

These attributes formthe attribute group called "printer-
description". The follow ng table sumuarizes these attributes, their
syntax, and whether or not they are REQU RED for a Printer object to
support. If they are not indicated as REQJ RED, they are OPTI ONAL.
The maxi mum size in octets for "text’ and 'nane’ attributes is

i ndi cated in parenthesizes.

Note: How these attributes are set by an Adnministrator is outside the
scope of this specification
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________________ +
REQUI RED? |
................ +
REQUI RED |
________________ +
REQUI RED |
________________ +
REQUI RED |
................ +
I
________________ +
I
________________ +
I
................ +
I
________________ +
I
________________ +
I

I
________________ +
REQUI RED |
________________ +
I
________________ +
I
________________ +
REQUI RED |
________________ +
REQUI RED |
________________ +
REQUI RED |
________________ +
REQUI RED |
________________ +
REQUI RED |

I
................ +
REQUI RED |
________________ +
REQUI RED |

I
________________ +
REQUI RED |
________________ +
RECOMMENDED |
________________ +
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| Attribute | Synt ax | REQUI RED?
e oo e e S
| printer-nessage-from | text (127) |
| operator |
o e e e e e e e e e oo - o e e e e a - B S
| col or-supported | bool ean |
o e e oo S
| reference-uri-schenes- | 1setOf uri Schene |
| supported | |
o e e e e e e e e e e e a o o e e e S
| pdl-override-supported | type2 keyword | REQUI RED
o oo oo -
| printer-up-tine | integer (1:MAX) | REQUI RED
e e e e oo
| printer-current-tinme | dateTine |
o e e e e e e e e e e e a o o e e e S
| multiple-operation-tinme-out| integer (1:MAX) |
o e oo oo
| conpression-supported | 1setO type3 keyword |
e e e e oo
| job-k-octets-supported | rangeC | nt eger |
| | (0: MAX) |
o e e e e e e e e e oo - o e e e e a - B S
| job-inpressions-supported | rangeCfInteger |

(0: MAX) |
e oo e e oo
| job-medi a-sheets-supported | rangeC | nt eger |
| | (0: MAX) |
o e e e e e e e e e oo - o e e e e a - B S

4.4.1 printer-uri-supported (1lsetOf uri)

This REQU RED Printer attribute contains at |east one URI for the
Printer object. It OPTIONALLY contains nore than one URI for the

Printer object.

An admini strator deternines a Printer object’s

1999

URI (s) and configures this attribute to contain those URI's by sone

means outside the scope of

| PP/ 1. 0.
is inplementation dependent and depends on the protocol.

The precise format of this URI
See the

next section for a description "uri-security-supported” which is the

REQUI RED conpani on attri bute
attribute.
8.2 on security and URI's for

deBry, et al.
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4.4.2 uri-security-supported (1lsetOf type2 keyword)

This REQU RED Printer attribute MJUST have the sanme cardinality
(contain the sane nunber of values) as the "printer-uri-supported"
attribute. This attribute identifies the security nechani sns used
for each URI listed in the "printer-uri-supported" attribute. The "i
th" value in "uri-security-supported" corresponds to the "i th" val ue
in "printer-uri-supported" and it describes the security mechani sns
used for accessing the Printer object via that URI. The foll ow ng
standard val ues are defi ned:

"none’: There are no secure comuni cation channel protocols in use
for the given URI.

"ssl 3 : SSL3 [SSL] is the secure comuni cations channel protocol in
use for the given URI.

Consider the follow ng exanple. For a single Printer object, an
adm ni strator configures the "printer-uri-supported" and "uri-
security-supported" attributes as foll ows:
"printer-uri-supported": 'http://acne.com open-use-printer’, ’
http://acme.comrestricted-use-printer’, ’
http://acnme.com private-printer’
"uri-security-supported": 'none’, 'none’, ’'ssl3

In this case, one Printer object has three URIs.

- For the first URI, 'http://acme.conf open-use-printer’, the val ue
"none’ in "uri-security-supported" indicates that there is no
secure channel protocol configured to run under HTTP. The nane
inplies that there is no Basic or Digest authentication being
used, but it is up to the client to determ ne that while using
HTTP underneath the | PP application protocol

- For the second URI, 'http://acme.comrestricted-use-printer’, the
value 'none’ in "uri-security-supported" indicates that there is
no secure channel protocol configured to run under HTTP. In

this case, although the nane does inply that there is sonme sort
of Basic or Digest authentication being used within HITP, it is
up to the client to determ ne that while using HITP and by
processi ng any '401 Unaut horized HITP error nessages.

- For the third URI, "http://acne.conlprivate-printer’, the val ue
ssl 3" in "uri-security-supported" indicates that SSL3 is being

used to secure the channel. The client SHOULD be prepared to
use SSL3 fram ng to negotiate an acceptable ciphersuite to use
whil e conmuni cating with the Printer object. |In this case, the

nane inplies the use of a secure comunications channel, but the
fact is made explicit by the presence of the 'ssl3 value in
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"uri-security-supported". The client does not need to resort to
under st andi ng whi ch security it nust use by follow ng namni ng
conventions or by parsing the URl to determine which security
mechani sns are inplied.

It is expected that many | PP Printer objects will be configured to
support only one channel (either configured to use SSL3 access or
not), and will therefore only ever have one URl listed in the
"printer-uri-supported” attribute. No matter the configuration of
the Printer object (whether it has only one URI or nore than one
URI), a client MJUST supply only one URl in the target "printer-uri”
operation attribute.

4.4.3 printer-name (nane(127))

This REQU RED Printer attribute contains the nanme of the Printer
object. It is a nane that is nore end-user friendly than a URI. An
adm nistrator determines a printer’s nanme and sets this attribute to
that nane. This name may be the last part of the printer’'s URl or it
may be unrelated. |n non-US-English |ocales, a name nmay contain
characters that are not allowed in a URI.

4.4.4 printer-location (text(127))

This Printer attribute identifies the |ocation of the device. This
could include things like: "in Room 123A, second floor of building
XYzZ" .

4.4.5 printer-info (text(127))

This Printer attribute identifies the descriptive information about
this Printer object. This could include things like: "This printer
can be used for printing color transparencies for HR presentations"”
or "Qut of courtesy for others, please print only small (1-5 page)
jobs at this printer”, or even "This printer is going away on July 1
1997, please find a new printer"

4.4.6 printer-nore-info (uri)

This Printer attribute contains a URI used to obtain nore information
about this specific Printer object. For exanple, this could be an
HTTP type URI referencing an HTM. page accessible to a Wb Browser.
The information obtained fromthis URI is intended for end user
consunption. Features outside the scope of | PP can be accessed from
this URI. The information is intended to be specific to this printer
i nstance and site specific services (e.g. job pricing, services

of fered, end user assistance). The device manufacturer may initially
popul ate this attribute.
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4.4.7 printer-driver-installer (uri)

This Printer attribute contains a URI to use to |ocate the driver
installer for this Printer object. This attribute is intended for
consunption by automata. The nechanics of print driver installation
is outside the scope of IPP. The device nanufacturer may initially
popul ate this attribute.

4.4.8 printer-make-and-nodel (text(127))

This Printer attribute identifies the nake and nodel of the device.
The device nanufacturer nmay initially populate this attribute.

4.4.9 printer-nore-info-manufacturer (uri)

This Printer attribute contains a URI used to obtain nore information
about this type of device. The information obtained fromthis URl is
i ntended for end user consunption. Features outside the scope of |PP
can be accessed fromthis URI (e.g., latest firmwvare, upgrades, print
drivers, optional features available, details on color support). The
information is intended to be gernane to this printer w thout regard
to site specific nodifications or services. The devi ce manufacturer
may initially populate this attribute.

4.4.10 printer-state (typel enum

This REQU RED Printer attribute identifies the current state of the
device. The "printer-state reasons"” attribute augnments the
"printer-state” attribute to give nore detailed information about the
Printer in the given printer state.

A Printer object need only update this attribute before responding to
an operation which requests the attribute; the Printer object NEED
NOT update this attribute continually, since asynchronous event
notification is not part of IPP/1.0. A Printer NEED NOT i npl enent

all values if they are not applicable to a given inplenentation

The followi ng standard enum val ues are defi ned:
Val ue Synbolic Name and Description

'3 "idle’: If a Printer receives a job (whose required
resources are ready) while in this state, such a job
MUST transit into the 'processing’ state inmediately.
If the "printer-state-reasons” attribute contains any
reasons, they MJST be reasons that would not prevent a
job fromtransiting into the 'processing’ state
i mediately, e.g., "toner-low . Note: if a Printer
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controls nore than one output device, the above
definition inplies that a Printer is ’idle if at
| east one output device is idle.

"processing’: If a Printer receives a job (whose required

resources are ready) while in this state, such a job
MUST transit into the 'pending state i mediately.
Such a job MJUST transit into the 'processing state
only after jobs ahead of it conplete. |If the
"printer-state-reasons” attribute contains any
reasons, they MJST be reasons that do not prevent the
current job fromprinting, e.g. ’'toner-low . Note:
if a Printer controls nore than one output device, the
above definition inplies that a Printer is '’
processing’ if at |east one output device is
processing, and none is idle.

"stopped’: If a Printer receives a job (whose required

resources are ready) while in this state, such a job
MUST transit into the 'pending state i mediately.
Such a job MJUST transit into the ’'processing state
only after some human fixes the problemthat stopped
the printer and after jobs ahead of it conplete
processing. |f supported, the "printer-state-reasons"
attribute MJUST contain at |east one reason, e.g. '’

nmedi a-janm, which prevents it from either processing
the current job or transitioning a 'pending’ job to
the ' processing state.

Note: if a Printer controls nore than one output
device, the above definition inplies that a Printer is
"stopped’ only if all output devices are stopped.

Also, it is tenpting to define 'stopped as when a
sufficient nunber of output devices are stopped and
leave it to an inplenentation to define the sufficient
nunber. But such a rule conplicates the definition of
"stopped’ and 'processing’. For exanple, with this
alternate definition of 'stopped’, a job can nove from
"pending’ to 'processing’ wthout human intervention
even though the Printer is stopped.

4.4.11 printer-state-reasons (lsetOf type2 keyword)

This Printer attribute supplies additional detail about the device's
state.
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Each keyword val ue MAY have a suffix to indicate its |evel of
severity. The three levels are: report (least severe), warning, and
error (nost severe).

- '-report’: This suffix indicates that the reason is a "report”.
An i npl enentation may choose to onmit sonme or all reports. Sone
reports specify finer granularity about the printer state;
others serve as a precursor to a warning. A report MJST contain
not hing that could affect the printed output.

- '-warning’ : This suffix indicates that the reason is a "warning"
An inplenentation may choose to omt sonme or all warnings.
WAr ni ngs serve as a precursor to an error. A warning MJST
contain nothing that prevents a job fromconpleting, though in
sonme cases the output may be of |lower quality.

- '-error’: This suffix indicates that the reason is an "error"

An inplenentation MJST include all errors. If this attribute
contains one or nore errors, printer MIST be in the stopped
st at e.

If the inplenentati on does not add any one of the three suffixes, all
parties MJST assume that the reason is an "error".

If a Printer object controls nore than one output device, each val ue

of this attribute MAY apply to one or nore of the output devices. An
error on one output device that does not stop the Printer object as a
whol e MAY appear as a warning in the Printer’s "printer-state-reasons
attribute". |If the "printer-state" for such a Printer has a val ue of
"stopped’, then there MJST be an error reason anmong the values in the
"printer-state-reasons” attribute.

The followi ng standard keyword val ues are defi ned:

"other’: The device has detected an error other than one listed in
thi s docunent.

‘none’: There are not reasons. This state reason is semantically
equi valent to "printer-state-reasons"” w thout any val ue.

"medi a-needed’: A tray has run out of nedia.

"medi a-jam : The device has a nedia jam

" paused’ : Soneone has paused the Printer object. 1In this state, a
Printer MUST NOT produce printed output, but it MJST perform
other operations requested by a client. If a Printer had been

printing a job when the Printer was paused, the Printer MJST
resune printing that job when the Printer is no |onger paused
and | eave no evidence in the printed output of such a pause.
shutdown’ : Soreone has renoved a Printer object fromservice, and
t he device may be powered down or physically renoved. |In this
state, a Printer object MJUST NOT produce printed output, and
unl ess the Printer object is realized by a print server that is
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still active, the Printer object MJST perform no other
operations requested by a client, including returning this
value. If a Printer object had been printing a job when it was
shutdown, the Printer NEED NOT resune printing that job when the
Printer is no | onger shutdown. If the Printer resunes printing
such a job, it may |eave evidence in the printed output of such
a shutdown, e.g. the part printed before the shutdown nay be
printed a second tine after the shutdown.

connecting-to-device': The Printer object has scheduled a job on
the output device and is in the process of connecting to a
shared network output device (and m ght not be able to actually
start printing the job for an arbitrarily long ti me dependi ng on
the usage of the output device by other servers on the network).

timed-out’: The server was able to connect to the output device
(or is always connected), but was unable to get a response from
t he out put devi ce.

stopping’ : The Printer object is in the process of stopping the
device and will be stopped in a while. Wen the device is
stopped, the Printer object will change the Printer object’s

state to 'stopped’. The 'stopping-warning reason is never an
error, even for a Printer with a single output device. Wen an
out put - devi ce ceases accepting jobs, the Printer will have this

reason while the output device conpletes printing.
stopped-partly’: Wien a Printer object controls nore than one
out put device, this reason indicates that one or nore out put
devices are stopped. |If the reason is a report, fewer than half
of the output devices are stopped. |If the reason is a warning,
fewer than all of the output devices are stopped.
toner-low : The device is | ow on toner
toner-enpty’: The device is out of toner
spool -area-full’: The limt of persistent storage allocated for
spool i ng has been reached.
cover-open’: One or nore covers on the device are open
interlock-open’: One or nore interlock devices on the printer are
unl ocked.
door-open’: One or nore doors on the device are open
input-tray-nissing’: One or nore input trays are not in the
devi ce.
media-low : At |east one input tray is |ow on nedia
medi a-enpty’: At least one input tray is enpty.
output-tray-missing’: One or nore output trays are not in the
devi ce

output-area-alnost-full’: One or nore output area is al nost ful
(e.g. tray, stacker, collator).
output-area-full’: One or nore output area is full. (e.g. tray,

stacker, collator)
mar ker - suppl y-1ow : The device is |ow on at |east one narker
supply. (e.g. toner, ink, ribbon)
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"mar ker - suppl y-enpty: The device is out of at |east one narker
supply. (e.g. toner, ink, ribbon)

"mar ker-wast e-al nost-full’: The device marker supply waste
receptacle is alnost full

"mar ker-waste-full’: The device marker supply waste receptacle is
full

"fuser-over-tenp' : The fuser tenperature is above nornal.

"fuser-under-tenp’: The fuser tenperature is bel ow nornal.

"opc-near-eol’: The optical photo conductor is near end of life.

"opc-life-over’: The optical photo conductor is no |onger
functioni ng.

"devel oper-1ow : The device is | ow on devel oper

"devel oper-enpty: The device is out of devel oper

"interpreter-resource-unavailable’ : An interpreter resource is
unavail able (i.e. font, form

4.4.12 printer-state-nmessage (text(MAX))

This Printer attribute specifies the additional infornmation about the
printer state and printer state reasons in human readable text. |If
the Printer object supports this attribute, the Printer object MJIST
be able to generate this nessage in any of the natural |anguages
identified by the Printer’s "generated-natural -l anguage- supported"”
attribute (see the "attributes-natural -1 anguage" operation attribute
specified in Section 3.1.4.1).

4.4.13 operations-supported (lsetO>f type2 enum

This REQUI RED Printer attribute specifies the set of supported
operations for this Printer object and contai ned Job objects. Al
32-bit enumvalues for this attribute MIST NOT exceed Ox8FFF, since
these val ues are passed in two octets in each Protocol request

[ RFC2565] .

The follow ng standard enum and "operation-id" (see section 3.1.2)
val ues are defined:

Val ue Operation Nane
0x0000 reserved, not used
0x0001 reserved, not used
0x0002 Print-Job

0x0003 Print - UR

0x0004 Val i dat e- Job
0x0005 Create-Job

0x0006 Send- Docunent
0x0007 Send- UR
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0x0008 Cancel - Job

0x0009 Get-Job-Attributes

0x000A Get - Jobs

0x000B Cet-Printer-Attributes

0x000C- Ox3FFF reserved for future operations
0x4000- Ox8FFF reserved for private extensions

This allows for certain vendors to inplenent private extensions that
are guaranteed to not conflict with future registered extensions.
However, there is no guarantee that two or nore private extensions
will not conflict.

4.4.14 charset-configured (charset)

This REQU RED Printer attribute identifies the charset that the
Printer object has been configured to represent 'text’ and ’'nange’
Printer attributes that are set by the operator, system

adm ni strator, or manufacturer, i.e., for "printer-nane" (nane),
"printer-location" (text), "printer-info" (text), and "printer-nmake-
and-nodel " (text). Therefore, the value of the Printer object’s
"charset-configured" attribute MJST al so be anong the val ues of the
Printer object’s "charset-supported" attribute.

4.4.15 charset-supported (1lsetOXf charset)

This REQU RED Printer attribute identifies the set of charsets that
the Printer and contained Job objects support in attributes with
attribute syntax 'text’ and 'nanme’. At least the value 'utf-8 MJST
be present, since |IPP objects MIST support the UTF-8 [ RFC2279]
charset. If a Printer object supports a charset, it neans that for
all attributes of syntax 'text’ and 'nanme’ the | PP object MJUST (1)

accept the charset in requests and return the charset in responses as
needed.

If nore charsets than UTF-8 are supported, the | PP object MJST
perform charset conversion between the charsets as described in
Section 3.2.1.2.

4.4.16 natural -1anguage-configured (natural Language)

This REQUI RED Printer attribute identifies the natural |anguage that
the Printer object has been configured to represent 'text’ and 'nane’
Printer attributes that are set by the operator, system

adm ni strator, or manufacturer, i.e., for "printer-nane" (nane),
"printer-location" (text), "printer-info" (text), and "printer-make-
and- nodel " (text). Wen returning these Printer attributes, the
Printer object MAY return themin the configured natural |anguage
specified by this attribute, instead of the natural |anguage
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requested by the client in the "attributes-natural-language"

1999

operation attribute. See Section 3.1.4.1 for the specification of
the OPTIONAL multiple natural |anguage support. Therefore, the value
of the Printer object’s "natural -l anguage-configured" attribute MJST
al so be anong the values of the Printer object’s "generated-natural -

| anguage- supported" attribute.

4.4.17 generat ed-nat ural -1 anguage- supported (1lsetOf natural Language)

This REQU RED Printer attribute identifies the natural |anguage(s)

that the Printer object and contai ned Job objects support in
attributes with attribute syntax '"text’ and 'nane’. The natura

| anguage(s) supported depends on i nplenentation and/or configuration
Unl i ke charsets, | PP objects MJUST accept requests with any natura

| anguage or any Natural Language Override whether the natura
| anguage is supported or not.

If a Printer object supports a natural |anguage, it neans that for
any of the attributes for which the Printer or Job object generates

nmessages, i.e., for the "job-state-nessage" and "printer-state-
nmessage" attributes and Operation Messages (see Section 3.1.5) in
operation responses, the Printer and Job objects MJST be able to
generate nessages in any of the Printer’s supported natura

| anguages. See section 3.1.4 for the specification of '"text’ and
nane’ attributes in operation requests and responses.

Note: A Printer object that supports multiple natural |anguages,
of ten has separate catal ogs of nmessages, one for each natura
| anguage support ed.

4.4.18 docunent-format-default (m nmeMedi aType)

This REQU RED Printer attribute identifies the docunent format that
the Printer object has been configured to assune if the client does

not supply a "docunent-format" operation attribute in any of the

operation requests that supply docunent data. The standard val ues
for this attribute are Internet Media types (sonetinmes called MM

types). For further details see the description of the '’
m neMedi aType’ attribute syntax in Section 4.1.9.

4.4.19 docunent-format-supported (1lsetO m nmeMedi aType)
This REQU RED Printer attribute identifies the set of docunent
formats that the Printer object and contai ned Job objects can
support. For further details see the description of the '’
m neMedi aType’ attribute syntax in Section 4.1.9.

4.4.20 printer-is-accepting-jobs (bool ean)
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This REQUI RED Printer attribute indicates whether the printer is

currently able to accept jobs, i.e., is accepting Print-Job, Print-
URI, and Create-Job requests. |If the value is "true’, the printer is
accepting jobs. |If the value is 'false', the Printer object is
currently rejecting any jobs submitted toit. |In this case, the
Printer object returns the ’'server-error-not-accepting-jobs’ status
code.

Note: This value is independent of the "printer-state" and "printer-
state-reasons" attributes because its value does not affect the
current job; rather it affects future jobs. This attribute may cause
the Printer to reject jobs when the "printer-state" is 'idle or it
may cause the Printer object to accepts jobs when the "printer-state"
is 'stopped

4.4.21 queued-job-count (integer(0: MAX))

This RECOMVENDED Printer attribute contains a count of the nunber of
jobs that are either 'pending , 'processing’, 'pending-held , or '’
processi ng-stopped’ and is set by the Printer object.

4.4.22 printer-nmessage-fromoperator (text(127))

This Printer attribute provides a nessage from an operator, system
adm nistrator or "intelligent" process to indicate to the end user

information or status of the printer, such as why it is unavailable
or when it is expected to be avail abl e.

4.4.23 col or-supported (bool ean)

This Printer attribute identifies whether the device is capabl e of
any type of color printing at all, including highlight color. Al
docunent instructions having to do with color are enbedded within the
docunent PDL (none are external |IPP attributes in | PP/ 1.0).

Note: end-users are able to determine the nature and details of the

col or support by querying the "printer-nore-info-nmnufacturer”
Printer attribute.

4.4.24 reference-uri-schenmes-supported (1lsetf uri Schene)
This Printer attribute specifies which URI schenes are supported for
use in the "docunent-uri" operation attribute of the Print-URl or
Send- URI operation. |f a Printer object supports these optiona
operations, it MJST support the "reference-uri-schenes-supported"
Printer attribute with at |east the followi ng schemed URl val ue:

"ftp’: The Printer object will use an FTP 'get’ operation as
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defined in RFC 2228 [ RFC2228] using FTP URLs as defined by
[ RFC2396] and[ RFC2316] .

The Printer object MAY OPTI ONALLY support other URI schenmes (see
section 4.1.6).

4.4.25 pdl-override-supported (type2 keyword)

This REQUI RED Printer attribute expresses the ability for a
particular Printer inplenmentation to either attenpt to override
docunent data instructions with PP attributes or not.

This attribute takes on the follow ng val ues:

- "attenpted': This value indicates that the Printer object
attenpts to nake the I PP attribute val ues take precedence over
enbedded instructions in the docunent data, however there is no
guar ant ee

- 'not-attenpted’ : This value indicates that the Printer object
makes no attenpt to make the I PP attribute val ues take precedence
over enbedded instructions in the docunent data.

Section 15 contains a full description of howthis attribute
interacts with and affects other IPP attributes, especially the
"ipp-attribute-fidelity" attribute.

4.4.26 printer-up-time (integer(1: MAX))
This REQUI RED Printer attribute indicates the anount of tine (in

seconds) that this instance of this Printer inplenentation has been
up and running. This value is used to populate the Job attributes

"time-at-creation", "time-at-processing”, and "tine-at-conpl eted"
These tine values are all measured in seconds and all have neani ng
only relative to this attribute, "printer-up-tinme". The value is a

nonot oni cal ly increasing value starting from1 when the Printer
object is started-up (initialized, booted, etc.).

If the Printer object goes down at sone value 'n', and cones back up

the inpl enmentati on MAY:

1. Know how long it has been down, and resune at sone val ue greater
than 'n’, or
2. Restart from1.

In the first case, the Printer SHOULD not tweak any existing rel ated

Job attributes ("tine-at-creation”, "tine-at-processing”, and "tine-
at-conpleted"). In the second case, the Printer object SHOULD reset
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those attributes to 0. |If a client queries a tine-related Job
attribute and finds the value to be 0, the client MJUST assune that
the Job was subnmitted in sone |ife other than the Printer’s current
life.

4.4.27 printer-current-tinme (dateTi ne)

This Printer attribute indicates the current absolute wall-clock
time. |If an inplenmentation supports this attribute, then a client
could cal culate the absolute wall-clock tinme each Job’s "tine-at-
creation", "tine-at-processing”, and "tine-at-conpleted" attributes
by using both "printer-up-tine" and this attribute, "printer-
current-time". |If an inplenentation does not support this attribute,
a client can only calculate the relative tine of certain events based
on the REQU RED "printer-up-tine" attribute.

4.4.28 multiple-operation-tinme-out (integer(1:MAX))

This Printer attributes identifies the mnimumtine (in seconds) that
the Printer object waits for additional Send-Docunent or Send-UR
operations to follow a still-open multi-docunment Job object before
taking any recovery actions, such as the ones indicated in section
3.3.1.

It is RECOWENDED that vendors supply a value for this attribute that
is between 60 and 240 seconds. An inplenmentation MAY allow a system
administrator to set this attribute. If so, the system adninistrator
MAY be able to set val ues outside this range.

4.4.29 conpression-supported (1lsetOf type3 keyword)

This Printer attribute identifies the set of supported conpression
al gorithms for docunent data. Conpression only applies to the
docunent data; conpression does not apply to the encoding of the IPP
operation itself. The supported values are used to validate the
client supplied "conpression"” operation attributes in Print-Job
Send- Docunent, and Send- URlI requests.

St andard val ues are

‘none’: no conpression is used.

"deflate’: ZIP public domain inflate/deflate) conpression
t echnol ogy

"gzip' GNU zip conpression technol ogy described in RFC 1952
[ RFC1952] .
"conmpress’: UN X conpression technol ogy

4.4.30 job-k-octets-supported (rangeX | nteger (0: MAX))
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This Printer attribute specifies the upper and | ower bounds of total
sizes of jobs in Koctets, i.e., inunits of 1024 octets. The
supported values are used to validate the client supplied "job-k-
octets" operation attributes in create requests. The corresponding
job description attribute "job-k-octets"” is defined in section
4.3.17.

4.4.31 job-inpressions-supported (rangeC | nt eger (0: MAX))

This Printer attribute specifies the upper and | ower bounds for the
nunber of inpressions per job. The supported values are used to
validate the client supplied "job-inpressions" operation attributes
in create requests. The corresponding job description attribute
"job-inpressions" is defined in section 4.3.18.

4.4.32 job-nedi a- sheet s-supported (rangeX | nteger (0: MAX))

This Printer attribute specifies the upper and | ower bounds for the
nunber of nedia sheets per job. The supported val ues are used to
validate the client supplied "job-nedia-sheets" operation attributes
in create requests. The corresponding Job attribute "job-nedi a-
sheets" is defined in section 4.3.19.

5. Conf or mance

This section describes confornmance issues and requirenents. This
docunent introduces nodel entities such as objects, operations
attributes, attribute syntaxes, and attribute values. These
conf ormance sections describe the conformance requirenents which
apply to these nodel entities.

5.1 dient Confornance Requirenents

A conform ng client MJST support all REQU RED operations as defined
in this docunent. For each attribute included in an operation
request, a conformng client MJST supply a val ue whose type and val ue
syntax conforns to the requirenents of the Mddel docunent as
specified in Sections 3 and 4. A conforming client MAY supply any
regi stered extensions and/or private extensions in an operation
request, as long as they neet the requirenents in Section 6.

O herwi se, there are no confornmance requirenents placed on the user
interfaces provided by IPP clients or their applications. For
exanpl e, one application mght not allow an end user to subnit
mul ti pl e docunents per job, while another does. One application

m ght first query a Printer object in order to supply a graphica
user interface (QGUJ ) dial ogue box with supported and default val ues
whereas a different inplenentation night not.
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When sending a request, an IPP client NEED NOT supply any attributes
that are indicated as OPTI ONALLY supplied by the client.

A client MIST be able to accept any of the attribute syntaxes defined
in Section 4.1, including their full range, that may be returned to
it in aresponse froma Printer object. In particular for each
attribute that the client supports whose attribute syntax is "text’,
the client MJUST accept and process both the 'textWthout Language' and
"text Wt hLanguage' forms. Simlarly, for each attribute that the
client supports whose attribute syntax is 'name’, the client MJST
accept and process both the ’'nameWt hout Language’ and
naneW t hLanguage’ forns. For presentation purposes, truncation of
long attribute values is not recommended. A recommended approach
woul d be for the client inplenentation to allow the user to scrol
through long attribute val ues.

A query response may contain attribute groups, attributes, and val ues
that the client does not expect. Therefore, a client inplenentation
MUST gracefully handl e such responses and not refuse to inter-operate
with a conforming Printer that is returning extended registered or
private attributes and/or attribute values that conformto Section 6.
Cients may choose to ignore any paraneters, attributes, or val ues
that they do not understand.

5.2 I PP bj ect Conformance Requirenents

This section specifies the conformance requirenments for confornng
i npl ementations with respect to objects, operations, and attributes.

5.2.1 Objects

Conform ng inpl ementations MUST inplenment all of the nodel objects as
defined in this specification in the indicated sections:

Section 2.1 - Printer Object
Section 2.2 - Job nject

5.2.2 Operations
Conform ng | PP object inplenentations MJIST inplenent all of the
REQUI RED nodel operations, including REQU RED responses, as defined
in this specification in the indicated sections:

For a Printer object:

Print-Job (section 3.2.1) REQUI RED
Print-URl (section 3.2.2) OPTI ONAL
Val i dat e-Job (section 3.2.3) REQUI RED
Create-Job (section 3.2.4) OPTI ONAL
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Get-Printer-Attributes (section 3.2.5) REQU RED

CGet - Jobs (section 3.2.6) REQUI RED
For a Job object:

Send- Docunent (section 3.3.1) OPTI ONAL

Send- URI (section 3.3.2) OPTI ONAL

Cancel -Job (section 3.3.3) REQUI RED

Cet-Job-Attributes (section 3.3.4) REQU RED

Conform ng | PP objects MJUST support all REQU RED operation attributes
and all values of such attributes if so indicated in the description
Conform ng | PP objects MJST ignore all unsupported or unknown
operation attributes or operation attribute groups received in a
request, but MJST reject a request that contains a supported
operation attribute that contains an unsupported val ue.

The follow ng section on object attributes specifies the support
required for object attributes.

5.2.3 I PP Cbject Attributes

Conform ng | PP objects MJST support all of the REQU RED object
attributes, as defined in this specification in the indicated
sections.

If an object supports an attribute, it MJST support only those val ues
specified in this docunent or through the extension nmechani sm
described in section 5.2.4. It MAY support any non-enpty subset of
these values. That is, it MJST support at |east one of the specified
val ues and at nost all of them

5. 2.4 Extensions

A conform ng | PP object MAY support registered extensions and private
extensions, as long as they neet the requirements specified in
Section 6.

For each attribute included in an operation response, a conformnng
| PP obj ect MIUST return a val ue whose type and val ue syntax conforns

to the requirenent of the Mddel docunment as specified in Sections 3
and 4.
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5.2.5 Attribute Syntaxes

An | PP object MJST be able to accept any of the attribute syntaxes
defined in Section 4.1, including their full range, in any operation
in which a client may supply attributes or the system adm ni strator
may configure attributes (by neans outside the scope of IPP/1.0). In
particular for each attribute that the I PP object supports whose
attribute syntax is '"text’', the | PP object MJST accept and process
both the ’'text Wt hout Language' and 'textWthLanguage’ formns.
Simlarly, for each attribute that the | PP object supports whose
attribute syntax is 'name’, the | PP object MJST accept and process
both the 'naneWt hout Language’ and ' naneWt hLanguage’ forns.

Furt hernmore, an | PP object MJST return attributes to the client in
operation responses that conformto the syntax specified in Section
4.1, including their full range if supplied previously by a client.

5.3 Charset and Natural Language Requirenents

Al'l clients and | PP objects MJST support the 'utf-8 charset as
defined in section 4.1.7.

| PP objects MUST be able to accept any client request which correctly
uses the "attributes-natural -1 anguage” operation attribute or the

Nat ural Language Override nechani smon any individual attribute

whet her or not the natural |anguage is supported by the | PP object.

If an | PP object supports a natural |anguage, then it MJST be able to
transl ate (perhaps by table | ookup) all generated 'text’ or ’'nane
attribute values into one of the supported | anguages (see section
3.1.4). That is, the I PP object that supports a natural |anguage
NEED NOT be a general purpose translator of any arbitrary "text’ or ’
nane’ val ue supplied by the client into that natural |anguage.
However, the object MJST be able to translate (automatically
generate) any of its own attribute val ues and nessages into that

nat ural | anguage

5.4 Security Conformance Requirenents

Conforming | PP Printer objects MAY support Secure Socket Layer
Version 3 (SSL3) [SSL] access, support access w thout SSL3 or support
bot h neans of access.

Conforming I PP clients SHOULD support SSL3 access and non- SSL3
access. Note: This client requirenent to support both neans that
conforming IPP clients will be able to inter-operate with any | PP
Printer object.
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For a detailed discussion of security considerations and the |IPP
application security profile required for SSL3 support, see section
8.

6. | ANA Considerations (registered and private extensions)

This section describes how | PP can be extended to allow the follow ng
regi stered and private extensions to |PP;

keyword attribute val ues
enum attri bute val ues
attributes

attribute syntaxes
operations

attribute groups

st at us codes

NogokwhE

Extensions registered for use with IPP/1.0 are OPTIONAL for client
and | PP object conformance to the | PP/ 1.0 Mddel specification.

These extension procedures are aligned with the guidelines as set
forth by the | ESG [ RFC2434]. Section 11 descri bes how to propose new

registrations for consideration. I1ANA will reject registration
proposal s that | eave out required information or do not followthe
appropriate format described in Section 11. [IPP/1.0 may al so be

extended by an appropriate RFC that specifies any of the above
ext ensi ons.

6.1 Typed ' keyword and ’enum Extensions

I PP allows for 'keyword' and 'enum extensions (see sections 4.1.2.3
and 4.1.4). This docunent uses prefixes to the 'keyword' and 'enuni
basic attribute syntax type in order to communicate extra information
to the reader through its name. This extra information is not
represented in the protocol because it is uninportant to a client or
Printer object. The |ist below describes the prefixes and their

meani ng.

"typel": The I PP specification nust be revised to add a new
keyword or a new enum No private keywords or enuns are
al | oned.

"type2": Inplenenters can, at any tinme, add new keyword or enum
val ues by proposing the conplete specification to | ANA

i ana@ ana. org
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IANA will forward the registration proposal to the | PP

Desi gnated Expert who will review the proposal with a mailing
list that the Designated Expert keeps for this purpose.
Initially, that list will be the mailing list used by the IPP
WG

i pp@wg. org

even after the IPP W5 is disbanded as permitted by [ RFC2434].
The | PP Designated Expert is appointed by the IESG Area Director
responsi ble for 1 PP, according to [ RFC2434].

When a type2 keyword or enumis approved, the | PP Designated
Expert becones the point of contact for any future naintenance
that might be required for that registration

"type3": Inplenmenters can, at any tinme, add new keyword and enum
val ues by submitting the conplete specification to | ANA as for
type2 who will forward the proposal to the | PP Designated
Expert. While no additional technical reviewis required, the
| PP Desi gnated Expert may, at his/her discretion, forward the
proposal to the sanme mailing list as for type2 registrations for
advi ce and comment.

When a type3 keyword or enumis approved by the | PP Designated
Expert, the original proposer becomes the point of contact for
any future mai ntenance that mght be required for that

regi stration.

For type2 and type3 keywords, the proposer includes the name of the
keyword in the registration proposal and the nanme is part of the
techni cal review.

After type2 and type3 enunms specifications are approved, the |IPP
Desi gnated Expert in consultation with I ANA assigns the next
avai | abl e enum nunber for each enum val ue.

| ANA wi Il publish approved type2 and type3 keyword and enum
attributes value registration specifications in:

ftp.isi.edu/ianalassignments/ipp/attribute-val ues/ xxx/yyy. txt
where xxx is the attribute nane that specifies the initial values and
yyy.txt is a descriptive file name that contains one or nore enuns or

keywords approved at the sanme tinme. For exanple, if severa
additional enuns for stapling are approved for use with the
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"finishings" attribute (and "finishings-default” and "finishings-
supported" attributes), IANA will publish the additional values in
the file:

ftp.isi.edu/ianal/assignnments/ipp/attribute-
val ues/ fini shi ngs/ stapling.txt

Note: Sone attributes are defined to be: 'type3 keywords’
which allows for attribute values to be extended by a site
adm nistrator with adm nistrator defined nanes. Such nanes are not
regi stered with I ANA

nane

By definition, each of the three types above assert sone sort of
registry or review process in order for extensions to be considered
valid. Each higher nunbered level (1, 2, 3) tends to be decreasingly
| ess stringent than the previous |evel. Therefore, any typeN val ue
MAY be registered using a process for some typeMwhere Mis |ess than
N, however such registration is NOT REQU RED. For exanple, a type3
val ue MAY be registered in a type 1 manner (by being included in a
future version of an I PP specification), however, it is NOT REQU RED.

This specification defines keyword and enum values for all of the
above types, including type3 keywords.

For private (unregistered) keyword extensions, inplenenters SHOULD
use keywords with a suitable distinguishing prefix, such as "xxx-"
where xxx is the (lowercase) fully qualified conpany nane registered
with I ANA for use in domain nanmes [ RFC1035]. For exanple, if the
company XYZ Corp. had obtained the domain nane "XYZ. com', then a
private keyword 'abc’ would be: ’'xyz.com abc’

Note: RFC 1035 [ RFC1035] indicates that while upper and | ower case
letters are allowed in domain nanmes, no significance is attached to
the case. That is, two names with the same spelling but different
case are to be treated as if identical. Also, the labels in a domain
nane nust follow the rules for ARPANET host nanes: They nust start
with a letter, end with a letter or digit, and have as interior
characters only letters, digits, and hyphen. Labels nust be 63
characters or less. Labels are separated by the "." character

For private (unregi stered) enum extension, inplementers MJST use
values in the reserved integer range which is 2**30 to 2**31-1
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6.2 Attribute Extensibility

Attribute names are type2 keywords. Therefore, new attributes may be
regi stered and have the sanme status as attributes in this docunent by
followi ng the type2 extension rules. For private (unregistered)
attribute extensions, inplenenters SHOULD use keywords with a

sui tabl e di stinguishing prefix as described in Section 6. 1.

I ANA wi |l publish approved attribute registration specifications as
separate files:

ftp.isi.edu/ianalassignments/ipp/attributes/xxx-yyy.txt
where "xxx-yyy" is the new attribute nane.

If a new Printer object attribute is defined and its val ues can be
af fected by a specific docunent format, its specification needs to
contain the foll owi ng sentence:

"The value of this attribute returned in a Get-Printer-Attributes
response NMAY depend on the "docunent-format" attribute supplied
(see Section 3.2.5.1)."

If the specification does not, then its value in the Get-Printer-
Attributes response MUST NOT depend on the "docunent-format" supplied
in the request. When a new Job Tenplate attribute is registered, the
value of the Printer attributes MAY vary with "docunent-fornmat"
supplied in the request without the specification having to indicate
so.

6.3 Attribute Syntax Extensibility

Attribute syntaxes are like type2 enuns. Therefore, new attribute
synt axes may be regi stered and have the same status as attribute
syntaxes in this docunent by follow ng the type2 extension rules
described in Section 6.1. The value codes that identify each of the
attribute syntaxes are assigned in the Encodi ng and Transport

speci fication [ RFC2565], including a designated range for private,
experinental use.

For attribute syntaxes, the | PP Designated Expert in consultation
with | ANA assigns the next attribute syntax code in the appropriate
range as specified in [RFC2565]. |ANA will publish approved
attribute syntax registration specifications as separate files:
ftp.isi.edu/ianal/assignments/ipp/attribute-syntaxes/xxx-yyy.txt

where ' xxx-yyy’' is the new attribute syntax nane.
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6.4 Operation Extensibility

Operations may al so be registered follow ng the type2 procedures
described in Section 6.1, though major new operations will usually be
done by a new standards track RFC that augnents this document. For
private (unregi stered) operation extensions, inplenmenters MJST use
the range for the "operation-id" in requests specified in Section
4.4.13 "operations-supported" Printer attribute.

For operations, the | PP Designated Expert in consultation with | ANA
assigns the next operation-id code as specified in Section 4.4.13.

I ANA wi || publish approved operation registration specifications as
separate files

ftp.isi.edu/ianalassi gnments/ipp/operations/Xxx-Yyy.txt
where " Xxx-Yyy" is the new operation nane.
6.5 Attribute G oups

Attribute groups passed in requests and responses may be registered
followi ng the type2 procedures described in Section 6.1. The tags
that identify each of the attribute groups are assigned in [ RFC2565].

For attribute groups, the | PP Designated Expert in consultation with
| ANA assigns the next attribute group tag code in the appropriate
range as specified in [RFC2565]. | ANA will publish approved
attribute group registration specifications as separate files:

ftp.isi.edu/ianalassignments/ipp/attribute-group-tags/ xxx-yyy-
tag. t xt

where ' xxx-yyy-tag’ is the new attribute group tag nane.
6.6 Status Code Extensibility
Qperation status codes may al so be registered followi ng the type2

procedures described in Section 6.1. The values for status codes are
al l ocated in ranges as specified in Section 13 for each status code

cl ass:

"informational" - Request received, continuing process

"successful" - The action was successfully received, understood,
and accepted

"redirection" - Further action nmust be taken in order to conplete
t he request

"client-error"” - The request contains bad syntax or cannot be
fulfilled
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"server-error" - The | PP object failed to fulfill an apparently
val id request

For private (unregi stered) operation status code extensions,
i npl ementers MJST use the top of each range as specified in Section
13.

For operation status codes, the | PP Designated Expert in consultation
with | ANA assigns the next status code in the appropriate class range
as specified in Section 13. |ANA will publish approved status code
registration specifications as separate files:

ftp.isi.edu/ianalassignments/ipp/status-codes/xxx-yyy.txt
where "xxx-yyy" is the new operation status code keyword.
6.7 Registration of MM types/sub-types for document-formats

The "docunent-format" attribute’'s syntax is 'm nmeMedi aType’. This
nmeans that valid values are Internet Media Types (see Section 4.1.9).
RFC 2045 [ RFC2045] defines the syntax for valid Internet nmedia types
IANA is the registry for all Internet nmedia types.

6.8 Registration of charsets for use in 'charset’ attribute val ues

The "attributes-charset" attribute’'s syntax is 'charset’. This neans
that valid values are charsets nanes. Wen a charset in the | ANA
regi stry has nore than one nanme (alias), the nanme |abel ed as
"(preferred M ME nane)", if present, MJIST be used (see Section
4.1.7). 1ANA is the registry for charsets follow ng the procedures
of [RFC2278].

7. Internationalization Considerations

Some of the attributes have values that are text strings and nanes
which are intended for human understandi ng rather than nachine
understandi ng (see the 'text’ and 'nane’ attribute syntaxes in
Sections 4.1.1 and 4.1.2).

In each operation request, the client

- identifies the charset and natural |anguage of the request which
af fects each supplied 'text’ and 'name’ attribute val ue, and

- requests the charset and natural |anguage for attributes returned
by the | PP object in operation responses (as described in Section
3.1.4.1).
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In addition, the client MAY separately and individually identify the
Nat ural Language Override of a supplied "text’ or 'nanme’' attribute
using the 'text WthLanguage’ and 'naneWt hLanguage' techni que
described section 4.1.1.2 and 4.1.2.2 respectively.

Al'l 1 PP objects MJST support the UTF-8 [ RFC2279] charset in all ’
text’ and 'nanme’ attributes supported. If an | PP object supports
nmore than the UTF-8 charset, the object MJST convert between themin
order to return the requested charset to the client according to
Section 3.1.4.2. If an | PP object supports nore than one natura

| anguage, the object SHOULD return 'text’ and ’'nane’ values in the
nat ural | anguage requested where those val ues are generated by the
Printer (see Section 3.1.4.1).

For Printers that support nultiple charsets and/or multiple natura
| anguages in 'text’ and 'nane’ attributes, different jobs may have
been submitted in differing charsets and/or natural |anguages. Al
responses MJST be returned in the charset requested by the client.
However, the Get-Jobs operation uses the 'textWthLanguage' and
nameW t hLanguage’ mechanismto identify the differing natura

| anguages with each job attribute returned.

The Printer object also has configured charset and natural |anguage
attributes. The client can query the Printer object to determn ne
the list of charsets and natural |anguages supported by the Printer
obj ect and what the Printer object’s configured values are. See the
"charset-configured", "charset-supported", "natural-Ianguage-
configured", and "generated-natural -1 anguage- supported” Printer
description attributes for nore details.

The "charset-supported” attributed identifies the supported charsets.
If a charset is supported, the | PP object MJST be capabl e of
converting to and fromthat charset into any other supported charset.
In many cases, an | PP object will support only one charset and it
MUST be the UTF-8 charset.

The "charset-configured" attribute identifies the one supported
charset which is the native charset given the current configuration
of the I PP object (administrator defined).

The "gener at ed- nat ur al -1 anguage- supported” attribute identifies the
set of supported natural |anguages for generated nessages; it is not
related to the set of natural |anguages that nust be accepted for
client supplied "text’ and 'nane’ attributes. For client supplied
text’ and 'name’ attributes, an | PP object MJST accept ALL supplied
nat ural | anguages. Just because a Printer object is currently
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configured to support 'en-us’ natural |anguage does not nean that the
Printer object should reject a job if the client supplies a job name
that is in 'fr-ca

The "natural -1 anguage-configured” attribute identifies the one
supported natural |anguage for generated nessages which is the native
nat ural | anguage given the current configuration of the |IPP object
(admi ni strator defined).

Attributes of type "text’ and ’'name’ are populated fromdifferent
sources. These attributes can be categorized into foll owi ng groups
(dependi ng on the source of the attribute):

1. Sone attributes are supplied by the client (e.g., the client
supplied "job-nanme", "docunent-nanme", and "requesting-user-nane"
operation attributes along with the correspondi ng Job object’s
"j ob-name” and "job-originating-user-nane" attributes). The IPP
obj ect MJST accept these attributes in any natural |anguage no
matter what the set of supported | anguages for generated
nessages

2. Some attributes are supplied by the system adm nistrator (e.g.
the Printer object’s "printer-nane" and "printer-location"
attributes). These too can be in any natural |anguage. |If the
natural |anguage for these attributes is different than what a
client requests, then they nust be reported using the Natura
Language Override mechani sm

3. Some attributes are supplied by the device nmanufacturer (e.g.
the Printer object’s "printer-make-and-nodel" attribute). These
too can be in any natural |anguage. |If the natural |anguage for
these attributes is different than what a client requests, then
they nmust be reported using the Natural Language Override
nmechani sm

4. Some attributes are supplied by the operator (e.g., the Job
object’s "job-nessage-fromoperator"” attribute). These too can
be in any natural |anguage. |f the natural |anguage for these
attributes is different than what a client requests, then they
nmust be reported using the Natural Language Override nmechani sm

5. Sone attributes are generated by the | PP object (e.g., the Job
object’s "job-state-nessage” attribute, the Printer object’s
"printer-state-nmessage” attribute, and the "status-nessage"”
operation attribute). These attributes can only be in one of
t he "generat ed-natural -1 anguage- supported” natural |anguages.

If a client requests sone natural |anguage for these attributes
ot her than one of the supported val ues, the | PP object SHOULD
respond using the value of the "natural -1anguage-confi gured"
attribute (using the Natural Language Override mechanismif
needed) .
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The "text’ and 'nanme’ attributes specified in this version of this
docunent (additional ones will be registered according to the
procedures in Section 6) are:

Attributes Sour ce

Qperation Attributes

j ob- nane (nane) client
docunent - nane (nane) client
requesti ng-user-nane (nane) client
st at us- nessage Job or Printer object

Job Tenplate Attri butes:
j ob-hol d-until) client matches adm nistrator-configured
(keyword | name
j ob-hol d-until -default client matches adnin
(keyword | nane)
j ob-hol d-until -supported client matches adnin
(keyword | nane)

strator-configured

strator-configured

j ob-sheets client matches admi nistrator-configured
(keyword | nane)

j ob- sheet s-def aul t client matches adm nistrator-configured
(keyword | nane)

j ob- sheet s- support ed client matches adm nistrator-configured
(keyword | nane)

medi a client matches adm nistrator-configured
(keyword | nane)

medi a- def aul t client matches adm nistrator-configured
(keyword | nane)

medi a- support ed client matches adm nistrator-configured
(keyword | nane)

nedi a- r eady client matches admi nistrator-configured

(keyword | nane)

Job Description Attributes:

j ob- nane (nane) client or Printer object
j ob-ori gi nati ng- user-nane (nane) Printer object
j ob- st at e- nessage (text) Job or Printer object

out put - devi ce- assi gned (nanme(127)) admi ni strator
j ob- message-from operator (text(127)) oper at or

Printer Description Attributes:

printer-nane (name(127)) adm ni strator
printer-location (text(127)) administrator
printer-info (text(127)) admi ni strator

printer-make-and-nodel (text(127)) admi nistrator or manufacturer
printer-state-nessage (text) Printer object
printer-nmessage-fromoperator (text(127)) oper at or
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8. Security Considerations

Some | PP obj ects MAY be depl oyed over protocol stacks that support
Secure Socket Layer Version 3 (SSL3) [SSL]. Note: SSL3 is not an

| ETF standards track specification. Oher |PP objects MAY be

depl oyed over protocol stacks that do not support SSL3. Sone |PP

obj ects MAY be depl oyed over both types of protocol stacks. Those

| PP obj ects that support SSL3, are capabl e of supporting nutual

aut hentication as well as privacy of nmessages via nultiple encryption
schenes. An inportant point about security related information for
SSL3 access to an I PP object, is that the security-related paraneters
(aut hentication, encryption keys, etc.) are "out-of-band" to the
actual | PP protocol

An | PP object that does not support SSL3 MAY el ect to support a
transport layer that provides other security nechanisns. For
exanple, in a mapping of IPP over HITP/1.1 [ RFC2565], if the IPP
obj ect does not support SSL3, HITP still allows for client

aut henti cation using Digest Access Authentication (DAA) [ RFC2069].

It is difficult to anticipate the security risks that mght exist in
any given I PP environnment. For exanple, if IPP is used within a given
corporation over a private network, the risks of exposing docunent
data nmay be | ow enough that the corporation will choose not to use
encryption on that data. However, if the connection between the
client and the I PP object is over a public network, the client may
wish to protect the content of the information during transm ssion

t hrough the network with encryption

Furt hernore, the value of the information being printed may vary from
one | PP environnent to the next. Printing payroll checks, for

exanpl e, would have a different value than printing public
information froma file. There is also the possibly of denial-of-
service attacks, but denial-of-service attacks against printing
resources are not well understood and there is no published
precedents regarding this scenario.

Once the authenticated identity of the requester has been supplied to
the 1 PP object, the object uses that identity to enforce any

aut hori zation policy that might be in place. For exanple, one site’'s
policy m ght be that only the job owner is allowed to cancel a job.
The details and nechanisns to set up a particul ar access contro
policy are not part of IPP/ 1.0, and nust be established via sone
other type of administrative or access control franmework. However,
there are operation status codes that allow an | PP server to return

i nformati on back to a client about any potential access contro

viol ations for an | PP object.
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During a create operation, the client’s identity is recorded in the
Job object in an inplenentation-defined attribute. This information
can be used to verify a client’s identity for subsequent operations
on that Job object in order to enforce any access control policy that
m ght be in effect. See section 8.3 below for nore details.

Since the security levels or the specific threats that any given |IPP
system adm ni strator nmay be concerned with cannot be anticipated, |PP
MUST be capabl e of operating with different security mechani sms and
security policies as required by the individual installation

Security policies mght vary fromvery strong, to very weak, to none
at all, and corresponding security nechanisns will be required. SSL3
supports the type of negotiated |evels of security required by nost,
if not all, potential |IPP environments. |PP environnents that require
no security can elect to deploy | PP objects that do not utilize the
optional SSL3 security mechani smns.

8.1 Security Scenarios

The follow ng sections describe specific security attacks for | PP
environnents. Were exanples are provided they should be considered
illustrative of the environnment and not an exhaustive set. Not all of
these environments will necessarily be addressed in initial

i mpl enent ati ons of | PP.

8.1.1 dient and Server in the Same Security Domain

This environment is typical of internal networks where traditiona

of fice workers print the output of personal productivity applications
on shared work-group printers, or where batch applications print
their output on large production printers. Although the identity of
the user may be trusted in this environment, a user mght want to
protect the content of a document agai nst such attacks as

eavesdr oppi ng, replaying or tanpering.

8.1.2 dient and Server in Different Security Donains

Exanpl es of this environnent include printing a docunent created by
the client on a publicly available printer, such as at a commerci al
print shop; or printing a document renotely on a business associate’s
printer. This latter operation is functionally equivalent to sending
the docunent to the business associate as a facsimle. Printing
sensitive information on a Printer in a different security donmain
requires strong security nmeasures. In this environnent authentication
of the printer is required as well as protection agai nst unauthorized
use of print resources. Since the docunent crosses security donains,
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protection agai nst eavesdroppi ng and docunent tanpering are al so
required. It will also be inportant in this environnent to protect
Printers against "spammi ng" and nalicious docunment content.

8.1.3 Print by Reference

When the docunent is not stored on the client, printing can be done
by reference. That is, the print request can contain a reference, or
pointer, to the docunent instead of the actual docunent itself.
Standard nethods currently do not exist for renpte entities to
"assume" the credentials of a client for forwarding requests to a 3rd
party. It is anticipated that Print-By-Reference will be used to
access "public" docunents and that sophisticated nmethods for

aut henticating "proxies" will not be specified for version 1 of |PP.

8.2 URIs for SSL3 and non-SSL3 Access

As described earlier, an | PP object can support SSL3 access, non-SSL3
access, or both. The "printer-uri-supported" attribute contains the
Printer object’s URI(s). |Its conpanion attribute, "uri-security-
supported", identifies the security mechani smused for each UR

listed in the "printer-uri-supported" attribute. For each Printer
operation request, a client MJIST supply only one URl in the
"printer-uri" operation attribute. |In other words, even though the
Printer supports nore than one URI, the client only interacts with
the Printer object using one if its URIs. This duality is not needed
for Job objects, since the Printer objects is the factory for Job
objects, and the Printer object will generate the correct URI for new
Job objects depending on the Printer object’s security configuration

8.3 The "requesting-user-nane" (name(MAX)) Operation Attribute

Each operati on MJUST specify the user who is perform ng the operation
in both of the followi ng two ways:

1) via the REQUI RED "requesting-user-nane" operation attribute that
a client SHOULD supply in all operations. The client MJST obtain
the value for this attribute froman environmental or network
| ogin name for the user, rather than allow ng the user to supply
any value. If the client does not supply a value for
"requesting-user-nane”, the printer MJST assunme that the client
i s supplying sone anonynous nane, such as "anonynous".

2) via an authentication nechani smof the underlying transport
whi ch may be configured to give no authentication information.
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There are six cases to consider:

a) the authenticati on nechani smgives no infornmation, and the
client doesn't specify "requesting-user-nane".

b) the authentication mechani smgives no information, but the
client specifies "requesting-user-nane".

c) the authentication nechani sm specifies a user which has no hunan
readabl e representation, and the client doesn't specify
"requesting-user-nane".

d) the authentication nechani sm specifies a user which has no human
readabl e representation, but the client specifies "requesting-
user - nane".

e) the authentication nechani sm specifies a user which has a hunan
readabl e representation. The Printer object ignores the
"requesting-user-nane".

f) the authentication nmechani smspecifies a user who is trusted and
whose nane neans that the value of the "requesting-user-nane",
whi ch MJUST be present, is treated as the authenticated nane.

Note: Case "f" is intended for a tightly coupl ed gateway and server
to work together so that the "user"” name is able to be that of the
gateway client and not that of the gateway. Because nost, if not
all, systemvendors will initially inplement IPP via a gateway into
their existing print system this nechanismis necessary unless the
aut henti cati on mechanismallows a gateway (client) to act on behalf
of some other client.

The user-nane has two forns:

- one that is human readable: it is held in the REQU RED "j ob-
ori gi nating-user-nane" Job Description attribute which is set
during the job creation operations. It is used for presentation
only, such as returning in queries or printing on start sheets

- one for authorization: it is held in an undefined (by IPP) Job
object attribute which is set by the job creation operation. It
is used to authorize other operations, such as Send- Docunent,
Send- URI, Cancel -Job, to deternine the user when the "ny-jobs"
attribute is specified with Get-Jobs, and to linmit what
attributes and values to return with Get-Job-Attributes and Get-
Jobs.

The human readabl e user nane:
- is the value of the "requesting-user-nane" for cases b, d and f.
- cones fromthe authentication nechanismfor case e

- is sonme anonynous nane, such as "anonynous" for cases a and c.

The user nane used for authorization:
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- is the value of the "requesting-user-nane" for cases b and f.
- comes fromthe authentication nmechanismfor cases ¢, d and e
- is some anonynous nane, such as "anonynous" for case a.

The essence of these rules for resolving conflicting sources of
user-nanes is that a printer inplenentation is free to pick either
source as long as it achieves consistent results. That is, if a user
uses the sanme path for a series of requests, the requests MJST appear
to come fromthe sane user fromthe standpoint of both the hunman-
readabl e user name and the user name for authorization. This rule
MUST continue to apply even if a request could be authenticated by

two or nore nechanisns. |t doesn’t matter which of severa
aut henti cation nmechanisns a Printer uses as long as it achieves
consistent results. |f a client uses nobre than one authentication

nechanism it is recommended that an adm nistrator make all
credentials resolve to the sane user and user-nane as nuch as
possi bl e.

8.4 Restricted Queries

In many | PP operations, a client supplies a list of attributes to be
returned in the response. For security reasons, an | PP object may be
configured not to return all attributes (or all values) that a client
requests. The job attributes returned MAY depend on whet her the
requesting user is the sane as the user that submitted the job. The

| PP obj ect MAY even return none of the requested attributes. In such
cases, the status returned is the same as if the object had returned
all requested attributes. The client cannot tell by such a response
whet her the requested attribute was present or absent on the object.

8.5 Queries on jobs submitted using non-IPP protocols

If the device that an IPP Printer is representing is able to accept

j obs using other job subm ssion protocols in addition to IPP, it is
RECOMVENDED t hat such an inplenmentation at |east allow such "foreign"
jobs to be queried using Get-Jobs returning "job-id" and "job-uri" as
"unknown’ .  Such an inplenentati on NEED NOT support all of the same

I PP job attributes as for IPP jobs. The |IPP object returns the '’
unknown’ out -of - band val ue for any requested attribute of a foreign
job that is supported for |IPP jobs, but not for foreign jobs.

It is further RECOWENDED, that the IPP Printer generate "job-id" and
"job-uri" values for such "foreign jobs", if possible, so that they
may be targets of other | PP operations, such as Get-Job-Attributes
and Cancel -Job. Such an inplenentation also needs to deal with the
probl em of authentication of such foreign jobs. One approach would
be to treat all such foreign jobs as belonging to users other than
the user of the IPP client. Another approach would be for the
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foreign job to belong to "anonynous’'. Only if the IPP client has
been authenticated as an operator or administrator of the | PP Printer
object, could the foreign jobs be queried by an | PP request.
Alternatively, if the security policy is to allow users to query
other users’ jobs, then the foreign jobs would also be visible to an
end-user | PP client using Get-Jobs and Get-Job-Attributes.

8.6 | PP Security Application Profile for SSL3

The 1 PP application profile for SSL3 follows the "Secure Socket
Layer" requirement as docunented in the SSL3 specification [SSL].
For interoperability, the SSL3 ci pher suites are:

SSL_RSA W TH_RC4_128 MD5
SSL_RSA W TH_3DES_EDE_CBC_SHA
SSL_RSA_W TH_DES_CBC_SHA
SSL_RSA_EXPORT_W TH_RC4_40_MD5
SSL_RSA_EXPORT_W TH_RC2_CBC_40_MD5
SSL_RSA_W TH_NULL_MD5

Cient inplenentations MIJST NOT assunme any other cipher suites are
supported by an | PP Printer object.

If a confornming | PP object supports SSL3, it MJST inplenent and
support the cipher suites |listed above and MAY support additiona
ci pher suites.

A conformng I PP client SHOULD support SSL3 including the cipher
suites listed above. A conforming IPP client MAY support additiona
ci pher suites.

It is possible that due to certain government export restrictions
sone non-conpliant versions of this extension could be depl oyed.

| mpl enentati ons wishing to inter-operate with such non-conpliant
versions MAY offer the SSL_RSA EXPORT W TH RC4_40_MD5 and

SSL_RSA EXPORT_W TH RC2_CBC 40_MD5 nechani sns. However, since 40 bit
ci phers are known to be vulnerable to attack by current technol ogy,
any client which actives a 40 bit ci pher MJST NOT indicate to the
user that the connection is conpletely secure from eavesdroppi ng.
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Formats for | PP Registration Proposals

In order to propose an | PP extension for registration, the proposer
must submit an application to | ANA by enail to "iana@ ana.org" or by
filling out the appropriate formon the | ANA web pages
(http://ww.iana.org). This section specifies the required
information and the formats for proposing registrations of extensions
to PP as provided in Section 6 for:

type2 'keyword' attribute val ues
type3 'keyword' attribute val ues
type2 'enum attribute val ues
type3 "enum attribute val ues
attributes

attribute syntaxes

operations

stat us codes

ONoRwNE

1 Type2 keyword attribute values registration

Type of registration: type2 keyword attribute val ue

Name of attribute to which this keyword specification is to be added:
Proposed keyword name of this keyword val ue:

Specification of this keyword value (follow the style of | PP Mdel
Section 4.1.2.3):

Nane of proposer
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Addr ess of proposer
Emai | address of proposer:

Note: For type2 keywords, the Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11. 2 Type3 keyword attribute values registration

Type of registration: type3 keyword attribute val ue

Name of attribute to which this keyword specification is to be added:
Proposed keyword name of this keyword val ue:

Specification of this keyword value (follow the style of | PP Mde
Section 4.1.2.3):

Name of proposer

Addr ess of proposer:

Emai | address of proposer:

Note: For type3 keywords, the proposer will be the point of contact
for the approved registration specification, if any maintenance of
the registration specification is needed.

11.3 Type2 enum attri bute values registration

Type of registration: type2 enumattribute val ue

Nanme of attribute to which this enum specification is to be added:
Keyword synbolic name of this enum val ue:

Nurmeric value (to be assigned by the | PP Designated Expert in
consul tation with | ANA)

Specification of this enumvalue (follow the style of |IPP NModel
Section 4.1.4):

Name of proposer

Addr ess of proposer

Emai | address of proposer:

Note: For type2 enunms, the Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.4 Type3 enum attri bute values registration

Type of registration: type3 enumattribute val ue

Nane of attribute to which this enum specification is to be added:
Keyword synbolic name of this enum val ue:

Nurmeric value (to be assigned by the | PP Designated Expert in
consultation with | ANA):

Specification of this enumvalue (follow the style of | PP Mde
Section 4.1.4):
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Nane of proposer:
Addr ess of proposer:
Emai | address of proposer:

Note: For type3 enums, the proposer will be the point of contact for
the approved regi stration specification, if any nmaintenance of the
regi stration specification is needed.

11.5 Attribute registration

Type of registration: attribute

Proposed keyword name of this attribute:

Types of attribute (Operation, Job Tenplate, Job Description,
Printer Description):

Operations to be used with if the attribute is an operation
attribute:

hj ect (Job, Printer, etc. if bound to an object):

Attribute syntax(es) (include 1lsetOF and range as in Section 4.2):
If attribute syntax is 'keyword or 'enum, is it type2 or type3:
If this is a Printer attribute, MAY the val ue returned depend on
"document -format" (See Section 6.2):

If this is a Job Tenplate attribute, how does its specification
depend on the value of the "nultiple-docunent-handling"” attribute:
Specification of this attribute (follow the style of | PP Model
Section 4.2):

Name of proposer:

Addr ess of proposer:

Emai | address of proposer:

Note: For attributes, the | PP Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

11.6 Attribute Syntax registration

Type of registration: attribute syntax

Proposed nane of this attribute syntax:

Type of attribute syntax (integer, octetString, character-string,
see [ RFC2565]):

Nurmeric value (to be assigned by the | PP Designated Expert in
consultation with | ANA):

Specification of this attribute (follow the style of |PP Model
Section 4.1):

Name of proposer:

Addr ess of proposer:

Emai | address of proposer:
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11.

11.

11.

Note: For attribute syntaxes, the | PP Designated Expert will be the
poi nt of contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

7 Operation registration

Type of registration: operation

Proposed nanme of this operation:

Nurmeric operation-id value (to be assigned by the | PP Designated
Expert in consultation with | ANA):

(hj ect Target (Job, Printer, etc. that operation is upon):
Specification of this attribute (follow the style of | PP Model
Section 3):

Name of proposer

Addr ess of proposer

Emai | address of proposer:

Note: For operations, the | PP Designated Expert will be the point of
contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

8 Attribute Goup registration

Type of registration: attribute group

Proposed nanme of this attribute group:

Nunmeric tag according to [ RFC2565] (to be assigned by the I PP

Desi ghated Expert in consultation with | ANA):

Operation requests and group nunber for each operation in which the
attribute group occurs:

Qperation responses and group nunmber for each operation in which the
attribute group occurs:

Specification of this attribute group (follow the style of |IPP Mde
Section 3):

Nanme of proposer:

Addr ess of proposer

Enai | address of proposer:

Note: For attribute groups, the | PP Designated Expert will be the
poi nt of contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.

9 Status code registration

Type of registration: status code

Keyword synbolic name of this status code val ue:

Nurmeric value (to be assigned by the | PP Designated Expert in
consul tation with | ANA)

Qperations that this status code nmay be used with:

deBry, et al. Experi ment al [ Page 139]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

Specification of this status code (follow the style of | PP Mde
Section 14 APPENDI X B: Status Codes and Suggested Status Code
Messages):

Nanme of proposer:

Addr ess of proposer

Enai | address of proposer:

Note: For status codes, the Designated Expert will be the point of

contact for the approved registration specification, if any
mai nt enance of the registration specification is needed.
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APPENDI X A: Ter mi nol ogy
This specification uses the term nology defined in this section
1 Conformance Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in RFC 2119 [ RFC2119].

1.1 NEED NOT

This termis not included in RFC 2119. The verb "NEED NOT" i ndi cates
an action that the subject of the sentence does not have to inplenent
in order to claimconformance to the standard. The verb "NEED NOT"
is used instead of "MAY NOT" since "MAY NOT" sounds |ike a

prohi bition.

2 Model Ter m nol ogy
2.1 Keyword

Keywords are used within this docunent as identifiers of semantic
entities within the abstract nodel (see section 4.1.2.3). Attribute
nanes, sone attribute values, attribute syntaxes, and attribute group
names are represented as keywords.

2.2 Attributes

An attribute is an itemof information that is associated with an
instance of an | PP object. An attribute consists of an attribute
nane and one or nore attribute values. Each attribute has a specific
attribute syntax. Al object attributes are defined in section 4 and
all operation attributes are defined in section 3.

Job Tenplate Attributes are described in section 4.2. The client
optionally supplies Job Tenplate attributes in a create request
(operation requests that create Job objects). The Printer object has
associ ated attributes which define supported and default val ues for
the Printer.

2.2.1 Attribute Nane
Each attribute is uniquely identified in this docunent by its

attribute name. An attribute name is a keyword. The keyword
attribute nane is given in the section header describing that
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attribute. In running text in this docunent, attribute nanes are
i ndi cated inside double quotation marks (") where the quotation marks
are not part of the keyword itself.

2.2.2 Attribute Goup Nane

Rel ated attributes are grouped into named groups. The nane of the
group is a keyword. The group nane nmay be used in place of naning
all the attributes in the group explicitly. Attribute groups are
defined in section 3.

2.2.3 Attribute Val ue

Each attribute has one or nore values. Attribute values are
represented in the syntax type specified for that attribute. In
running text in this docunent, attribute values are indicated inside
single quotation marks ('), whether their attribute syntax is
keyword, integer, text, etc. where the quotation nmarks are not part
of the value itself.

2.2.4 Attribute Syntax

Each attribute is defined using an explicit syntax type. 1In this
docunent, each syntax type is defined as a keyword with specific
meani ng. The Encodi ng and Transport docunent [ RFC2565] indicates the
actual "on-the-wire" encoding rules for each syntax type. Attribute
syntax types are defined in section 4. 1.

2.3 Supports

By definition, a Printer object supports an attribute only if that
Printer object responds with the corresponding attribute popul at ed
with some value(s) in a response to a query for that attribute. A
Printer object supports an attribute value if the value is one of the
Printer object’s "supported values" attributes. The device behind a
Printer object may exhibit a behavior that corresponds to sone |PP
attribute, but if the Printer object, when queried for that
attribute, doesn’t respond with the attribute, then as far as IPP is
concerned, that inplenentation does not support that feature. If the
Printer object’s "xxx-supported" attribute is not populated with a
particul ar value (even if that value is a |l egal value for that
attribute), then that Printer object does not support that particul ar
val ue.

A conforming inplenentati on MUST support all REQUI RED attri butes.
However, even for REQU RED attri butes, conformance to | PP does not
mandat e that all inplenmentations support all possible val ues
representing all possible job processing behaviors and features. For
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exanple, if a given instance of a Printer supports only certain
docunent fornmats, then that Printer responds with the "docunent-
format-supported” attribute populated with a set of val ues, possibly
only one, taken fromthe entire set of possible values defined for
that attribute. This limted set of values represents the Printer’s
set of supported docunent formats. Supporting an attribute and sone
set of values for that attribute enables |IPP end users to be aware of
and make use of those features associated with that attribute and
those values. |If an inplenmentation chooses to not support an
attribute or sonme specific value, then | PP end users would have no
ability to make use of that feature within the context of IPP itself.
However, due to existing practice and | egacy systens which are not

| PP aware, there nmight be sonme other nechani smoutside the scope of

I PP to control or request the "unsupported" feature (such as enbedded
instructions within the docunent data itself).

For exanple, consider the "finishings-supported" attribute.

1) If a Printer object is not physically capable of stapling, the
"finishings-supported" attribute MJST NOT be popul ated with the
val ue of ’'staple’.

2) A Printer object is physically capable of stapling, however an
i npl enent ati on chooses not to support stapling in the IPP
"finishings" attribute. 1In this case, 'staple’ MJST NOT be a
value in the "finishings-supported" Printer object attribute.

W thout support for the value 'staple’, an IPP end user would
have no nmeans within the protocol itself to request that a Job
be stapled. However, an existing document data formatter mi ght
be able to request that the docunent be stapled directly with an

enmbedded instruction within the docunment data. |In this case
the I PP inplenentation does not "support" stapling, however the
end user is still able to have sonme control over the stapling of

the conpl eted job.

3) A Printer object is physically capable of stapling, and an
i npl enent ati on chooses to support stapling in the IPP
"finishings" attribute. In this case, 'staple’ MJST be a val ue
in the "finishings-supported" Printer object attribute. Doing
so, would enable end users to be aware of and nake use of the
stapling feature using I PP attributes.

Even though support for Job Tenplate attributes by a Printer object
is OPTIONAL, it is RECOMVENDED that if the device behind a Printer
obj ect is capable of realizing any feature or function that
corresponds to an I PP attribute and sone associ ated val ue, then that
i mpl enent ati on SHOULD support that IPP attribute and val ue.
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The set of values in any of the supported value attributes is set
(popul ated) by sone admini strative process or automati c sensing
mechani smthat is outside the scope of IPP. For admnistrative
policy and control reasons, an adm nistrator may choose to nake only
a subset of possible values visible to the end user. 1In this case,
the real output device behind the IPP Printer abstraction nay be
capabl e of a certain feature, however an adninistrator is specifying
that access to that feature not be exposed to the end user through
the I PP protocol. Also, since a Printer object nmay represent a

| ogi cal print device (not just a physical device) the actual process
for supporting a value is undefined and left up to the

i npl enentation. However, if a Printer object supports a value, sone
manual human acti on nmay be needed to realize the semantic action
associated with the value, but no end user action is required.

For exanple, if one of the values in the "finishings-supported”
attribute is 'staple’, the actual process might be an automatic
stapl e action by a physical device controlled by sone conmand sent to
the device. O, the actual process of stapling night be a manual
action by an operator at an operator attended Printer object.

For anot her exanple of how supported attributes function, consider a
system adm ni strator who desires to control all print jobs so that no
job sheets are printed in order to conserve paper. To force no job
sheets, the system adnministrator sets the only supported val ue for
the "job-sheets-supported" attribute to 'none’. |In this case, if a
client requests anything except 'none’, the create request is
rejected or the "job-sheets" value is ignored (depending on the val ue
of "ipp-attribute-fidelity"). To force the use of job start/end
sheets on all jobs, the admi nistrator does not include the val ue
none’ in the "job-sheets-supported" attribute. |In this case, if a
client requests 'none’, the create request is rejected or the "job-
sheets" value is ignored (again depending on the val ue of "ipp-
attribute-fidelity").

12. 2.4 print-stream page

A "print-stream page" is a page according to the definition of pages
in the | anguage used to express the docunent data.

12. 2.5 inpression

An "inpression" is the inage (possibly many print-stream pages in
di fferent configurations) inposed onto a single nedia page.
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13. APPENDI X B: Status Codes and Suggested Status Code Messages

This section defines status code enum keywords and val ues that are
used to provide semantic information on the results of an operation
request. Each operation response MIST include a status code. The
response MAY al so contain a status nessage that provides a short
textual description of the status. The status code is intended for
use by autonmata, and the status nessage is intended for the hunman end
user. Since the status nmessage is an OPTI ONAL conponent of the
operation response, an |PP application (i.e., a browser, GJ, print
driver or gateway) is NOT REQU RED to exam ne or display the status
message, since it MAY not be returned to the application.

The prefix of the status keyword defines the class of response as

fol | ows:

"informational” - Request received, continuing process

"successful" - The action was successfully received, understood,
and accepted

"redirection" - Further action nust be taken in order to conplete
t he request

"client-error" - The request contains bad syntax or cannot be
fulfilled

"server-error" - The | PP object failed to fulfill an apparently

val id request

As with type2 enuns, |PP status codes are extensible. [|PP clients
are NOT REQUI RED to understand the neaning of all registered status
codes, though such understanding is obviously desirable. However,

I PP clients MJUST understand the class of any status code, as

i ndi cated by the prefix, and treat any unrecogni zed response as being
equi valent to the first status code of that class, with the exception
that an unrecogni zed response MJST NOT be cached. For exanple, if an
unrecogni zed status code of "client-error-xxx-yyy" is received by the
client, it can safely assune that there was sonething wong with its
request and treat the response as if it had received a "client-
error-bad-request" status code. In such cases, |PP applications
SHOULD present the OPTI ONAL nessage (if present) to the end user
since the nmessage is likely to contain human readabl e i nfornmation
which will help to explain the unusual status. The nanme of the enum
is the suggested status nessage for US English

The status code val ues range from 0x0000 to Ox7FFF. The val ue ranges
for each status code class are as foll ows:

"successful" - 0x0000 to OxOOFF

"informational" - 0x0100 to OxOl1lFF
"redirection" - 0x0200 to Ox02FF
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"client-error"” - 0x0400 to OxO4FF
"server-error" - 0x0500 to OxO5FF

The top half (128 val ues) of each range (0x0n40 to OxOnFF, for n =0
to 5) is reserved for private use within each status code cl ass

Val ues 0x0600 to Ox7FFF are reserved for future assignment and MJUST
NOT be used.

13.1 Status Codes

Each status code is described below Section 13.1.5.9 contains a
tabl e that indicates which status codes apply to which operations.
The Inplenmenter’s CGuide [ipp-iig] describe the suggested steps for
processing | PP attributes for all operations, including returning
stat us codes.

13.1.1 Informati ona

This class of status code indicates a provisional response and is to
be used for informational purposes only.

There are no status codes defined in IPP/1.0 for this class of status
code.

13. 1.2 Successful Status Codes

This class of status code indicates that the client’s request was
successfully received, understood, and accepted.

13.1. 2.1 successful -ok (0x0000)

The request has succeeded and no request attributes were substituted
or ignored. |In the case of a response to a create request, the
successful -ok’ status code indicates that the request was
successfully received and validated, and that the Job object has been
created; it does not indicate that the job has been processed. The
transition of the Job object into the 'conpleted state is the only

i ndi cator that the job has been printed.

13. 1. 2. 2 successful - ok-ignored-or-substituted-attributes (0x0001)

The request has succeeded, but sone supplied (1) attributes were

i gnored or (2) unsupported val ues were substituted with supported

val ues or were ignored in order to performthe operation wthout
rejecting it. Unsupported attributes, attribute syntaxes, or val ues
MUST be returned in the Unsupported Attributes group of the response
for all operations. There is an exception to this rule for the query
operations: Get-Printer-Attributes, Get-Jobs, and Get-Job-Attributes
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for the "requested-attributes" operation attribute only. Wen the
suppl i ed val ues of the "requested-attributes" operation attribute are
requesting attributes that are not supported, the | PP object MY, but
is NOT REQU RED to, return the "requested-attributes"” attribute in
the Unsupported Attribute response group (with the unsupported val ues
only). See section 3.2.1.2.

1. 2.3 successful -ok-conflicting-attributes (0x0002)

The request has succeeded, but sonme supplied attribute val ues
conflicted with the values of other supplied attributes. These
conflicting values were either (1) substituted with (supported)
values or (2) the attributes were renoved in order to process the job
without rejecting it. Attributes or values which conflict with other
attributes and have been substituted or ignored MIUST be returned in
the Unsupported Attributes group of the response for all operations
as supplied by the client. See section 3.2.1.2.

1.3 Redirection Status Codes

This class of status code indicates that further action needs to be
taken to fulfill the request.

There are no status codes defined in IPP/1.0 for this class of status
code.

1.4 Cdient Error Status Codes

This class of status code is intended for cases in which the client
seens to have erred. The | PP object SHOULD return a nessage

contai ning an explanation of the error situation and whether it is a
tenporary or permanent condition

1.4.1 client-error-bad-request (0x0400)

The request could not be understood by the | PP object due to
mal f ormed syntax (such as the value of a fixed length attribute whose
| ength does not match the prescribed length for that attribute - see
the Inplenenter’s GQuide [ipp-iig] ). The IPP application SHOULD NOT
repeat the request w thout nodifications.

1.4.2 client-error-forbidden (0x0401)
The | PP object understood the request, but is refusing to fulfill it.

Addi ti onal authentication information or authorization credentials
will not help and the request SHOULD NOT be repeated. This status
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code is commonly used when the | PP object does not wish to revea
exactly why the request has been refused or when no other response is
appl i cabl e.

1.4.3 client-error-not-authenticated (0x0402)

The request requires user authentication. The IPP client nay repeat
the request with suitable authentication information. If the request
al ready included authentication information, then this status code

i ndi cates that authorization has been refused for those credentials.
If this response contains the sanme chall enge as the prior response,
and the user agent has already attenpted authentication at |east
once, then the response nessage may contain rel evant diagnostic
information. This status codes reveals nore information than
"client-error-forbi dden".

1.4.4 client-error-not-authorized (0x0403)

The requester is not authorized to performthe request. Additiona
aut hentication information or authorization credentials will not help
and the request SHOULD NOT be repeated. This status code is used
when the | PP object wishes to reveal that the authentication
informati on i s understandabl e, however, the requester is explicitly
not authorized to performthe request. This status codes reveals
nore information than "client-error-forbidden" and "client-error-

not - aut henti cat ed"

1.4.5 client-error-not-possi bl e (0x0404)

This status code is used when the request is for sonething that can
not happen. For exanple, there nmight be a request to cancel a job
that has al ready been canceled or aborted by the system The |PP
client SHOULD NOT repeat the request.

1.4.6 client-error-ti meout (0x0405)

The client did not produce a request within the tine that the | PP

obj ect was prepared to wait. For exanple, a client issued a Create-
Job operation and then, after a long period of tinme, issued a Send-
Docurnent operation and this error status code was returned in
response to the Send-Docunent request (see section 3.3.1). The IPP
obj ect might have been forced to clean up resources that had been
held for the waiting additional Docunents. The | PP object was forced
to close the Job since the client took too long. The client SHOULD
NOT repeat the request w thout nodifications.
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1.4.7 client-error-not-found (0x0406)

The |1 PP object has not found anything matching the request URI. No
indication is given of whether the condition is tenmporary or
permanent. For exanple, a client with an old reference to a Job (a
URI) tries to cancel the Job, however in the nean tine the Job night
have been conpleted and all record of it at the Printer has been
deleted. This status code, 'client-error-not-found is returned

i ndicating that the referenced Job can not be found. This error
status code is also used when a client supplies a URl as a reference
to the docunent data in either a Print-URl or Send-URl operation, but
t he docunment can not be found.

In practice, an | PP application should avoid a not found situation by
first querying and presenting a list of valid Printer URIs and Job
URI's to the end-user.

1.4.8 client-error-gone (0x0407)

The requested object is no |onger available and no forwardi ng address
is known. This condition should be considered permanent. dients
with link editing capabilities should delete references to the
request URI after user approval. |If the |IPP object does not know or
has no facility to deternine, whether or not the condition is

per manent, the status code "client-error-not-found" should be used

i nst ead.

This response is primarily intended to assist the task of naintenance
by notifying the recipient that the resource is intentionally

unavail able and that the | PP object administrator desires that renote
links to that resource be renpved. It is not necessary to nmark all

per manent|y unavail abl e resources as "gone" or to keep the mark for
any length of time -- that is left to the discretion of the | PP

obj ect admi ni strator.

1.4.9 client-error-request-entity-too-large (0x0408)

The I PP object is refusing to process a request because the request
entity is larger than the I PP object is willing or able to process
An I PP Printer returns this status code when it linits the size of
print jobs and it receives a print job that exceeds that limt or
when the attributes are so many that their encodi ng causes the
request entity to exceed | PP object capacity.
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1.4.10 client-error-request-val ue-too-1ong (0x0409)

The 1 PP object is refusing to service the request because one or nore
of the client-supplied attributes has a variable I ength value that is
| onger than the maxi numlength specified for that attribute. The |IPP
obj ect might not have sufficient resources (nenory, buffers, etc.) to
process (even tenporarily), interpret, and/or ignore a value |arger
than the maxi num | ength. Another use of this error code is when the
| PP obj ect supports the processing of a large value that is less than
the maxi mum | ength, but during the processing of the request as a
whol e, the object may pass the value onto sone ot her system conponent
which is not able to accept the large value. For nore details, see
the Inplenmenter’s Guide [ipp-iidg]

Note: For attribute values that are URI's, this rare condition is
only likely to occur when a client has inproperly subnmtted a request
with long query information (e.g. an I PP application allows an end-
user to enter an invalid URI), when the client has descended into a
URI "black hole" of redirection (e.g., a redirected URl prefix that
points to a suffix of itself), or when the | PP object is under attack
by a client attenpting to exploit security holes present in sone |PP
obj ects using fixed-length buffers for reading or manipul ating the
Request - URI .

1.4.11 client-error-docunent-fornmat-not-supported (0x040A)

The I PP object is refusing to service the request because the
docunent data is in a format, as specified in the "docunent-format"
operation attribute, that is not supported by the Printer object.
This error is returned i ndependent of the client-supplied "ipp-
attribute-fidelity". The Printer object MIUST return this status
code, even if there are other attributes that are not supported as
well, since this error is a bigger problemthan with Job Tenpl ate
attributes.

1.4.12 client-error-attributes-or-val ues-not-supported (0x040B)

In a create request, if the Printer object does not support one or
nore attributes, attribute syntaxes, or attribute values supplied in
the request and the client supplied the "ipp-attributes-fidelity"
operation attribute with the "true’ value, the Printer object MJST
return this status code. For exanple, if the request indicates

i so-a4’ nmedia, but that nedia type is not supported by the Printer
object. O, if the client supplies an optional attribute and the
attribute itself is not even supported by the Printer. If the "ipp-
attribute-fidelity" attribute is 'false’, the Printer MJST ignore or
substitute values for unsupported attributes and val ues rather than
reject the request and return this status code.
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For any operation where a client requests attributes (such as a Get-
Jobs, Get-Printer-Attributes, or Get-Job-Attributes operation), if
the |1 PP object does not support one or nore of the requested
attributes, the | PP object sinply ignores the unsupported requested
attributes and processes the request as if they had not been
supplied, rather than returning this status code. In this case, the
| PP obj ect MUST return the 'successful -ok-ignored-or-substituted-
attributes’ status code and MAY return the unsupported attributes as
val ues of the "requested-attributes" in the Unsupported Attributes
G oup (see section 13.1.2.2).

1.4.13 client-error-uri-schene-not-supported (0x040C)

The type of the client supplied URI in a Print-URl or a Send-UR
operation is not supported.

1.4.14 client-error-charset-not-supported (0x040D)

For any operation, if the IPP Printer does not support the charset
supplied by the client in the "attributes-charset" operation
attribute, the Printer MJUST reject the operation and return this
status and any ’'text’ or 'name’ attributes using the 'utf-8 charset
(see Section 3.1.4.1).

1.4.15 client-error-conflicting-attributes (0x040E)

The request is rejected because sone attribute values conflicted with
the values of other attributes which this specification does not
permt to be substituted or ignored.

1.5 Server Error Status Codes

This class of status codes indicates cases in which the I PP object is
aware that it has erred or is incapable of perfornmng the request.
The 1 PP object SHOULD include a nessage containing an expl anation of
the error situation, and whether it is a tenporary or permanent
condi ti on.

1.5.1 server-error-internal -error (0x0500)

The |1 PP object encountered an unexpected condition that prevented it
fromfulfilling the request. This error status code differs from
"server-error-tenporary-error” in that it inplies a nore pernanent
type of internal error. It also differs from"server-error-device-
error” in that it inplies an unexpected condition (unlike a paper-jam
or out-of-toner problemwhich is undesirable but expected). This
error status code indicates that probably some know edgeabl e human
intervention is required.
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1.5.2 server-error-operation-not-supported (0x0501)

The | PP object does not support the functionality required to fulfill
the request. This is the appropriate response when the | PP object
does not recogni ze an operation or is not capable of supporting it.

1.5.3 server-error-service-unavail abl e (0x0502)

The 1 PP object is currently unable to handle the request due to a
tenporary overl oadi ng or maintenance of the | PP object. The
inplication is that this is a tenporary condition which will be

all eviated after sone delay. If known, the Iength of the delay may be

indicated in the nessage. |If no delay is given, the | PP application
shoul d handl e the response as it would for a "server-error-
tenporary-error"” response. |If the condition is nore pernmanent, the

error status codes "client-error-gone" or "client-error-not-found"
coul d be used.

1.5.4 server-error-version-not-supported (0x0503)

The | PP object does not support, or refuses to support, the IPP
protocol version that was used in the request nessage. The IPP
object is indicating that it is unable or unwilling to conplete the
request using the sane version as supplied in the request other than
with this error nessage. The response should contain a Message
describing why that version is not supported and what other versions
are supported by that |PP object.

A conforming IPP/1.0 client MIST specify the valid version ('’1.0") on
each request. A conformng IPP/1.0 object MJUST NOT return this
status code to a conformng IPP/1.0 client. An |IPP object MJST
return this status code to a non-conforning IPP client. The response
MJUST identify in the "version-nunber" operation attribute the closest
versi on nunber that the | PP object does support.

1.5.5 server-error-device-error (0x0504)

A printer error, such as a paper jam occurs while the | PP object
processes a Print or Send operation. The response contains the true
Job Status (the values of the "job-state" and "job-state-reasons”
attributes). Additional information can be returned in the optiona
"job-state-nessage" attribute value or in the OPTIONAL status nessage
that describes the error in nore detail. This error status code is
only returned in situations where the Printer is unable to accept the
create request because of such a device error. For exanple, if the
Printer is unable to spool, and can only accept one job at a tine,
the reason it might reject a create request is that the printer
currently has a paper jam In many cases however, where the Printer
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obj ect can accept the request even though the Printer has sone error
condi tion, the ’'successful-ok’ status code will be returned. In such
a case, the client would ook at the returned Job Cbject Attributes
or later query the Printer to deternmine its state and state reasons.

1.5.6 server-error-tenporary-error (0x0505)

A tenmporary error such as a buffer full wite error, a nenory
overflow (i.e. the docunent data exceeds the menory of the Printer),
or a disk full condition, occurs while the IPP Printer processes an
operation. The client MAY try the unnodi fied request again at some
later point in tinme with an expectation that the tenporary interna
error condition may have been cleared. Alternatively, as an

i npl enentation option, a Printer object MAY delay the response unti
the tenporary condition is cleared so that no error is returned.

1.5.7 server-error-not-accepting-jobs (0x0506)

A tenporary error indicating that the Printer is not currently
accepting jobs, because the adm nistrator has set the value of the
Printer’s "printer-is-not-accepting-jobs" attribute to 'false (by
nmeans outside of IPP/1.0).

1.5.8 server-error-busy (0x0507)

A tenporary error indicating that the Printer is too busy processing
j obs and/or other requests. The client SHOULD try the unnodified
request again at sonme later point in time with an expectation that
the tenporary busy condition will have been cl eared.

1.5.9 server-error-job-cancel ed (0x0508)

An error indicating that the job has been cancel ed by an operator or
the systemwhile the client was transnmitting the data to the IPP
Printer. |If a job-id and job-uri had been created, then they are
returned in the Print-Job, Send-Docunent, or Send-URlI response as
usual ; otherwi se, no job-id and job-uri are returned in the response.

2 Status Codes for | PP Operations
PJ Print-Job, PU= Print-URI, CJ = Create-Job, SD = Send- Docunent

SuU Send-URI, V = Validate-Job, GA = Get-Job-Attributes and
CGet-Printer-Attributes, G = Get-Jobs, C = Cancel-Job
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| PP Qperations

| PP Status Keyword P PUCI SDSUVEGA T C
successful - ok X X X X X XX X X
successful - ok-i gnor ed- or - substi t ut ed- X X X X X XX X X
attributes
successful -ok-conflicting-attributes X X X X X XX X X
client-error-bad-request X X X X X XX X X
client-error-forbidden X X X X X XX X X
client-error-not-authenticated X X X X X XX X X
client-error-not-authorized X X X X X XX X X
client-error-not-possible X X X X X XX X X
client-error-timeout X X
client-error-not-found X X X X X XX X X
client-error-gone X X X X X XX X X
client-error-request-entity-too-I|arge X X X X X XX X X
client-error-request-val ue-too-1ong X X X X X XX X X
client-error-docunent-fornat-not - X X X X X X
supported
client-error-attributes-or-val ues-not - X X X X X XX X X
supported
client-error-uri-scheme-not-supported X X
client-error-charset-not-supported X X X X X XX X X
client-error-conflicting-attributes X X X X X XX X X
server-error-internal -error X X X X X XX X X
server-error-operation-not-supported X X X X
server-error-service-unavail abl e X X X X X XX X X
server-error-version-not - supported X X X X X XX X X
server-error-device-error X X X X X
server-error-tenporary-error X X X X X
server-error-not-accepting-jobs X X X X
server-error-hbusy X X X X X XX X X
server-error-job-cancel ed X X
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Standard val ues are defined (taken from DPA[|SOL0175] and the Printer
M B[ RFC1759] ) :

The follow ng standard val ues are defined for

default The default nmedium for the output device

so- a4- mhlte Specifies the | SO A4 white nedi um
so- a4- colored’: Specifies the | SO A4 col ored nmedi um
so-a4-transparent’ Specifies the |1SO A4 transparent
so-a3-white': Specifies the 1SO A3 white nedi
so-a3-colored : Specifies the | SO A3 col ored
so-a5-white': Specifies the 1SO A5 white nedi
so-a5-colored : Specifies the | SO A5 col ored
so-b4-white': Specifies the 1SO B4 white nedi
so-b4-colored : Specifies the | SO B4 col ored
so-b5-white’': Specifies the 1SO B5 white nedi
so-b5-colored’ : Specifies the | SO B5 col ored
jis-b4-white' : Specifies the JIS B4 white nedi
"jis-bd-colored : Specifies the JIS B4 colored
"jis-b5-white': Specifies the JIS B5 white nedi
"jis-b5-colored : Specifies the JI'S B5 col ored

um
nmedi
um
nedi
um
medi
um
nmedi
um
nedi
um
medi

medi um

um
um
um
um
um
um

North American nedi a:

"na-letter-white' : Specifies the North Anerican letter white medi um
na-letter-colored : Specifies the North Anerican letter col ored

medi um
na-letter-transparent’
transparent medi um

na-l egal -white': Specifies the North Anerican | ega
na-| egal -colored’ : Specifies the North American |egal colored

medi um

The followi ng standard val ues are defined

deBry,

so- b4-envel ope’: Specifies
so- b5-envel ope’: Specifies
so-c3-envel ope’: Specifies
so-c4-envel ope’: Specifies
so-c5-envel ope’: Specifies
so-c6-envel ope’: Specifies

envel ope nedi um

so- desi gnat ed- Iong envel ope’ :

t he
t he
t he
t he
t he
t he

S
S
S
S
S
S

O

00000
SRRIA

B4

Specifies the North Anerican letter

white nedi um

for envel opes:

envel ope
envel ope
envel ope
envel ope
envel ope
envel ope

nedi
nedi
medi
medi
medi
nmedi

um
um
um
um
um
um

Specifies the | SO Desi gnated Long

na- 10x13- envel ope’: Specifies the North Anerican 10x13 envel ope

medi um
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na- 9x12-envel ope’ : Specifies the North American 9x12 envel ope
medi um

nonar ch-envel ope’ : Specifies the Mnarch envel ope

na- nunber - 10- envel ope’ : Specifies the North American nunber 10
busi ness envel ope nedi um

na- 7x9- envel ope’: Specifies the North Anerican 7x9 inch envel ope

na- 9x11-envel ope’: Specifies the North Anmerican 9x11 i nch envel ope

na- 10x14- envel ope’ . Specifies the North Anerican 10x14 inch
envel ope

na- nunber - 9- envel ope’: Specifies the North Anerican nunber 9
busi ness envel ope

na- 6x9- envel ope’: Specifies the North Anerican 6x9 inch envel ope

na- 10x15- envel ope’: Specifies the North Anerican 10x15 inch
envel ope

The follow ng standard val ues are defined for the | ess commonly used
medi a (white-only):

executive-white' : Specifies the white executive nedi um
folio-white': Specifies the folio white medi um

i nvoi ce-white' : Specifies the white invoice nedi um

| edger-white’: Specifies the white | edger medi um
quarto-white': Specified the white quarto nmedi um

i so-a0-white': Specifies the 1 SO A0 white medi um

i

"iso-al-white': Specifies the | SO Al white medi um
"iso-a2-white' : Specifies the | SO A2 white nedi um
"iso-a6-white' : Specifies the SO A6 white nedi um
"iso-a7-white': Specifies the | SO A7 white medi um
"iso-a8-white' : Specifies the SO A8 white nmedi um
"iso-a9-white': Specifies the SO A9 white medi um
"iso-10-white': Specifies the | SO A10 white nedi um
"iso-b0-white' : Specifies the I SO BO white nedi um
"iso-bl-white' : Specifies the SO Bl white nedi um
"iso-b2-white': Specifies the | SO B2 white medi um
"iso-b3-white': Specifies the |1 SO B3 white nmedi um
"iso-b6-white': Specifies the | SO B6 white nmedi um
"iso-b7-white': Specifies the | SO B7 white medi um
"iso-b8-white' : Specifies the | SO B8 white nedi um
"iso-b9-white' : Specifies the SO B9 white nedi um
"is0-bl0-white' : Specifies the | SO B10 white medi um
"jis-bO-white' : Specifies the JIS BO white medi um
"jis-bl-white': Specifies the JIS Bl white nmedi um
"jis-b2-white': Specifies the JIS B2 white medi um
"jis-b3-white' : Specifies the JI'S B3 white nedi um
"jis-b6-white' : Specifies the JI'S B6 white nedi um
"jis-b7-white': Specifies the JIS B7 white medi um
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"jis-b8-white’
"jis-b9-white’
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Specifies the JI'S B8 white nedi um
Specifies the JI'S B9 white nedi um

Specifies the JI'S B10 white medi um

April 1999

The follow ng standard val ues are defined for engineering nedia:

a': Specifies
b’ : Specifies
c’': Specifies
d : Specifies
e' . Specifies

t he
t he
t he
t he
t he

engi neering
engi neering
engi neering
engi neering
engi neering

A size
B size
C size
D size
E size

nmedi um
nmedi um
medi um
medi um
medi um

The follow ng standard val ues are defined for input-trays (froml SO

DPA and the Printer

top’
m ddl e’
bottom :
envel ope’
manual ’ :

mai n’
side’:

The manua
| ar ge-capacity’

M B)

The top input tray in the printer

The mddle input tray in the printer.
The bottominput tray in the printer.
The envel ope input tray in the printer.
feed input tray in the printer.
The | arge capacity input tray in the printer
The main input tray
The side input tray

The follow ng standard val ues are defined for nedia sizes (fromlSO
DPA) :

deBry,

so- a0’

in |SO 216
so-al’

| SO 216
so-a2':

1 SO 216
so- a3’

1 SO 216
so-a4’:

| SO 216
so-ab’

1 SO 216
So- ab’

1 SO 216
so-a7’:

| SO 216
so- a8’

1 SO 216

et al.

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

Speci fi

es

es

es

es

es

es

es

es

the 1 SO A0
the 1SO Al
the 1SO A2
the | SO A3
the | SO A4
the 1SO A5
the | SO A6
the | SO A7
the 1SO A8

si ze:
si ze:
si ze:
si ze:
si ze:
si ze:
si ze:
si ze:

si ze:

Experi ment al

841

594 nm by

420 mm by
297 nm by
210 nm by
148 nm by

105 mm by

841

594

420

297

210

148

mm as

mm as

mm as

mm as

mm as

mm as

mm by 1189 nmm as defi ned

defined in
defined in
defined in
defined in
defined in

defined in

74 mm by 105 mm as defined in

52 mm by 74 mm as defined in
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iso-a9 : Specifies the SO A9 size: 37 nmby 52 mmas defined in

| SO 216

"iso-al0’: Specifies the I SO A10 size: 26 mmby 37 nmas defined in
| SO 216

"is0-b0’: Specifies the 1SO BO size: 1000 mm by 1414 mm as defi ned
in SO 216

"iso-bl: Specifies the 1SO Bl size: 707 nm by 1000 nm as defi ned
in |SO 216

"iso-b2': Specifies the 1SO B2 size: 500 nmby 707 nm as defined in
| SO 216

"is0-b3": Specifies the 1SO B3 size: 353 nm by 500 nmas defined in
| SO 216

"iso-bd’: Specifies the 1SO B4 size: 250 nm by 353 nmas defined in
| SO 216

"iso-b5: Specifies the 1SO B5 size: 176 nm by 250 nm as defined in
| SO 216

"iso-b6’: Specifies the 1SO B6 size: 125 nmby 176 nm as defined in
| SO 216

"iso-b7': Specifies the |1 SO B7 size: 88 mmby 125 mm as defined in
| SO 216

"iso-b8 : Specifies the 1SO B8 size: 62 mmby 88 nm as defined in
| SO 216

"is0-b9: Specifies the 1SO B9 size: 44 mmby 62 nmas defined in
| SO 216

"is0-b10": Specifies the SO B10 size: 31 mmby 44 nmas defined in
| SO 216

"na-letter’: Specifies the North American letter size: 8.5 inches by
11 inches

"na-legal’: Specifies the North Anerican |egal size: 8.5 inches by
14 inches

executive': Specifies the executive size (7.25 X 10.5 in)

folio : Specifies the folio size (8.5 X 13 in)

i nvoice’: Specifies the invoice size (5.5 X 8.5 in)

| edger’: Specifies the | edger size (11 X 17 in)

quarto’: Specifies the quarto size (8.5 X 10.83 in)

iso-c3 : Specifies the 1SO C3 size: 324 mm by 458 nmm as defined in
| SO 269

iso-c4’: Specifies the SO C4 size: 229 nmby 324 mm as defined in
| SO 269

iso-c5 : Specifies the 1SO C5 size: 162 mmby 229 mm as defined in
| SO 269

iso-c6’: Specifies the 1SO C6 size: 114 mmby 162 nmm as defined in
| SO 269

i so-desi gnated-long’ : Specifies the | SO Designated Long size: 110
mm by 220 mm as defined in | SO 269

na- 10x13- envel ope’: Specifies the North Anerican 10x13 size: 10
i nches by 13 inches
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na- 9x12- envel ope’
i nches by 12 inches

na- nunber - 10- envel ope’
busi ness envel ope si ze:

na- 7x9- envel ope’

si ze

na- 9x11- envel ope’

na- 10x14- envel ope’

na- 10x15- envel ope’

si ze

envel ope si ze
na- nunber - 9- envel ope’
busi ness envel ope size
na- 6x9- envel ope’

si ze

nmonar ch- envel ope’

i n)

i s-b0:
is-bl:
is-b2:
is-b3:
is-b4’:
i s-b5":
i s-b6 :
is-b7 :
i s-b8:

i S-b9’

i s-bl0’ :

et al.

Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi
Speci fi

es
es
es
es
es
es
es
es
es
es

and Semanti cs
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Specifies the North Anerican 9x12 size: 9

Specifies the North American nunber 10

4.125 inches by 9.5 inches

Specifies the North American 7x9 inch envel ope

Specifies the North Anmerican 9x11 inch envel ope

Specifies the North American 10x14 inch

Specifies the North American number 9

Specifies the North Anerican 6x9 envel ope size

Specifies the North American 10x15 envel ope

Speci fies the Mnarch envel ope size (3.87 x 7.5

t he
t he
t he
t he
t he
t he
t he
t he
t he
t he

JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S
JI'S

BO
Bl
B2
B3
B4
B5
B6
B7
B8
B9

S
s
S
S
S
S
Si
Si
Si
Si

ze:
Ze:
zZe:
zZe:
Ze:
ze:
ze:
Ze:
zZe:

Ze:

1030mm x 1456nmm
728mMm x 1030mm
515mMm x 728nmm
364mMm x 515mm
257mm x 364mm
182mMm x 257nmm
128mm x 182mm
91mm x 128nmm
64mm x 91mm
45mm X 64nm

Specifies the JI'S B10 size: 32nm x 45mm

Experi ment al
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15.

15.

APPENDI X D: Processing | PP Attributes

When submitting a print job to a Printer object, the I PP nodel allows
a client to supply operation and Job Tenplate attributes along with
the docunent data. These Job Tenplate attributes in the create
request affect the rendering, production and finishing of the
docunents in the job. Sinilar types of instructions may al so be
contained in the docunent to be printed, that is, enbedded within the
print data itself. |In addition, the Printer has a set of attributes
that descri be what rendering and finishing options which are
supported by that Printer. This nodel, which allows for flexibility
and power, also introduces the potential that at job submi ssion ting,
these client-supplied attributes may conflict with either

- what the inplenmentation is capable of realizing (i.e., what the
Printer supports), as well as
- the instructions enbedded within the print data itself.

The follow ng sections describe how these two types of conflicts are
handl ed in the | PP nodel.

1 Fidelity

If there is a conflict between what the client requests and what a
Printer object supports, the client may request one of two possible
conflict handling nechani sns:

1) either reject the job since the job can not be processed exactly
as specified, or

2) allow the Printer to make any changes necessary to proceed wth
processing the Job the best it can.

In the first case the client is indicating to the Printer object:
"Print the job exactly as specified with no exceptions, and if that
can’t be done, don't even bother printing the job at all.” In the
second case, the client is indicating to the Printer object: "It is
nore inportant to nake sure the job is printed rather than be
processed exactly as specified; just nmake sure the job is printed
even if client supplied attributes need to be changed or ignored.”

The |1 PP nodel accounts for this situation by introducing an "ipp-
attribute-fidelity" attribute.

In a create request, "ipp-attribute-fidelity" is a bool ean operation
attribute that is OPTIONALLY supplied by the client. The value '’
true’ indicates that total fidelity to client supplied Job Tenpl ate
attributes and values is required. The client is requesting that the
Job be printed exactly as specified, and if that is not possible then
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the job MJUST be rejected rather than processed incorrectly. The
value 'false’ indicates that a reasonable attenpt to print the Job is
acceptable. |If a Printer does not support sone of the client
supplied Job Tenplate attributes or values, the Printer MJST ignore
them or substitute any supported val ue for unsupported val ues,
respectively. The Printer may choose to substitute the default val ue
associated with that attribute, or use sone other supported val ue
that is simlar to the unsupported requested value. For exanple, if
a client supplies a "nmedia" value of "na-letter’, the Printer may
choose to substitute "iso-a4’ rather than a default val ue of
envelope’. If the client does not supply the "ipp-attribute-fidelity"
attribute, the Printer assunmes a val ue of ’'false’

Each Printer inplenentati on MIST support both types of "fidelity"
printing (that is whether the client supplies a value of 'true or ’
false’):

- If the client supplies 'false’ or does not supply the attribute,
the Printer object MJUST al ways accept the request by ignoring
unsupported Job Tenplate attributes and by substituting
unsupported val ues of supported Job Tenplate attributes with
supported val ues.

- If the client supplies "true’, the Printer object MJIST reject the
request if the client supplies unsupported Job Tenpl ate
attributes

Since a client can always query a Printer to find out exactly what is
and is not supported, "ipp-attribute-fidelity" set to 'false is
useful when:

1) The End-User uses a command line interface to request attributes
that m ght not be supported.

2) In a QU context, if the End User expects the job m ght be noved
to another printer and prefers a sub-optimal result to nothing
at all.

3) The End User just wants sonething reasonable in |ieu of nothing
at all.

15. 2 Page Description Language (PDL) Override

If there is a conflict between the value of an I PP Job Tenplate
attribute and a corresponding instruction in the docunent data, the
value of the IPP attribute SHOULD take precedence over the docunent
instruction. Consider the case where a previously formatted file of
docunent data is sent to an IPP Printer. |In this case, if the client
supplies any attributes at job submission tinme, the client desires
that those attributes override the enbedded instructions. Consider
the case were a previously formatted docunent has enbedded in it
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commands to load 'iso-a4’ nedia. However, the docunent is passed to
an end user that only has access to a printer with 'na-letter’ nedia
| oaded. That end user nost likely wants to subnmit that document to
an | PP Printer with the "nedia" Job Tenplate attribute set to 'na-
letter’. The job subm ssion attribute should take precedence over

t he enbedded PDL instruction. However, until conpanies that supply
docunent data interpreters allow a way for external |PP attributes to
t ake precedence over enbedded job production instructions, a Printer
m ght not be able to support the semantics that | PP attributes
override the enbedded instructions.

The |1 PP nodel accounts for this situation by introducing a "pdl-
override-supported" attribute that describes the Printer objects
capabilities to override instructions enbedded in the PDL data
stream The value of the "pdl-override-supported" attribute is
configured by neans outside |IPP/1.0.

This REQU RED Printer attribute takes on the foll owi ng val ues:

- "attenpted': This value indicates that the Printer object
attenpts to make the I PP attribute val ues take precedence over
enbedded i nstructions in the docunent data, however there is no
guar ant ee

- 'not-attenpted : This value indicates that the Printer object
makes no attenpt to nake the I PP attribute val ues take precedence
over enbedded instructions in the docunent data.

At job processing tinme, an inplenentation that supports the val ue of
"attenpted’ mght do one of several different actions:

1) Generate an output device specific command sequence to realize
the feature represented by the | PP attribute val ue.

2) Parse the docunent data itself and replace the conflicting
enbedded i nstruction with a new enbedded instruction that
mat ches the intent of the IPP attribute val ue.

3) Indicate to the Printer that external supplied attributes take
precedence over enbedded instructions and then pass the externa
| PP attribute values to the docunent data interpreter.

4) Anything else that allows for the semantics that | PP attributes
override enbedded docunent data instructions.

Since 'attenpted’ does not offer any type of guarantee, even though a
given Printer object might not do a very "good" job of attenpting to

ensure that IPP attributes take a hi gher precedence over instructions
enbedded in the docunment data, it would still be a conforning

i mpl enent ati on.
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At job processing tine, an inplenentation that supports the val ue of
"not-attenpted’ night do one of the follow ng actions:

1) Sinply pre-pend the docunment data with the PDL instruction that
corresponds to the client-supplied PDL attribute, such that if
t he docunment data al so has the sane PDL instruction, it wll
override what the Printer object pre-pended. |In other words,
this inplenmentation is using the sanme inplenmentation semantics
for the client-supplied IPP attributes as for the Printer object
defaul ts.

2) Parse the docunent data and replace the conflicting enbedded
instruction with a new enbedded instruction that approxi mates,
but does not match, the semantic intent of the IPP attribute
val ue.

Note: The "ipp-attribute-fidelity" attribute applies to the
Printer’s ability to either accept or reject other unsupported Job
Tenpl ate attributes. 1In other words, if "ipp-attribute-fidelity" is
set to 'true’', a Job is accepted if and only if the client supplied
Job Tenplate attributes and val ues are supported by the Printer

Whet her these attributes actually affect the processing of the Job
when the docunent data contains enbedded instructions depends on the
ability of the Printer to override the instructions enbedded in the
docunent data with the semantics of the |PP attributes. |If the
docunent data attributes can be overridden ("pdl-override-supported"
set to 'attenpted'), the Printer nakes an attenpt to use the | PP
attributes when processing the Job. If the docunent data attributes
can not be overridden ("pdl-override-supported” set to ’'not-
attenpted’), the Printer nakes no attenpt to override the enbedded
docunent data instructions with the IPP attributes when processing
the Job, and hence, the IPP attributes may fail to affect the Job
processi ng and out put when the corresponding instruction is enbedded
in the docunent data

3 Using Job Tenplate Attributes During Docunent Processing.

The Printer object uses sone of the Job object’s Job Tenplate
attributes during the processing of the docunent data associated with
that job. These include, but are not linmted to, "orientation"
"nunber -up", "sides", "media", and "copies". The processing of each
docunent in a Job Object MIST foll ow the steps bel ow These steps are
intended only to identify when and how attributes are to be used in
processi ng docunent data and any alternative steps that acconplishes
the same effect can be used to inplenment this specification

1. Using the client supplied "docunent-format" attribute or sone
form of document format detection algorithm (if the val ue of
"docunent- format" is not specific enough), deterni ne whether or
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not the docunent data has already been formatted for printing.

I f the document data has been formatted, then go to step 2.

O herwi se, the docunent data MJUST be formatted. The formatting
detection algorithmis inplenmentation defined and is not
specified by this specification. The formatting of the docunent
data uses the "orientation-requested" attribute to deternine how
the formatted print data should be placed on a print-stream
page, see section 4.2.10 for the details.

The docunent data is in the formof a print-streamin a known
medi a type. The "page-ranges"” attribute is used to select, as
specified in section 4.2.7, a sub-sequence of the pages in the
print-streamthat are to be processed and i mages.

The input to this step is a sequence of print-stream pages. This
step is controlled by the "nunber-up" attribute. If the val ue of
"nunmber-up” is N, then during the processing of the print-stream
pages, each N print-stream pages are positioned, as specified in
section 4.2.9, to create a single inpression. If a given
docunment does not have N nore print-stream pages, then the

conpl etion of the inpression is controlled by the "nultiple-
docunent - handl i ng" attribute as described in section 4.2.4; when
the value of this attribute is ’single-docunent’ or ’single-
docunent - new sheet’, the print-stream pages of docunent data
from subsequent docunents is used to conplete the inpression

The size(scaling), position(translation) and rotation of the
print-stream pages on the inpression is inplenmentation defined.
Note that during this process the print-stream pages may be
rendered to a formsuitable for placing on the inpression; this
rendering is controlled by the values of the "printer-
resolution" and "print- quality" attributes as described in
sections 4.2.12 and 4.2.13. In the case N=1, the inpression is
nearly the same as the print-stream page; the differences would
only be in the size, position and rotation of the print-stream
page and/or any decoration, such as a frane to the page, that is
added by the inplenentation.

The collection of inpressions is placed, in sequence, onto sides
of the nmedia sheets. This placenment is controlled by the "sides"
attribute and the orientation of the print-stream page, as
described in section 4.2.8. The orientation of the print-stream
pages affects the orientation of the inpression; for exanple, if
"nunber -up" equals 2, then, typically, two portrait print-stream
pages becone one | andscape inpression. Note that the placenent

of inpressions onto nedia sheets is also controlled by the

"mul tipl e-docunent - handl i ng” attribute as described in section
4.2. 4.
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5. The "copies" and "mul ti pl e-docunent - handl i ng" attributes are
used to deterni ne how many copi es of each nedia instance are
created and in what order. See sections 4.2.5 and 4.2.4 for the
details.

6. When the correct nunber of copies are created, the nedia
i nstances are finished according to the val ues of the
"finishings" attribute as described in 4.2.6. Note that
sonetines finishing operations may require manual intervention
to performthe finishing operations on the copies, especially
uncol | ated copies. This specification allows any or all of the
processing steps to be perforned autonmatically or nanually at
the discretion of the Printer object.
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16. APPENDI X E: Generic Directory Schema

This section defines a generic schema for an entry in a directory
service. A directory service is a neans by which service users can
| ocate service providers. |In IPP environnents, this nmeans that |PP
Printers can be registered (either automatically or with the hel p of
an adnministrator) as entries of type printer in the directory using
an i nmpl ementati on specific mechani smsuch as entry attributes, entry
type fields, specific branches, etc. |IPP clients can search or
browse for entries of type printer. Cdients use the directory
service to find entries based on nami ng, organizational contexts, or
filtered searches on attribute values of entries. For exanple, a
client can find all printers in the "Local Departnment" context.

Aut henti cation and authorization are also often part of a directory
service so that an administrator can place limts on end users so
that they are only allowed to find entries to which they have certain
access rights. [|PP itself does not require any specific directory
service protocol or provider.

Note: Sone directory inplenentations allow for the notion of
"aliasing". That is, one directory entry object can appear as
multiple directory entry object with different nanes for each object.
In each case, each alias refers to the same directory entry object
which refers to a single | PP Printer object.

The generic schema is a subset of IPP Printer Job Tenpl ate and
Printer Description attributes (sections 4.2 and 4.4). These
attributes are identified as either RECOWENDED or OPTIONAL for the
directory entry itself. This conformance |labeling is NOT the sane
conformance | abeling applied to the attributes of IPP Printers
objects. The confornmance labeling in this Appendix is intended to
apply to directory tenplates and to I PP Printer inplenentations that
subscri be by adding one or nore entries to a directory. RECOVMENDED
attributes SHOULD be associated with each directory entry. OPTI ONAL
attributes MAY be associated with the directory entry (if known or

supported). In addition, all directory entry attributes SHOULD
reflect the current attribute values for the corresponding Printer
obj ect.

The nanes of attributes in directory schema and entries SHOULD be the
sane as the IPP Printer attribute nanmes as shown.

In order to bridge between the directory service and the IPP Printer
obj ect, one of the RECOWENDED directory entry attributes is the
Printer object’s "printer-uri-supported"” attribute. The IPP client
queries the "printer-uri-supported" attribute in the directory entry
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printer-uri-supported

uri-security-supported

printer-nane

printer-Ilocation

printer-info

printer-nore-info

print er- make- and- nodel

char set - support ed

gener at ed- nat ur al - | anguage-
supported

docunent - f or nat - support ed

col or - support ed

fi ni shings-supported

nunber - up- supported

si des- support ed

medi a- support ed

printer-resol ution-supported

print-quality-supported

et al.
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17. APPENDI X F: Change History for the | PP Model and Senmantics docunent

The foll owi ng substantive changes and major clarifications have been
made to this document fromthe June 30, 1998 version based on the
interoperability testing that took place Septenber 23-25 1998 and
subsequent mailing list and neeting discussions. They are listed in
the order of occurrence in the docunent. These changes are the ones
that might affect inplenentations. Cdarifications that are unlikely
to affect inplenmentations are not listed. The issue nunbers refer to
the I PP Issues List which is available in the follow ng directory:

ftp://ftp. pwg. org/ pub/ pwg/i pp/ approved-clarifications/
Section Descri ption

gl obal Repl aced TLS references with SSL3 references as agreed with
our Area Director on 11/12/1998.

gl obal Renoved t he indications that sone of these | PP docunents
are informational, since the intent is nowto publish all
| PP/ 1.0 docunents as infornmational as agreed with our Area
Director on 11/12/1998.

3.1.2, Carify that the | PP object SHOULD NOT validate the

16. 3.3 range of the request-id being 1 to 2**31-1, but accepts
[now i pp- and returns any value. Cdients MJST still keep in the
iigl range 1 to 2**31 though. |If the request is terminated

before the conplete "request-id" is received, the IPP
object rejects the request and returns a response with a
"request-id" of 0 (Ilssue 1.36).

3.1.4.1, darified that when a client submits a request in a

13.1.4.14 charset that is not supported, the | PP object SHOULD
return any 'text’ or 'name’ attributes in the 'utf-8
charset, if it returns any, since clients and IPP
obj ects MJUST support "utf-8 . (lIssue 1.19)

3.1.4.1 Clarified Section 3.1.4.1 Request Qperation Attributes
that a client MAY use the attribute |evel natura
| anguage override (text/nameWthLanguage) redundantly in
a request. (lssue 1.46)

3.1.4.2 Clarified Section 3.1.4.2 Response Operation Attributes
that an | PP object MAY use the attribute | evel natura
| anguage override (text/nameWthLanguage) redundantly in
a response. (lssue 1.46)
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Clarified section 3.1.6: |If the Printer object supports
the "status-nmessage" operation attribute, it NEED NOT
return a status nmessage for the follow ng error status
codes: ’'client-error-bad-request’, 'client-error-
charset-not-supported’, ’server-error-internal-error’,
"server-error-operation-not-supported , and ’'server-
error-version-not-supported’ .

Clarified that if a client is not supplying any Job
Tenpl ate attributes in a request, the client SHOULD onit
Goup 2 rather than sending an enpty group. However, a
Printer object MJST be able to accept an enpty group.
This makes [ RFC2566] agree with [ RFC2565]. (Issue 1.16)

Clarified that if an | PP object is not returning any
Unsupported Attributes in a response, the | PP object
SHOULD onmit Group 2 rather than sending an enpty group.
However, a client MJST be able to accept an enpty group.
This makes [ RFC2566] agree with [ RFC2565]. (Issue 1.17)

Carified that an | PP object MJST treat an unsupported
attribute syntax supplied in a request in the sane way
as an unsupported value. The |IPP object MJST return the
attribute, the attribute syntax, and the value in the
Unsupported Attributes group. (Issue 1.26)

Clarified for Get-Printer-Attributes, Get-Jobs, and Get-
Job-Attributes that an | PP object MJIST return
"successful - ok-ignored-or-substituted-attributes’ (0x1),

rat her than 'successful -ok’ (0x0), when a client

suppl i es unsupported attributes as val ues of the
"requested-attributes’ operation attribute. (Issue

1. 24)

Also clarified that the response NEED NOT contain the
"requested-attributes" operation attribute with any
supplied values (attribute keywords) that were requested
by the client but are not supported by the | PP object.
(I'ssue 1.18)

Del eted the job-level natural |anguage override (NLO
fromSection 3.2.6.2 Get-Jobs Response so that all
operation responses are the sane with respect to NLO
(I'ssue 1.47)
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Clarified that an IPP Printer that supports the Create-
Job operation MJUST handl e the situation when a client
does not supply Send-Docunent or Send-URl operations
within a one- to four-mnute tine period. Also
clarified that a client MJST send docunents in a nulti-
docunent job w thout undue or unbounded delay. (Issue
1. 28)

Clarified that the | PP object MIST reject a Cancel -Job
request if the job is in 'conpleted , 'canceled , or
"aborted’” job states. (lssue 1.12)

Added this new sub-section: it specifies that
naneW t hout Language plus the inplicit natural |anguage
mat ches naneWt hLanguage, if the values and natura

| anguages are the sane. Also added that keyword never
mat ches naneW t hLanguage or nameW t hout Language.
Clarified that if both have countries, that the
countries SHOULD match as well. If either do not, then
the country field SHOULD be ignored. (Ilssues 1.33 and
1. 34)

Carified regarding the case-insensitivity of URLS to
refer only to the RFCs that define them (Issue 1.10)

Clarified that 'boolean’ is not a full-sized integer
(Issue 1.38)

Clarified that 'resolution’ is not three full-sized
integers. (Issue 1.20)

Carified that standard val ues are keywords or enuns,
not names. (lssue 1.49).

Added t he ’singl e-docunent - new sheet’ value to Section
4.2.4 nultiple-docunent-handling. (lssue 1.54)

Clarified that the "docunent-format-default" and
"docunent - f or mat - supported" Printer Description
attributes are REQURED to agree with the table. (Issue
1.4)

Changed "queued-job-count" from OPTI ONAL t o RECOVIMVENDED
(Issue 1.14)
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Clarified that the inplenentation supplied value for the
"mul tiple-operation-tine-out" attribute SHOULD be

bet ween 30 and 240 seconds, though the inplenmentation
MAY al l ow the adnministrator to set val ues, and MAY al |l ow
val ues outside this range. (Issue 1.28)

Carified dient Conformance that if a client supports
an attribute of "text' attribute syntax, that it MJST
support both the textWthout Language and the
text Wt hLanguage fornms. Sanme for 'nane’ attribute
syntax. Same for an | PP object (lssue 1.48)

Added new section to allow Attribute G oups to be
regi stered as extensions for being passed in operation
requests and responses. (Issue 1.25)

Updated the table of text and name attributes to agree
with Section 4.2.

Added a new secti on RECOMMENDI NG t hat the Get-Jobs
SHOULD return non-1PP jobs whether or not assigning them
a job-id and job-uri. Al so RECOWENDED generating, if
possi ble, job-id and job-uri and supporting other |PP
operations on foreign jobs as an inpl enenter option
(I'ssue 1.32)

Updat ed docunent references.

Clarified "client-error-charset-not-supported that
"utf-8 mnust be used for any 'text’ or 'nanme’ attributes
returned in the error response (lssue 1.19).

Added a new error code ’'server-error-job-cancel ed
(0x0508) to be returned if a job is cancel ed by another
client or aborted by the I PP object while the first
client is still sending the docunent data. (Issue 1.29)

Moved these sections reconmendi ng operation processing
steps to the new I nplenenter’s Guide (informational).
There indicated that all of the error checks are not
required, so an | PP object MAY be forgiving and accept
non- conforning requests. However, a conformng client
MUST supply requests that would pass all of the error
checks indicated. (Ilssue 1.21)
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Changed directory schema attributes from REQU RED to
RECOMVENDED. Changed sone of the OPTIONAL to
RECOMVENDED to agree with the SLP tenplate. Changed the
"charset - supported” and "natural -l anguage- supported"
from REQU RED to OPTI ONAL. Recomended that the names
be the sane in a directory entry as the IPP attribute
nanes. (lssue 1.53)
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18. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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Request for Comments: 2568 Adobe Systens Inc.
Cat egory: Experi nental April 1999

Rationale for the Structure of the Mddel and Protoco
for the Internet Printing Protoco

Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nenp is unlinited.

Copyright Notice
Copyright (C The Internet Society (1999). Al Rights Reserved.
| ESG Not e

Thi s docunent defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
will be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this meno. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defined which supports those security neasures. Oher changes to
the protocol are also possible. Inplementors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunment, or if they do interoperate, that sone
protocol features may not be avail abl e.

The | ESG encourages experinentation with this protocol, especially in
conbination with Transport Layer Security (TLS) [RFC2246], to help
determi ne how TLS may effectively be used as a security layer for

| PP.

ABSTRACT

This docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). [IPPis an
application | evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docunent describes |IPP
froma high level view, defines a roadmap for the various docunents
that formthe suite of | PP specifications, and gives background and
rationale for the | ETF working group’s nmjor decisions.
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The full set of | PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Model and Protocol for the
Internet Printing Protocol (this docunent)

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]
Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]
Internet Printing Protocol/1.0: Inplenmenter’s Guide [ipp-iig]
Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Goals for an Internet Printing Protocol” docunent takes a
broad | ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. The Design Goals docunent calls out a subset of end
user requirenents that are satisfied in |PP/1.0. Operator and

adm nistrator requirenents are out of scope for version 1.0.

The "Internet Printing Protocol/1.0: Mdel and Semantics" docunent
describes a sinplified nodel consisting of abstract objects, their
attributes, and their operations that is independent of encoding and
transport. The nodel consists of a Printer and a Job object. The
Job optionally supports nultiple docunents. This docunment al so
addresses security, internationalization, and directory issues.

The "Internet Printing Protocol/1.0: Encoding and Transport" docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/1.1. It defines the encoding rules
for a new Internet nedia type called "application/ipp".

The "Internet Printing Protocol/1.0: Inplenenter’s Guide" docunent
gives insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help them understand I PP/1.0 and sone of
the considerations that nmay assist themin the design of their client
and/ or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Mtivation
for some of the specification decisions is also included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone
advice to inplenmenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.

1. ARCHI TECTURAL OVERVI EW
The Internet Printing Protocol (IPP) is an application |evel protoco

that can be used for distributed printing on the Internet. This
protocol defines interactions between a client and a server. The
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protocol allows a client to inquire about capabilities of a printer
to subnit print jobs and to inquire about and cancel print jobs. The
server for these requests is the Printer; the Printer is an
abstraction of a generic docunment output device and/or a print
service provider. Thus, the Printer could be a real printing device,
such as a conputer printer or fax output device, or it could be a
service that interfaced with output devices

The protocol is heavily influenced by the printing nodel introduced
in the Docunment Printing Application (DPA) [ISOL0175] standard.

Al t hough DPA specifies both end user and adnministrative features, |PP
version 1.0 (IPP/1.0) focuses only on end user functionality.

The architecture for IPP defines (in the Mdel and Senantics docunent
[ RFC2566]) an abstract Mdel for the data which is used to control
the printing process and to provide information about the process and
the capabilities of the Printer. This abstract Mdel is hierarchica
in nature and reflects the structure of the Printer and the Jobs that
may be bei ng processed by the Printer

The Internet provides a channel between the client and the
server/Printer. Use of this channel requires flattening and
sequenci ng the hierarchical Mdel data. Therefore, the |IPP al so
defines (in the Encoding and Transport docunent [RFC2565]) an
encodi ng of the data in the nodel for transfer between the client and
server. This transfer of data may be either a request or the
response to a request.

Finally, the I PP defines (in the Encoding and Transport docunent
[ RFC2565]) a protocol for transferring the encoded request and
response data between the client and the server/Printer

An exanple of a typical interaction would be a request fromthe
client to create a print job. The client would assenbl e the Model
data to be associated with that job, such as the nanme of the job, the
medi a to use, the nunber of pages to place on each nedia instance
etc. This data woul d then be encoded according to the Protocol and
woul d be transnitted according to the Protocol. The server/Printer
woul d receive the encoded Model data, decode it into a form
understood by the server/Printer and, based on that data, do one of
two things: (1) accept the job or (2) reject the job. In either case,
the server nust construct a response in terns of the Mdel data,
encode that response according to the Protocol and transmt that
encoded Model data as the response to the request using the Protocol

Anot her part of the IPP architecture is the Directory Schema

described in the nodel docunent. The role of a Directory Schema is to
provide a standard set of attributes which mght be used to query a
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directory service for the URl of a Printer that is likely to neet the
needs of the client. The IPP architecture al so addresses security

i ssues such as control of access to server/Printers and secure
transm ssi ons of requests, response and the data to be printed.

2. THE PRI NTER

Because the (abstract) server/Printer enconpasses a w de range of

i npl enentations, it is necessary to nake sone assunptions about a

m ni mal i nplementation. The nost likely minimal inplenmentation is one
that is enbedded in an output device running a specialized real tine
operating systemand with limted processing, nenory and storage
capabilities. This printer will be connected to the Internet and wll
have at least a TCP/IP capability with (likely) SNMP [ RFC1905,
RFC1906] support for the Internet connection. In addition, it is
likely the the Printer will be an HTM./HTTP server to allow direct
user access to information about the printer

3. RATI ONALE FOR THE MODEL

The Model [RFC2566] is defined independently of any encodi ng of the
Model data both to support the likely uses of | PP and to be robust
with respect to the possibility of alternate encoding.

It is expected that a client or server/Printer would represent the
Mbdel data in sone data structure within the applications/servers
that support |PP. Therefore, the Mddel was designed to nake that
representation straightforward. Typically a parser or formatter woul d
be used to convert fromor to the encoded data format. Once in an
internal formsuitable to a product, the data can be mani pul ated by
the product. For exanple, the data sent with a Print Job can be used
to control the processing of that Print Job

The semantics of I PP are attached to the (abstract) Mbodel.

Therefore, the application/server is not dependent on the encoding of
the Model data, and it is possible to consider alternative nechani sns
and formats by which the data could be transmitted froma client to a
server; for exanple, a server could have a direct, client-less GU
interface that m ght be used to accept sone kinds of Print Jobs. This
i ndependence woul d al so allow a different encodi ng and/ or
transm ssi on nmechanismto be used if the ones adopted here were shown
to be overly limting in the future. Such a change could be mgrated
into new products as an alternate protocol stack/parser for the Mde
dat a.
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Havi ng an abstract Model also allows the Mddel data to be aligned
with the (abstract) nodel used in the Printer [ RFC1759], Job and Host
Resources M Bs. This provides consistency in interpretation of the
dat a obt ai ned i ndependently of how the data is accessed, whether via
| PP or via SNWP [ RFC1905, RFC1906] and the Printer/Job M Bs

There is one aspect of the Mddel that deserves sone extra

expl anation. There are two ways for identifying a Job object: (a)
with a Job URI and (b) using a conbination of the Printer URI and a
Job ID (a 32 bit positive integer). Allowing Job objects to have URI s
allows for flexibility and scalability. For exanple a job could be
noved froma printer with a |arge backlog to one with a snaller |oad
and the job identification, the Job object URI, need not change.
However, many existing printing systems have | ocal nodels or
interface constraints that force Job objects to be identified using

only a 32-bit positive integer rather than a URI. This numeric Job
IDis only unique within the context of the Printer object to which
the create request was originally submtted. 1In order to allow both

types of client access to Jobs (either by Job URI or by nuneric Job
ID), when the Printer object successfully processes a create request
and creates a new Job, the Printer object generates both a Job URI
and a Job ID for the new Job object. This requirenent allows all
clients to access Printer objects and Job objects independent of any
| ocal constraints inposed on the client inplenentation

4. RATI ONALE FOR THE PROTOCCL

There are two parts to the Protocol: (1) the encodi ng of the Mdel
data and (2) the nechanismfor transmtting the nodel data between
client and server.

4.1 The Encoding

To nake it sinpler to devel op enbedded printers, a very sinple binary
encodi ng has been chosen. This encoding is adequate to represent the
kinds of data that occur within the Mddel. It has a sinple structure
consi sting of sequences of attributes. Each attribute has a nane,
prefixed by a nanme length, and a value. The names are strings
constrained to characters froma subset of ASCII. The values are
either scalars or a sequence of scalars. Each scalar value has a

| ength specification and a value tag which indicates the type of the
val ue. The val ue type has two parts: a major class part, such as

i nteger or string, and a minor class part which distinguishes the
usage of the mmjor class, such as dateTine string. Taggi ng of the
values with type information allows for introducing new val ue types
at sonme future tine.
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A fully encoded request/response has a version nunber, an operation
(for a request) or a status and optionally a status nessage (for a
response), associated paranmeters and attributes which are encoded
Model data and, optionally (for a request), print data follow ng the
Model dat a.

4.2 The Transm ssi on Mechani sm

The chosen nechanismfor transnitting the encoded Mbdel data is HITP
1.1 Post (and associated response). No nodifications to HITP 1.1 are
proposed or required. The sole role of the Transm ssion Mechanismis
to provide a transfer of encoded Model data fromto the client
to/fromthe server. This could be done using any data delivery
mechani sm The key reasons why HTTP 1.1 Post is used are given bel ow
The nost inportant of these is the first. Wth perhaps this
exception, these reasons could be satisfied by other nechanisns.
There is no claimthat this list uniquely determ nes a choice of
nmechani sm

1. HTTP 1.0 is already wi dely depl oyed and, based on the recent

evidence, HTTP 1.1 is being w dely deployed as the nanufacturers
rel ease new products. The performance benefits of HTTP 1.1 have

been shown and manufactures are reacting positively.

W de depl oynent has neant that many of the problens of naking a
protocol work in a wide range of environments fromlocal net to
Intranet to Internet have been solved and will stay solved with
HTTP 1.1 depl oynent.

2. HTTP 1.1 solves nost of the problens that m ght have required a
new protocol to be developed. HTTP 1.1 all ows persi stent
connections that nake a multi-nessage protocol be nore efficient;
for exanple it is practical to have separate Create-Job and Send-
Docunent messages. Chunking allows the transm ssion of large print
files without having to pre-scan the file to determine the file

| ength. The accept headers allow the client’s protocol and

| ocal i zation desires to be transmitted with the | PP operations and
data. If the Model were to provide for the redirection of Job
requests, such as Cancel -Job, when a Job is noved, the HITP
redirect response allows a client to be informed when a Job he is
interested in is noved to another server/Printer for any reason

3. Most network Printers will be inplenenting HITP servers for
reasons ot her than | PP. These network attached Printers want to
provide information on how to use the printer, its current state,
HELP i nformation, etc. in HIM.. This requires having an HTTP
server which would be available to do I PP functions as well.
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4. Most of the conplexity of HITP 1.1 is concerned with the

i mpl enent ati on of HTTP proxies and not the inplenentation of HTTP
clients and/or servers. Wrk is proceeding in the HTTP WrKki ng
Goup to help identify what nust be done by a server. As the
Encodi ng and Transport document shows, that is not very mnuch.

5. HTTP inpl enentations provide support for handling URLs that
woul d have to be provided if a new protocol were defined.

6. An HTTP based solution fits well with the Internet security
mechani sms that are currently depl oyed or being depl oyed. HTTP
will run over SSL3. The di gest access authentication nechani sm of
HTTP 1.1 provides an adequate |evel of access control. These
solutions are deployed and in practical use; a new sol ution would
requi re extensive use to have the same degree of confidence inits
security. Note: SSL3 is not on the | ETF standards track

7. HTTP provides an extensibility nodel that a new protocol would
have to devel op i ndependently. In particular, the headers,
intent-types (via Internet Media Types) and error codes have w de
acceptance and a useful set of definitions and nmethods for

ext ensi on.

8. Although not strictly a reason why | PP should use HTTP as the
transm ssion protocol, it is extrenely helpful that there are nmany
prototyping tools that work with HTTP and that CE scripts can be
used to test and debug parts of the protocol

9. Finally, the POST nmethod was chosen to carry the print data
because its usage for data transni ssion has been established, it
works and the results are available via CA scripts or servlets.
Creating a new nmet hod woul d have better identified the intended
use of the POSTed data, but a new method would be nore difficult
to deploy. Assigning a new default port for |PP provided the
necessary identification with mniml inpact to installed
infrastructure, so was chosen i nstead.

5. RATI ONALE FOR THE DI RECTORY SCHEMA

Successful use of | PP depends on the client finding a suitable | PP
enabled Printer to which to send a I PP requests, such as print a
job. This task is sinplified if there is a Directory Service which
can be queried for a suitable Printer. The purpose of the
Directory Schema is to have a standard description of Printer
attributes that can be associated the URI for the printer. These
attributes are a subset of the Model attributes and can be encoded
in the appropriate query syntax for the Directory Service being
used by the client.
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6. SECURI TY CONSI DERATI ONS - RATI ONALE FOR SECURI TY

Security is an area of active work on the Internet. Conplete
solutions to a wide range of security concerns are not yet
avai l abl e. Therefore, in the design of I PP, the focus has been on
identifying a set of security protocols/features that are

i mpl emented (or currently inplenentable) and sol ve real problens
with distributed printing. The two areas that seem appropriate to
support are: (1) authorization to use a Printer and (2) secure
interaction with a printer. The chosen nechani sns are the di gest
aut henti cati on mechani smof HITP 1.1 and SSL3 [ SSL] secure
communi cati on nechani sm
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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Mappi ng between LPD and | PP Protocols

Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Copyright Notice

Copyright (C The Internet Society (1999). Al Rights Reserved.

| ESG Not e

Thi s docunent defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
will be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this meno. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defi ned which supports those security neasures. Oher changes to
the protocol are also possible. |Inplementors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features may not be avail abl e.

The | ESG encour ages experinentation with this protocol, especially in
conbination with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS may effectively be used as a security layer for

| PP.
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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docunment gives sone
advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon). This docunent describes the mappi ng between (1) the commands
and operands of the 'Line Printer Daenon (LPD) Protocol’ specified in
RFC 1179 and (2) the operations, operation attributes and job
tenplate attributes of the Internet Printing Protocol/1.0 (IPP). One
of the purposes of this docunent is to conpare the functionality of
the two protocols. Another purpose is to facilitate inplenentation
of gateways between LPD and | PP.

WARNI NG RFC 1179 was not on the | ETF standards track. Wile RFC
1179 was intended to record existing practice, it fell short in sone
areas. However, this specification maps between (1) the actua
current practice of RFC 1179 and (2) IPP. This docunment does not
attenpt to map the nunerous divergent extensions to the LPD protocol
t hat have been nmade by many i npl enenters.

The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]
Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]
Internet Printing Protocol/1.0: Inplenmentors Guide [ipp-iig]
Mappi ng between LPD and | PP Protocols (this docunent)

The document, "Design Goals for an Internet Printing Protocol”, takes
a broad |l ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

admi nistrators. It calls out a subset of end user requirenments that
are satisfied in IPP/1.0. Operator and administrator requirenments are
out of scope for version 1.0.

The docurment, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol", describes IPP froma high | eve

view, defines a roadmap for the various docunents that formthe suite
of I PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s maj or deci sions.
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The docunent, "Internet Printing Protocol/1.0: Mddel and Semantics"
describes a sinplified nodel with abstract objects, their attributes,
and their operations. It introduces a Printer and a Job object. The
Job object supports multiple docunments per Job. It al so addresses
security, internationalization, and directory issues.

The docunent, "Internet Printing Protocol/1.0: Encoding and
Transport", is a fornmal nmapping of the abstract operations and
attributes defined in the nodel document onto HTTP/1.1. It defines
the encoding rules for a new Internet nedia type called
application/ipp’

This docunent "lInternet Printing Protocol/1.0: |Inplenmenter’s Guide"
gives advice to inplementers of IPP clients and | PP objects.

TABLE OF CONTENTS
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2 P Nt -URl 18
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6.3 Required Docunent FUNCtions............. ...y 22
7. Security Considerati ONS. . ... ...t 23
8. References. . ....... ... e 23
9. AUt hors’ AddresSSesS. . ... .. i e 24

10. Appendi x A: ABNF Syntax for response of Send-queue-state (short)25
11. Appendi x B: ABNF Syntax for response of Send-queue-state (long) 26
12. Appendi x C. Unsupported LPD functions........................... 27
13. Full Copyright Statement........... ... .. 28

1. Introduction

The reader of this specification is expected to be fanmiliar with the
| PP Model and Senantics specification [ RFC2566], the | PP Encodi ng and
Transport [RF2565], and the Line Printer Daenmon (LPD) protoco
specification [ RFC1179] as described in RFC 1179.

RFC 1179 was witten in 1990 in an attenpt to docunent existing LPD
protocol inplenentations. Since then, a nunber of undocunented

ext ensi ons have been nmade by vendors to support functionality
specific to their printing solutions. Al of these extensions
consi st of additional control file comands. This docunment does not
address any of these vendor extensions. Rather it addresses existing
practice within the context of the features described by RFC 1179.
Devi ati ons of existing practice fromRFC 1179 are so i ndi cat ed.

O her LPD control file conmands in RFC 1179 are obsol ete. They are
intended to work on "text" only formats and are inappropriate for
many cont enporary docunment formats that conpletely specify each page.
Thi s docunment does not address the support of these obsolete

f eat ures.

In the area of docunent formats, also known as page description

| anguages (PDL), RFC 1179 defines a fixed set with no capability for
ext ensi on. Consequently, sone new PDL's are not supported, and sone
of those that are supported are sufficiently uninportant now that

t hey have not been registered for use with the Printer MB [ RFC1759]
and | PP [ RFC2566] [ RFC2565], though they could be registered if
desired. See the Printer MB specification [RFCL759] and/or the | PP
Model specification [ RFC2566] for instructions for registration of
docunent-formats with ANA. | ANA lists the regi stered docunent -
formats as "printer |anguages”.

Thi s docunent addresses the protocol nmapping for both directions:
mappi ng of the LPD protocol to the | PP protocol and napping of the
| PP protocol to the LPD protocol. The former is called the "LPD-to-
| PP mapper” and the latter is called the "I PP-to-LPD mapper".
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Thi s docunent is an informational docunment that is not on the
standards track. It is intended to help inplenenters of gateways
between I PP and LPD. It also provides an exanple, which gives
additional insight into | PP

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

RFC 1179 uses the word "conmmand” in two contexts: for over-the-wire
operations and for command file functions. This docunent SHALL use
the word "command" for the fornmer and the phrase "functions" for the
latter. The syntax of the LPD commands is given using ABNF

[ RFC2234] .

The followi ng tokens are used in order to nmake the syntax nore
readabl e:

LF stands for 9%O0A (linefeed)
SP stands for %20. (space)
DA T stands for 9%30-39 ("0" to "9")

3. Mapping fromLPD Conmands to | PP Operations
This section describes the nmapping fromLPD commands to | PP
operations. Each of the foll owi ng sub-sections appear as sub-

sections of section 5 of RFC 1179.

The following tabl e sunmari zes the | PP operation that the napper uses
when it receives an LPD comand. Each section bel ow gives nore

detail:
LPD command | PP operation
print-any-waiting-jobs i gnore
receive-a-printer-job Print-Job or Create-Job/ Send- Docunent
send queue state Get-Printer-Attributes and Get-Jobs
(short or |ong)
renove-j obs Cancel - Job
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3.1 Print any waiting jobs
Conmand synt ax:
print-waiting-jobs = %01 printer-nane LF

This command causes the LPD daenon check its queue and print any
wai ting jobs. An I PP printer handles waiting jobs w thout such a
nudge.

If the nmapper receives this LPD command, it SHALL ignore it and send
no | PP operation.

3.2 Receive a printer job
Command synt ax:
recei ve-job = %02 printer-name LF

The control file and data files nentioned in the foll ow ng paragraphs
are received via LPD sub-conmmands that follow this comand. Their
mappi ng to | PP commands and attributes is described later in this
section.

The mapper nmaps the 'Receive a printer job’ conmand to either

- the Print-Job operation which includes a single data file or
- the Create-Job operation foll owed by one Send- Docunment operation
for each data file.

If the PP printer supports both Create-Job and Send- Docunent, and if
a job consists of:

- asingle data file, the mapper SHOULD use the Print-Job
operation, but MAY use the Create-Job and Send- Docunent
operations.

- nore than one data file, the mapper SHALL use Create-Job
foll owed by one Send-Docunent for each received LPD data file.

If the I PP printer does not support both Create-Job and Send-
Docunent, and if a job consists of:

- asingle data file, the mapper SHALL use the PrintJob
operation.

- nmore than one data file, the mapper SHALL subnit each received
LPD data file as a separate Print-Job operation (thereby
converting a single LPD job into nultiple I PP jobs).
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If the mapper uses Create-Job and Send-Docunent, it MJST send the
Create-Job operation before it sends any Send- Docunent operations
whet her the LPD control file, which supplies attributes for Create-
Job, arrives before or after all LPD data files.

NOTE: This specification does not specify how the mapper nmaps: the
LPD Printer-nanme operand to the IPP "printer-uri" operation
attribute.

The follow ng three sub-sections gives further details about the
mappi ng from LPD recei ve-a-printer-job sub-commands. Each of the
foll owi ng subsecti ons appear as sub-sections of section 6 of RFC
1179.

3.2.1 Abort job
Sub- command synt ax:
abort-job = %1 LF

Thi s sub-conmmand of receive-a-printer-job is intended to abort any
job transfer in process.

If the mapper receives this sub-command, it SHALL cancel the job that
it is in the process of transmtting.

If the mapper is in the process of sending a Print-Job or Create-Job
operation, it termnates the job either by closing the connection, or
perform ng the Cancel -Job operation with the job-uri that it received
fromthe Print-Job or Create-Job operation

NOTE: This sub-conmand is inplied if at any time the connection

between the LPD client and server is terninated before an entire
print job has been transferred via an LPD Receive-a-printer-job

request.

3.2.2 Receive control file
Sub- conmand synt ax:

recei ve-control -file = %2 nunber-of -bytes SP nane-of-control-file LF
nunber-of-bytes = 1*DIA T
nane-of -control -file = "cfA" job-nunber client-host-nane
; e.g. "cfAl23woden”
j ob-nunmber = 3DIGAT
client-host-nane = <a host nane>
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This sub-command is roughly equivalent to the | PP Create-Job
operation.

The mapper SHALL use the contents of the received LPD control file to
create | PP operation attribute and job tenplate attribute values to
transmit with the Print-Job or Create-Job operation

3.2.3 Receive data file

Sub- command syntax: %3 nunber-of-bytes-in-data-file Nane-of-data-file

receive-data-file = %03 nunber-of -bytes SP nane-of-data-file LF
nunber-of-bytes = 1*DIA T

nane-of -data-file = "df" letter job-nunber client-host-nane
; e.g. "df Al123woden for the first file
letter = %&41-5A /] 9%61-7A ; "A" to "Zz", "a" to "z"

;o first fileis "A",

;. second "B", and 52nd file is "z"
j ob-nunber = 3DIGA T
client-host-nane = <a host nane>

Thi s sub-conmand is roughly equivalent to the | PP Send- Docunent
operati on.

The mapper SHALL use the contents of the received LPD data file as
the data to transnmit with the IPP Print-Job or Send-Docunent
operati on.

Al t hough RFC 1179 alludes to a nmethod for passing an unspecified

Il ength data file by using an octet-count of zero, no inplenentations
support this feature. The mapper SHALL reject a job that has a val ue
of 0 in the nunber-of-bytes field.

3.3 Send queue state (short)
Command synt ax:

send- queue-short = %03 printer-nane *(SP(user-nane / job-nunber)) LF
The mapper’s response to this conmand includes information about the
printer and its jobs. RFC 1179 specifies neither the information nor
the format of its response. This docunent requires the nmapper to
foll ow existing practice as specified in this docunent.
The mapper SHALL produce a response in the follow ng format which
consists of a printer-status line optionally followed by a headi ng

line, and a list of jobs. This format is defined by exanples bel ow
Appendi x A contains the ABNF synt ax.
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For an printer with no jobs, the response starts in columm 1 and is:
no entries
For a printer with jobs, an exanple of the response is:

killtree is ready and printing

Rank Owner Job Files Total Size
active fred 123 stuff 1204 bytes
1st smth 124 resune, foo 34576 bytes
2nd fred 125 nor e 99 bytes
3rd mary 126 mydoc 378 bytes
4t h j ones 127 statistics.ps 4567 bytes
5th fred 128 dat a. t xt 9 bytes

The col um nunbers of above headings and job entries are:

01 08 19 35 63

The mapper SHALL produce each field above fromthe follow ng | PP

attribute

LPD field IPP attribute speci al conversion details

printer- printer-state and For a printer-state of idle or

st at us printer-state-reasons processing, the mapper SHALL use
the formats above. For stopped,
t he mapper SHALL use printer-
state-reasons to produce an
unspecified format for the error

r ank nunber - of - t he mapper SHALL the fornat above

i nt erveni ng-j obs
owner j ob-originating-user- unspecified conversion; job-
nane ori gi nati ng-user-nane may be the

mapper’ s user-nane

j ob job-id the mapper shall use the job-id

files docunent - name t he mapper shall create a comma
separated list of the docunent-
nanes and then truncate this |ist
to the first 24 characters

total - j ob- k- the mapper shall nultiple the

si ze oct et s*copi es*1024 val ue of job-k-octets by 1024 and
by the val ue of the "copies"
attribute.
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A mapper SHOULD use the job attribute nunber-of-intervening-jobs
rather than the job’'s position in a list of jobs to deternine 'rank’
because a Printer may onit jobs that it wants to keep secret. If a
printer doesn’t support the job attribute nunber-of-intervening-jobs,
a mapper MAY use the job’s position

Note: a Printer nay set the value of job-originating-user-nane to the
aut henti cated user or to the value of "requesting-user-nane",
dependi ng on the inplenentati on and configuration. For a gateway, the
aut henticated user is the user-id of the gateway, but the
"requesting-user-nane” may contain the name of the user who is the
gateway’s client.

In order to obtain the information specified above, The LPD-to-IPP
mapper SHALL use the Get-Printer-Attributes operation to get
printer-status and SHOULD use the Get-Jobs operation to get

i nformati on about all of the jobs. If the LPD comand contains job-
nunbers or user-nanes, the nmapper MAY handle the filtering of the
response. If the LPD conmand contai ns job-nunbers but no user-nanes,
t he mapper MAY use Get-Job-Attributes on each converted job-nunber
rather than Get-Jobs. If the LPD comand contains a single user-name
but no job-nunbers, the mapper MAY use Get-Jobs with the ny-jobs
option if the server supports this option and if the server allows
the client to be a proxy for the LPD user

NOTE: This specification does not define how the napper nmaps the LPD
Printer-nane operand to the IPP "printer-uri" operation attribute.

3.4 Send queue state (long)
Command synt ax:
send- queue-long = %04 printer-name *(SP(user-nanme / job-nunber)) LF

The mapper’s response to this conmand includes information about the
printer and its jobs. RFC 1179 specifies neither the information nor
the format of its response. This docunent requires the napper to
follow existing practice as specified in this docunent.

The mapper SHALL produce a response in the follow ng format which
consists of a printer-status line optionally followed a |ist of jobs,
where each job consists of a blank line, a description Iine, and one
line for each file. The description |ine contains the user-nang,
rank, job-nunber and host. This format is defined by exanpl es bel ow.
Appendi x B contain the ABNF syntax.
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For an printer with no jobs the response is:
no entries
For a printer with jobs, an exanple of the response is:

killtree is ready and printing

fred: active [job 123 tiger]
2 copies of stuff 602 bytes
smth: 1st [Job 124 snail]
2 copies of resune 7088 bytes
2 copies of foo 10200 bytes
fred: 2nd [job 125 tiger]
nor e 99 bytes

The col um nunbers of above headings and job entries are:

| | |
01 09 41

Al t hough the format of the long formis different fromthe format of
the short form their fields are identical except for a) the copies
and host fields which are only in the long form and b) the "size"
field contains the single copy size of each file. Thus the sum of
the file sizes in the "size" field tines the value of the "copies"
field produces the value for the "Total Size" field in the short
form For fields other than the host and copies fields, see the
preceding section. For the host field see the table bel ow

LPD field IPP attribute speci al conversion details
host unspeci fi ed conversion; job-

ori gi nati ng-host may be the
mapper’ s host

copi es copi es t he mapper shall assune the
val ue of copi es precedes the
string "copies of "; otherw se,

the value of copies is 1

NOTE: This specification does not define how the mapper maps the LPD
Printer-nane operand to the IPP printer-uri operation attribute.
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3.5 Renove jobs
Conmand synt ax:

renove-jobs = %05 printer-name SP agent
*(SP(user-name / job-nunber)) LF

The agent operand is the user-nane of the user initiating the
renmove-j obs comand. The special user-name 'root’ indicates a

privil eged user who can renpve jobs whose user-nane differs fromthe
agent .

The mapper SHALL i ssue one Cancel -Job operation for each job

ref erenced by the renove-jobs command. Each job-nunber in the
renove-j obs comand references a single job. Each user-nane in the
renove-jobs command inplicitly references all jobs owned by the
specified user. The active job is inplicitly referenced when the
renove-j obs comand contai ns neither job-nunbers nor user-nanmes. The
mapper MAY use Get-Jobs to deternmine the job-uri of inplicitly

ref erenced j obs.

The mapper SHALL not use the agent nane of ’'root’ when end-users
cancel their own jobs. Violation of this rule creates a potenti al
security violation, and it may cause the printer to issue a
notification that nisleads a user into thinking that sone other
person cancel ed the job.

If the agent of a renove-jobs command for a job J is the same as the
user nane specified with the "P function in the control file for job
J, then the mapper SHALL ensure that the initiator of the Cancel -Job
command for job J is the sane as job-originating-user for job J.

Note: This requirenent neans that a mapper nust be consistent in who
the receiver perceives as the initiator of |PP operations. The mapper
either acts as itself or acts on behalf of another user. The latter
is preferable if it is possible. This consistency is necessary

bet ween Print-Job/ Create-Job and Cancel -Job in order for Cancel -Job
to work, but it is also desirable for other operations. For exanple,
CGet-Jobs nmay give nore informati on about job submitted by the
initiator of this operation.

NOTE: This specification does not define how the mapper maps: (1) the
LPD printer-nanme to the IPP "printer-uri" or (2) the LPD job-nunber
to the IPP "job-uri".

NOTE: This specification does not specify how the mapper nmaps the LPD

user-nane to the I PP job-originating-user because the napper may use
its own user-nane with jobs
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4. Mapping of LPD Control File Lines to | PP Qperation and Job Tenpl ate
Attributes

This section describes the mapping fromLPD control file lines
(called "functions’) to | PP operation attributes and job tenplate
attributes. The napper receives the control file lines via the LPD
recei ve-control -file sub-command. Each of the LPD functions appear
as sub-sections of section 7 of RFC 1179.

In LPD control file lines, the text operands have a maxi mum | ength of
31 or 99 while I PP operation attribute and job tenplate attribute

val ues have a naxi mum of 255 or 1023 octets, depending on the
attribute syntax. Therefore, no data is |ost.

The mapper converts each supported LPD function to its correspondi ng
| PP operation or job tenplate attribute as defined by tables in the
subsections that follow These subsections group functions according
to whet her they are:

- required with a job
- optional with a job
- required with each docunent.

In the tables below, each LPD value is given a nanme, such as 'h'. If
an | PP val ue uses the LPD val ue, then the | PP val ue col umnm cont ai ns
the LPD nanme, such as 'h’ to denote this. Oherw se, the | PP val ue
columm specifies the literal val ue.

4.1 Required Job Functions

The following LPD functions MJST be in a received LPD job. The nmapper
SHALL receive each of the follow ng LPD functions and SHALL i ncl ude
the information as a operation or job tenplate attribute with each

| PP job. The functions SHOULD be in the order "H, 'P and they
SHOULD be the first two functions in the control file, but they MAY
be anywhere in the control file and in any order

LPD function | PP

name value  description name val ue

H h Origi nati ng Host h (in security |ayer)

P u User identification requesting- u (and in security
user - nane | ayer)

none i pp- "true’

attribute-
fidelity
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A mapper MAY send its own host rather than the client’s host, and a
mapper MAY send its own user-nane as user identification rather than
the client user. But in any case, the values sent SHALL be conpatible
with the Cancel -Job operation. The | PP operati on MAY have no way to
specify an originating host-nane.

The mapper SHALL include ipp-attribute-fidelity = true so that it
doesn’t have to determine which attributes a printer supports.

4.2 Optional Job Functions

The followi ng LPD functions MAY be present in a received job. These
functions SHOULD follow the required job functions and precede the
document functions, but they MAY be anywhere in the control file

If the mapper receives such an LPD function, the mapper SHALL i ncl ude
the corresponding IPP attribute with the value converted as specified
in the table below. |If the napper does not receive such an LPD
attribute, the mapper SHALL NOT include the corresponding | PP
attribute, except the 'L’ LPD function whose absence has a speci al
nmeani ng as noted in the table.

LPD function | PP

nane val ue description nane val ue

J i Job nane for j ob- nare i

banner page

L I Print banner page job-sheets "standard’ if 'L is
present
"none’ if 'L is present

M m Mai | When Printed | PP has no notification

nmechani sm To support
this LPD feature, the
gat eway rust poll using
the Cet-Job-Attributes
operation.

4.3 Required Docunent Functions

The mapper SHALL receive one set of the required docunent functions
wi th each copy of a docunment, and SHALL include the converted
informati on as operation or job tenplate attributes with each I PP
docunent .

If the control file contains required and recommended docunent

functions, the required functions SHOULD precede the recommended ones
and if the job contains multiple docunents, all the functions for
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each docunent are grouped together as shown in the exanple of section
6.3 "Required Docunent Functions". However, the document functions
MAY be in any order.

LPD function | PP

nane val ue description nane val ue

f fff Print fornmatted docunent -fornmat ' application/octet-
file streanm

I fff Print file leaving docunent-format 'application/octet-
control characters stream

o} fff Print Postscript docunent-fornmat ' application/ PostScri
output file pt’

copi es see note

Note: In practice, the 'f’ LPD function is often overloaded. It is
often used with any format of docunent data including PostScript and
PCL dat a.

Note: In practice, the "I’ LPD function is often used as a rough
equivalent to the "f’' function

Not e: When RFC 1179 was written, no inplenentati on supported the 'o’
function; instead 'f' was used for PostScript. Wndows NT now sends
o' function for a PostScript file.

Note: the value "fff' of the "f', "I’ and 'o’ functions is the name
of the data file as transferred, e.g. "df A123woden".

If the mapper receives any other |ower case letter, the nmapper SHALL
reject the job because the docunent contains a fornmat that the nmapper
does not support.

The mapper determ nes the nunber of copies by counting the nunber of
occurrences of each 'fff’ file with one of the | ower-case functions
above. For exanple, if 'f df Al123woden’ occurs 4 tines, then copies
has a value of 4. Although the LPD protocol allows the value of
copies to be different for each docunent, the conmands and the
receiving print systens don't support this.

Herriot, et al. Experi ment al [ Page 15]



RFC 2569 Mappi ng between LPD and | PP Protocols April 1999

4.4 Recommended Docunent Functions

The mapper SHOULD receive one set of the recommended docunent
functions with each docunent, and SHOULD i ncl ude the converted
informati on as an operation or job tenplate attribute with each I PP
docunent. The functions SHOULD be received in the order 'U and "N,
but they MAY arrive in any order

LPD function | PP

nane val ue description nane val ue
U fff i gnor ed

N n Name of source file docunent-nane n

Note: the value "fff' of the "U function is the nane of the data
file as transferred, e.g. "df Al23woden".

5. Mapping fromI| PP operations to LPD conmmands

If the | PP-to-LPD mapper receives an | PP operation, the follow ng
tabl e sumuarizes the LPD conmmand that it uses. Each section bel ow
gives the detail. Each of the foll owi ng sub-sections appear as sub-
sections of section 3 in the docunent "lInternet Printing

Protocol /1.0: Model and Senantics" [RFC2566].

| PP operation LPD comrand

Print-Job or Print-URl or recei ve-a-printer-job

Cr eat e- Job/ Send- Docunent / Send- URI and then print-any-waiting-jobs
Val i dat e- Job i mpl enent ed by the napper
Cancel - Job renove-j obs

Get-Printer-Attributes, Get-Job- send queue state (short or |ong)
Attributes or Get-Jobs

5.1 Print-Job

The mapper SHALL send the follow ng conmands in the order |isted
bel ow.

- receive-a-printer-job command

- both receive-control-file sub-comand and receive-data-file
sub- command (unspecified order, see Note bel ow)

- print-any-waiting-jobs command, except that if the mapper is
sendi ng a sequence of receive a printer-job conmands, it MAY
omit sending print-any-waiting-jobs after any receive a
printer-job command that is neither the first nor |ast conmand
in this sequence
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Note: it is recommended that the order of the receive-control-file
subcommand and the receive-data-file sub-conmand be configurable
because either order fails for sone print systens. Sonme print systens
assune that the control file follows all data files and start
printing inredi ately on receipt of the control file. Wen such a
print systemtries to print a data file that has not arrived, it
produces an error. Qher print systens assune that the control file
arrives before the data files and start printing when the first data
file arrives. Such a systemignores the control information, such as
banner page or copi es.

NOTE: This specification does not define the mappi ng between the | PP
printer-uri and the LPD printer-nane.

The mapper SHALL send the | PP operation attributes and job tenplate
attributes received fromthe operation to the LPD printer by using
the LPD receive-control-file sub-conmand. The mapper SHALL create the
LPD j ob-nunber for use in the control file name, but the receiving
printer MAY, in sone circunstances, assign a different job-nunber to
the job. The napper SHALL create the IPP job-id and | PP job-uri
returned in the Print-Job response.

NOTE: This specification does not specify how the mapper determ nes
the LPD job-nunber, the IPP job-id or the IPP job-uri of a job that
it creates nor does it specify the relationship between the |IPP job-
uri, IPP the job-id and the LPD job-nunber, both of which the napper
creates. However, it is likely that the mapper will use the sane

i nteger value for both the LPD job-nunber and the I PP job-id, and
that the I PP Job-uri is the printer’s URl with the job-id
concatenated on the end.

The mapper SHALL send data received in the | PP operation to the LPD
printer by using the LPD receive-data-file sub-comrand. The mapper
SHALL specify the exact nunber of bytes being transnmitted in the
nunber - of -bytes field of the receive-data-file sub-comand. It SHALL
NOT use a value of O in this field.

If the mapper, while it is transmtting a receive-a-printer-job
conmand or sub-command, either detects that its | PP connection has

cl osed or receives a Cancel -Job operation, the mapper SHALL term nate
the LPD job either with the abort sub-conmand or the renove-jobs
command.

Thi s docunent does not address error code conversion
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5.2 Print-URl

The mapper SHALL handle this operation in the same way as a Print-Job
operation except that it SHALL obtain data referenced by the
"document-uri" operation attribute and SHALL then treat that data as
if it had been received via a Print-Job operation

5.3 Validate-Job

The mapper SHALL performthis operation directly. Because LPD
supports very few attributes, this operation doesn’t have much to
check.

5.4 Create-Job
The mapper SHALL handl e this operation |like Print-Job, except:

- the mapper SHALL send the control file after it has received the
| ast Send- Docunent or Send-URlI operation because the contro
file contains all the docunent-nane and document-format val ues
specified in the Send-Docunent and Send- URl operations.

- the mapper SHALL perform one receive-data-file sub-comand for
each Send- Docunent or Send-URlI operation received and in the
sane order received

- the mapper SHALL send the control file either before all data
files or after all data files. (See the note in the section on
Print-Job about the dilemma of sending the control file either
before or after the data files.

5.5 Send- Docunent

The mapper perforns a receive-data-file sub-comand on the received
data. See the preceding section 5.4 "Create-Job" for the details.

5.6 Send- URI

The mapper SHALL obtain the data referenced by the "docunent-uri”
operation attribute, and SHALL then treat that data as if it had been
recei ved via a Send- Docunent operation. See the preceding section 5.5
"Send- Docunent” for the details.

5.7 Cancel -Job

The mapper SHALL perform a renove-jobs command with the foll ow ng
operation attributes:
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- the printer is the one to which the job was subnitted, that is
the PP printer-uri is mapped to an LPD printer-nane by the sane
mechani smas for all conmands

- the agent is the authenticated user-nane of the IPP client

- the job-nunber is the job-id returned by the Print-Job conmand,
that is, the LPD job-nunber has the sanme value as the IPP job-id
for likely inplenentations

5.8 Get-Printer-Attributes

LPD severely limts the set of attributes that the mapper is able to
return in its response for this operation. The mapper SHALL support,
at nost, the following printer attributes:

- printer-state
- printer-state-reasons

The mapper uses either the long or short formof the "send queue
state" command.

The mapper SHALL assune that the LPD response that it receives has
the format and information specified in section 3.3 "Send queue state
(short)" and section 3.4 "Send queue state (long)". The mapper SHALL
determ ne the value of each requested attribute by using the inverse
of the mapping specified in the two aforenmenti oned secti ons.

Note: the mapper can determ ne the response fromthe printer-status
line without examining the rest of the LPD response.

5.9 Get-Job-Attributes
LPD severely limts the set of attributes that the mapper is able to

return in its response for this operation. The mapper SHALL support,
at nost, the following job attributes:

nunber - of -i nt erveni ng-j obs
j ob-ori gi nati ng-user - nane
- job-id

docunent - nane

- job-k-octets

copi es

The mapper uses either the long or short formof the "send queue
state" command. |If it receives a request for the "job-k-octets" or
"copi es" and supports the attribute it SHALL use the |long form
otherwi se, it SHALL use the short form
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Note: the value of job-k-octets is the value in the short form

di vided by the number of "copies" which is on the long formonly. Its
val ue can al so be determined by adding the "size" field values for
each docunent in the job in the long form

The mapper SHALL assune that the LPD response that it receives has
the format and information specified in section 3.3 "Send queue state
(short)" and section 3.4 "Send queue state (long)". The napper SHALL
determi ne the value of each requested attribute by using the inverse
of the mapping specified in the two af orementi oned secti ons.

Not e: when the mapper uses the LPD short form it can determ ne the
response fromthe single LPD line that pertains to the job specified
by the Get-Job-Attributes operation

Not e: the mapper can use its correspondence between the | PP job-id,
job-uri and the LPD job-nunber

5.10 Get-Jobs

The mapper SHALL performthis operation in the sane way as Get-Job-
Attributes except that the mapper converts all the LPD job-lines, and
the 1 PP response contains one job object for each job-line in the LPD
response.

6. Mapping of IPP Attributes to LPD Control File Lines

This section describes the mapping from| PP operation attributes and
job tenplate attributes to LPD control file lines (called
functions’). The mapper receives the | PP operation attributes and job
tenplate atributes via the | PP operation. Each of the | PP operation
attributes and job tenplate attributes appear as sub-sections of
section 3 and 4.2 in the | PP nodel docunent [RFC2566] .

In the context of LPD control file lines, the text operands have a
maxi mum | ength of 31 or 99 while | PP operation attributes and job
tenplate attri butes have a naxi mum of 255 or 1023 octets, depending
on the attribute syntax. Therefore, there nay be sone data loss if
the I PP operation attribute and job tenplate attribute val ues exceed
the maxi num | ength of the LPD equival ent operands.

The mapper converts each supported | PP operation attribute and job
tenplate attribute to its corresponding LPD function as defined by
tables in the subsections that follow. These subsections group
functions according to whether they are:
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- required with a job
- optional with a job
- required with each docunent.

In the tables below, each IPP value is given a name, such as 'h'. If
an LPD val ue uses the | PP value, then the LPD val ue col umm cont ai ns
the I PP nanme, such as "h’ to denote this. Oherw se, the LPD val ue
colunmm specifies the literal val ue.

6.1 Required Job Functions

The mapper SHALL include the followi ng LPD functions with each job,
and they SHALL have the specified value. They SHALL be the first
functions in the control file and they SHALL be in the order "H' and
then "P".

| PP LPD function

nane val ue nane val ue description
(perhaps in security h H gateway host Originating Host

| ayer)

requesti ng-user-nane u P u User identification
and in the security

| ayer

A mapper SHALL sends its own host rather than the client’s host,
because sone LPD systens require that it be the same as the host from
whi ch the renove-jobs command conmes. A mapper MAY send its own user
nane as user identification rather than the client user. But in any
case, the values sent SHALL be conpatible with the LPD renove-j obs
operation.

6.2 Optional Job Functions

The mapper MAY include the followi ng LPD functions with each job.
They SHALL have the specified value if they are sent. These
functions, if present, SHALL follow the require job functions, and
they SHALL precede the required docunent functions.

| PP attribute LPD function

nane val ue nane val ue description

j ob- nare i J i Job nane for banner
page

j ob-sheet s ' st andar d’ L u Print banner page

j ob-sheet s "none’ omt 'L function
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Note: 'L’ has special neaning when it is onmitted. If "J is omtted,
sone undefined behavior occurs with respect to the banner page.

6.3 Required Docunent Functions

The mapper SHALL include one set of the following LPD functions wth
each docunent, and they SHALL have the specified values. For each
docunent, the order of the functions SHALL be 'f', '"U and then 'N
where "f' is replicated once for each copy.

| PP attribute LPD function
nane val ue nane val ue description
docunent - "application/octet- f fff Print formatted file
f or mat stream or

"appl i cation/ Post Scri pt’
copi es c replicate 'f' 'c¢’

tinmes

none U fff Unlink data file
docunent - n N n Nanme of source file
name

Note: the value "fff' of the "f’ and 'U functions is the nane of the
data file as transferred, e.g. "df Al23woden".

Note: the mapper SHALL not send the o' function
| SSUE: should we register DVI, troff or ditroff?

If the mapper receives no "ipp-attribute-fidelitybest-effort" or it
has a value of false, then the mapper SHALL reject the job if it
specifies attributes or attribute values that are not anong those
supported in the above tables.

Bel ow i s an exanple of the minimal control file for a job with three
copies of two files '"foo' and 'bar’:

Htiger

P jones

f df Al23woden
f df Al23woden
f df Al23woden
U df A123woden
N foo

f df Bl23woden
f df Bl23woden
f df B123woden
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U df B123woden
N bar

7. Security Considerations

There are no security issues beyond those covered in the | PP Encoding
and Transport docunent [RFC2565], the | PP nodel docunent [RFC2566]
and the LPD document [RFC1179].
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10. Appendix A: ABNF Syntax for response of Send-queue-state (short)

The syntax in ABNF for the response to the LPD conmand ' send- queue-
state (long)’ is:

stat us-response = enpty-queue / nonenpty-queue

enpty-queue = "no-entries" LF
nonenpty-queue = printer-status LF heading LF *(job LF)
printer-status = OK-status / error-status

K-status = printer-nane SP "ready and printing" LF
error-status = < inplenentation dependent status information >
headi ng = "Rank" 3SP "Oaner" 6SP "Job" 13SP "Files"
23SP "Total Size" LF

; the columm headi ngs and their val ues bel ow begin
at the columms

; 1, 8, 19, 35 and 63
job = rank *SP owner *SP job *SP files *SP total -size "bytes"”

; jobs are in order of oldest to newest
rank = "active" / "1st" [/ "2nd" / "3rd" / integer "th"

; job that is printing is "active"

; other values show position in the queue
owner = <user name of person who subnmitted the job>

job = 1*3DIA T ; j ob- nunber
files = <file nane> *( "," <file name>) ; truncated to 24 characters
total-size = 1*DIG@ T ; conbined size in bytes of all docunents
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11. Appendix B: ABNF Syntax for response of Send-queue-state (long)

The syntax in ABNF for the response to the LPD conmand ' send- queue-
state (long)’ is:

stat us-response = enpty-queue / nonenpty-queue

enpty-queue = "no-entries" LF
nonenpty-queue = printer-status LF *job
printer-status = OK-status / error-status

K-status = printer-nane SP "ready and printing" LF
error-status = < inplenentation dependent status information >
job = LF line-1 LF line-2 LF
line-1 = owner ":" SP rank 1*SP "[job" job SP host "]"
line-2 file-name 1*SP docunent-size "bytes"
; jobs are in order of oldest to newest

rank = "active" / "1st" [/ "2nd" / "3rd" / integer "th"

; job that is printing is "active"

; ot her values show position in the queue
owner = <user name of person who subnitted the job>
job = 1*3DIGA T
file-name = [ 1*DIG T "copies of" SP] <file name>

; truncated to 24 characters

docunent-size = 1*DIG T ;size of single copy of the docunent
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12. Appendi x C. Unsupported LPD functions

The follow LPD functions have no | PP equivalent. The LPD-to-IPP
mapper ignores them and the | PP-to-LPD mapper does not send them

LPD comrand
nane description

O ass for banner page
I ndent Printing
Host of client

Mai | when printed
Synbolic |ink data
Title for pr

W dth of out put
troff R font

troff I font

troff B font

troff S font

PONRPSANZII O

The follow LPD functions specify docunent-formats which have no | PP
equi val ent, unl ess soneone registers them The LPD-to-1PP mapper
rejects jobs that request such a document format, and the |PP-to-LPD
mapper does not send them

LPD comrand
name  description

Plot CIF file

Print DVI file

Plot file

reserved for Kerberized clients and servers
Print ditroff output file

Print file with 'pr’ format

File to print with FORTRAN carriage control
Print troff output file

Print raster file

reserved for future use with the Pall adi um
print system

N TS TS>IXQQO
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13. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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R Turner

2w re. com
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Xer ox Cor poration

Sept enber 2000

Internet Printing Protocol/1.1: Encoding and Transport

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice

Copyright (C) The Internet Society (2000). Al Rights Reserved.

Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technol ogi es. This docunent defines the
rules for encoding | PP operations and IPP attributes into a new
Internet nminme nedia type called "application/ipp". This docunent

al so defines the rules for transporting over Hypertext Transfer
Protocol (HTTP) a nessage body whose Content-Type is
"application/ipp". This docunent defines a new schene naned 'ipp’ for
identifying IPP printers and jobs.
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